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11. oqururqnpt.rrlt tpp ultrnp i.t1r*t *t ,tnturpurl[rtr ilur\urprlur\fr gur1ghL tunh{urqtr <Ethernet Cat5e>

urhuur\fr rlurlnt]unrl,

12. rturlnrlutrhpp rqhup k rutrgtrhh rlurlntluurururphpml h hulfurpur\ur1t[tub firhhtr' trntltrur\urtrurgnttfh

urqurhn{h1nt hunfurP,

13.qhurpt\urnntgrfirurlrlurpgutrgurl|rtrhlrpur\urnntgt|urbpuUntpurgurtrhfr{rutrrlurtrnsu{bL
huliurfrp'-fr h uZhpurg]r' qnfir\frhfr\ur1lr hunfurp:

Utr{uruhqntplurh \urpqru{npnultrhptr hh'

1. hrurfui\urpq2ur1|rtr gruhgp qhurP k utqr'lhtrtnullnphl puut

urnpupurdurtrnulhhp, ttuPnFunnnFfnuhhp' 2|rtrntplnthirhp)

hhpurnl ur1' \runrurlurprftuh gurh gp ( mana geme nt VLAN)'

2. gurhgrulirh hnuphpp qhurP k $flurprlhtr VLAN-hhplr ti[r2h'

hnuphPP,

L2uhtu\ntp3urh (\urnntgqubpurlhil

VLAN rnhlutrnlnqlrurSfr tifr2ngn{,

pnrlltur.nphlnrl riflulh utrhprudh2u



3. gruhgrulfrhhnuphp]r hppnulrlnuig vlAN-hhph ,ilrlr, (inter-vlAN routing) ulhurP L |rpru\uhrugqlr

hlrtltrru\urh riur\urprpu\fr \nrintururunptrhpntd'

4. urhlurp gtuLgh lnrpuprutrSntp SSID-tr ulhrnP L utrupruh2ruurtluE $trfr unurtr&hugrlrub gruhg vl'AN

urhluhnlnqlrurl|r rifr2ngnLl, hhpunlurl' \urnurtlurpriurh gutrgp (management VLAN)'

5. \nr.lng.nurtnnpt hpl, 1-r hppnqlr2hhplr \rupqrur{npriurtr urilpurgntri (configuration hardening)'

hhpurnlul'

5.1. rnhrpu4phlrlhp2|rh Epurqpurlfrh purprfurgnr-rfirhpp (stable release)'

5.2. urh2ruurhlnlurhhprudh2ur gruhgru3frh Erunru3ntplrrtLtrhpp'

5.3.oqrrrurqnpbhln2ultrr{urrulrqqpnurn\nfrhp}r(op[lrur\.Telnet,HTTP)r}rn}utuphtr.r}pullrg
tutr{ururtrq rutitulnqirhpp (op}rhu[ SSH, HTTPS )'

5,4. \irpurnhl $urthp,l,.r. pnt3ltuurphlnr| hhntu{rup ilnttnpp il}rrultr frruqnpt|ruE IP hurughtrhp}rg,

5.5. \|ipurnhl ulnpurhpfr ruhrltnurtrqntp}uh (port securiry) urhlutrnlnqfruh rfntnpurl]rh tlu\urprlur\fr

\ntlnturunnnphhpnul, |ru\ 2oqrnurqnpbrlnl qnptnhpp ruh2tuurhS

6. \urqrlu\hpu1h1 hhnruhup \ruqnullr "Zhpugf pd2\ur\uh \htrupnhfD hhu IPSec vPN

rnhlutrnlnqfrurlfr rlfr2ngnq' \fpurnhlnrl urprlfr 8rub\urqpiluh rulqnplrptihhp:
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