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ZuJtus 1

«Gplwitth Uluhpup 2Zkpugnt winjub whnwlub pdohuljui hulwjuwpuby hhdtwgpudh guiigughlt
Lupwlupnigyusph JEpwjunnigdub wouunwiipikph huljnnnipyub ppwjwiwgnid’ hwdwdwyh
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8whiguijhlt Ehpuiljunnigyubph JEpwlunnigidwb woiwnwtipliipl k.
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1.

12.

13.

14.

15.

16.

guiiguyhtt Eipwljunnigduspp whnp k Ykpuluenigyh hhduwlwb, pwphihs b Uniwnpuyhle
dwupgulutpny,

pugunnipjudp «Ghwnndhu dwutwpklphg, diwgws ponp ohtintpinititpnud Juujuhgdwh
hwiignyglkpp whwnp b pudwin]kh tplnt dwup hhdbwlwb b pwphahs,

hhutuuwh Juyulgdut hubgnugubpp whup £ thnpujuuulygbl puphihy hwignuygutiph htn,
npntip hwinhuwbnud ki jnipupubynip hwplh puphudwl YEnkpp,

«Phnphuhu», «‘{mpquMﬁm» I «Uhunnuhwy phunipinitiiph hphduwlub hwbgnygtpp whnp k
Juuuygtl  ubpdbpughtt dwuh htw, npp wnbnuijupjws & «Cunutkjub  pdolnipjui»
Uwuiwpkupnud,

«Uhwwnndhwy  dwubwokphg  «Phnphuhus ohinipynit  Uhwgwd  pnpuyunhuyy pupwughl
oquuugnpdyny oupnhjudwipupkjuyhtt juuninh whup b wigwink), uwljuyb ponuby npujku
nkqtpuyhtt nupplpuy «Rhnphudhus ohtinipjwh hwdwp,

hhulwlut dwupyulh gutigp whnp t punugus (huh Eppninhshg b ynUnununnnphg,
hhutwluh Eppnnhsp whunp & vhwtw hhutwljwb ynuntnunnphte 10 qhquphp/Jwpljul
wpwgnipjudp,

hhubwlui Ynunununnpp whunp k wuywhnyh 10 ghquphp/Juplyul oynhjudwbpupbjuhl
hiiupun|npnipjudp wpliwnwip,

ynuntnunnplbpp whnp £ wyuhnykl gwigh ubkqubinunnpoudp b wnpunbph wiynwubg
juupquanpnuip,

hpdtwfwl  Ynunununnpp  whnp b dhwhw  YJudwniuh ohtinipjnitiitbph  hhultwlwub
juwyninhipht oupnhiuniwipwphiuht yuuyninny 10 ghquphp/wplywt wpwgntpyundp,
hhutwlul dwijuppulh guiigh htwn Juwyninht whwnp E wwwhnlh owynhjudwbipupkjughtt 10
qhquiphp/{upljul wpwgnipynd,

Ununpuyhll dwjwpnulh Yndntnunnpbpp whwp k dpwbwh puphuhy ynununwnnpkpht 10
qhquiphp/]wplywh wpuignipjunlp, hul oquuugnpénnukpht’ 1 ghquiphp/uplywb wpugnipyundp,
jnipupubginip  Untnpuyhl dwlwpyulh Younununnp whnp E dhwiw tnyb hwplnud
nbnquiljuyud Ukl puohihy dwfupnuyh Yndnunwinnph,

hpubwlul dwlwppulh gulighg ghwh pughuhy dwhuppuih gutg thwgnuilibpp whwnp b
Juquuybpupws  (hukl oyinhjudwipupljuihl Juwnuyny 10 ghquphp/Jupljjui
wpugnipjudp,

tnyl hwpynud nknuuyjus Yrnkpp, npnig Uhol hkpun|npnipymiip ghpuquiignud £ 90 dkwnpp,
tnylybku whunp b Jdhwbwb owynhjudwbpupkjuhl qmanqnq‘ 10 ghquphp/{upyjul
wpwgnipjuudp,

oquugnpdnnukpp whwnp k Uhwhwh dntnpuyht dwlupnulh guight wnt]wqb «Ethernet Cat5e»
nkuwyh dwnijuny,




17.

18.
19.

20.

duynijubitkpp whwnp b wigku dunipuunuptpny b hudwpulupdws {hukl tnyhuywbwgnull
wuywhnykint hudwp,

wiup gubigyuhi Eipuljupniguspp wlnp Epyuyingh «Cunwbblub pdolnipjuiy twubwykup,
whpup gubguhl kupwlwnnigduéph Untinpuhl yknbpp whup £ Yhpupuppufkl b (Yund)
wy kjugy b,

whpup  gubiguyhl kipwlwenig]uéph  dpwgpughb yupuupdwb  hwglnygp  whwnp L
bpurtjuipquufnpyh:

Ulijinwignipjul jupgquufnpnudbpb k.

1.

5.1
5.2.
5.3.

5.4.
5.5.

6.

hudwlupgsughlt gubgp whwp k ukqutinuynpk) pun pwhwlnipjul (Jurniguspuyht
nnpupwdwinidukp, {wpnpunnphuwbkp, ohtinipjniiip) VLAN wkjutininghugh  Uheongny,
tkpunyjuy’ urunwplwh guigp (management VLAN),
guigujhtt hnupkpp whwnp £ $hpinpykl VLAN-utph dholi' poyjunpliny dhuyg withpwdbpwn
hnuphpp,
guiliguyhtt hnuplph kppennoudp VLAN-ukph uhol (inter-VLAN routing) ujwnp k hpwwiwgyh
hh'twlwh dwljwpnuyh ynuninunnplbpnud,
wiup guiigh jnipupwibgynip SSID-u whnp E nwputgwinguws (hth wpwbdbiwgfws guig VLAN
nkjulininghuygh Uhgngny, tkpwnjuy’ Juwrwwpdwlb guigp (management VLAN),
ynunununnnpitiph b Eppninhsubph Jupquujnpumb wdpwugnud  (configuration hardening),
ukpunyuy’
nhnunpky Jtpght Spugpuyphlt pupuugnidubpp (stable release),
whgunnky ny withpudtion gwhigughl Swnuynipnibiikpp,
oquiugnpsly ny wifnwbg wpnunynijiph (ophtw’ Telnet, HTTP) thnfuwpkl' npubg
wi]nwiig whwngukpp (ophtmly” SSH, HTTPS),
Yhpunk] duytpyng’ payunplim| htpwwp Ununpp dhwyh thwgnpus IP hwugtubphg,
yhpwnk] ynpnkph wiinuwbgnipjub (port security) inkjulininghwh Ununpuyhtt dwlwpnwyh
ynuntnunnnplbipniy, hul soquignpdinn wnpukpp whgunk),
Juquultpyl) howhwp Yuwninh Unipugutt pdouljut YElnpniy-h hbwn IPSec VPN
wkuininghuih thengn" Yhpumbiny wpnh swalugpuwl wignphputp:




«Zkpuigh» wnihyhuhugh b «Unipuguiy hhjuiputinguyhl hunfwhph guigujhl kupwlupnigjubph
Junnigdwl wouwnwiipibph huljnnnipjul ppwluiugnid’ hwdwdwgh twpwgdqus $hahjulub b
npudwpuiiulub wnwnnghwbikph, tkpunyjuy’ wifnulignipjub Jwpgquynpnudkph huljnnnipnilp:
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«Umpugut hhjwnwinguht hunlwhpr-h ubppuyghtt dwup whnp E imknuyuydh Eppopy
dwubwgninnid b punjugws (hih kppninhghg nt Ynunununnnphg, npnbp hpwp dhwbnud &a
10q/Y] wpwgnipjudp oyinpjurdwiipuiptjught Juwninny,

«Unmpugui hhjulnuiinguyhl hutuhpr-h hhuwlut dwwpnulh guiigp whwnp k
puiyugud (hith Eppainhshg b ynunununnphg,

«Umpugut hhjwbnwiinguht hunfwihpr-h hhttwlub kppninhsp whwnp E dhwbw hhutwlwh
ynununwnnpht 10 ghquiphp/ Juplyub wpwgnipjudp,

«Unipugwl hhjwlipwtingught hwiwhpr-h hhuwfwt §nununwinnpp whwnp k wuywhnyh 10
ghquphp/Jupyub oyinhjudwbipupbiught hinwpwynpntpjudp wphiuwnwbp,

«Umpugut hhjwbnuinguht hundwhppr-h Ynunununnpbpp whnp E wuywhnykl gutigh
ubqukinunpnuip b wnpnbph wii]inwtiq jupquiynpnudp,

«kpwugh» wnihlyhuhfugh guiiguhti Eipuunniguspp whwnp k punjugms (huh hhutwljwb b
puohuhs Uwubphg, npntp hwinhuwinud ki jnipupwbignip hwplyh puppudwl Yenkpp,

«Zkpugh» wnihlyhhuygh hhdtwlut dwluppulyh guiigh htn Juyninht wykwnp b wujuwhndh
oyunhjudwbipuptjuht 10 ghquphp/Jwplyul wpuqgnipnil,

«Umpugut hhjubnwinguh hunfuhpr-h U «2kpugh» wnthyhthjugh hputuljui
dwwprwlh guiighg nlwh pwphthy tuljwpruih gubg Uhugnudibpp wwnp kljuqiulbpuyyws
{hukl owpinpjuniwiipuptuyht Juyninny 10 ghquphp/Jupljut wpuqnipjulp,
ogquugnpénnuikpp wtnp k Uhwhwh dnunpuyghle dwlupyuyh guight wntijwq «Ethernet Cat5e»
nkuwh dwinijuny,

duynijulikpp whnp E whghkh Uunijuunnuptpny b hwdwpuupjws {htkl unybwlwbwgnidh
wuwhnybknt hwdwp,

wknp k junpnigdh wijwp guiiguyhtl Eipwupnig]usp «Unipugut hhjubinwinguht
hwdunhpr-h b «2Epugh» wnihlihthiuygh hundwp:

Ulninubignipjub Jupgquynpnidbpl kb,

1.

hwdwlwpgsuyhlt gugp whwnp k ukqukununpl) puwn pwbwlnipjul (Jupnigjuspuyhl
nnpupwduiinuditkp, {wpnpunnphwbikp, ohimpymuttp) VLAN nkutininghugh  dhgngnd,
tkpwnyuy’ jurwjwpdwb gubgp (management VLAN),

guiguyhtt hnupbpp whwnp k $hpnpykl VLAN-ubkph vholt’ poyunnplyng dhuyt wihpudbion
hnupbpp,




5:l
5.2,
5.3.

5.4.
5.5.

guiiguiht hnupbph kppnignoudp VLAN-ukph Ul (inter-VLAN routing) wkwnp & hpuubwgyh
hhttwluh dwwupgulh ynuntnunnnplibipnud,
wiwp gulgh jpipupubinip SSID-t1 wjhwnp k nnwpuiigwinyuwd (hup wnwidtwg]us guig VLAN
wkjutininghwyh Uhengny, tkpunjuy’ Jupunjwpiwh guigp (management VLAN),
ynununuinnpiikph U kppnighstbph Jupquynpiwb  wlpugnud (configuration hardening),
ubpunjuy’
nknqunpky Epoht Spwgpuyhl pupUugnidlitpp (stable release),
whgunnky ny mithpudhgn gwiguyhl Swpuynipnibiibkpp,
oquniugnpély ny whinwig wpnunyniikph (ophtwy® Telnet, HTTP) thnjuwpkl' npubg
wihinwiiq whwngbpp (ophtiwy” SSH, HTTPS),
Yhpwnet) dugbpyny’ poyjuinphinyg hbpwjwp Untinpp dhuyl (hugnpyws IP hwugkubphg,
hpwnk] wnpinkph wijunubgnipyub (port security) nkjutininghwl Untinpuyhty dwljwpnulih
ynunuinunnplbtpnid, huly soquiignpdinn ynpunkpp whgunnky,
Yuquwltpyt] hipwhwp  juwninh «kpugh pdojulub  Yhnpnth»  hbwn IPSec VPN
nkhuiininghuh thengn’ Yhpumbiny wpnh swblwgpuwh wgnphpdtp:
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KHUX KIUHUK
Tepau Ne 1
ETMY u
Mypauasa

O6ocHoBaHKE BEIOOpa IPOLE/yPEI 3aKyIIKH

nysxr 30 3axona Pecrry6nuxu ApMerus «O 3aKymKax»

4-prit mynxr 1-o#t wacru 18-oit crarsy , 15-as cTpoxa 4-ro MOAIyHKTa 23-T0 IyHKTa 1

Wcrounuk GUHAHCHPOBAHMA 32

KyTIKH - 10 QyHKIHOHANTBHOMH wiaccuuxanyy GI0/PKETHBIX PACXOZ0B 1>

Pasgen I'pynna Koacc ITporpamMma Bromxer BuebiomxerHoe Hnoe
JlaTa OTIPaBK¥ MM OyOIMKOBAHU IPUT/IAMEHIH 06 mas 2020
1
Jlara BHECEHWs H3MEHEHMUH B IPUTIAIIeHIH 16
TosyyeHus 3arpoca PazbsacHeHHs
JlaTa pasbACHEHHH IO IIOBOAY IpUTIAIIeHH 1
TeHa, IpeACTaBIeHHAA TIO 3aABKe KaXOTO yIaCTHUKA
/H HaumenoBanue Jpam PAY
y9acTHHUKOB Ilena 6e3 HIC HIC O6mee
JocTynHbpIMHI | O6mee JocTynHpIMU | O6mee JocTymHpIME Ob6mee

12 3anonHAEMCA KOAUYECMBO MoBapos, yciye, patom,
13 Yxamume Konuyecmso mosapos, yciyz u pabom,

HA3Ha4YeHUsA, NPedyCMOMpeHHbIX KOHMPAKIMoM, 8 epagpe «Obuween.

14 Yxaxume KonuYecmeo mosapos, yciye u paGom, Komopbie OomHHb!

3aKynaembix No 3aKmoYeHHoMy 002080py
Komopbie domxHbl Gbimb npuobpemetbl N0 HACMOAWEMY KoHMpaxmy,

mosapos, ycnye u pabom obujezo Ha3Ha4eHuA, npedycMompeHHbIX KOHMPAKMoM, 8 epagpe «Obwuen.

#5 Mpu purancuposaHuu u3 dpy2ux UCMOYHUKOB yKa3amb UCMOYHUK (PUHAHCUPOBAHUA.
16 O mmeyaromeca dambl 8cex usmeHeHul, 8HeCeHHbIX 8 npuenauierue.

17 Gk wnwowplyws qlbtipp ubpluyugyws Gt bplne yud wytih

npwdny:

wpdnypliipny, wuw qlépp [nuighitiy - ey hpwipny uwhdwbiwé thnfuus

U yKaxume KOnU4YeCmso Mosapos, ycnye u pabom obujezo

6bimb npuobpemenbl huHaHCOBLIMU cpedcmaamu, UMeIoWUMUCA 8 pamKax 0aHHoz0 KoHmpakma,

u yKamume Konuyecmso

ndtipny' Swyuugpuitih Swhpwwbipnipul




dUHAHCOBBIMH (buHAHCOBBIMHU (bUHAHCOBBIMH
cpejcTBaMH 18 cpercramu cpepcrBamu 2
Jlor 1
1 00 980000 980000 0 0 980000 980000
JDKAJTAOEHC»
Jipyras naopManys TIpumeuarye: ecyy OblIH CO3BAHBI IIEPETOBOPEL 110 CHIDKEHUIO IieH
JlamHBIE IO OTKJIOHEHHEBIM 3a7BKa
PeayrpraTsl OUEHKH (y/IOBIETBOPUTENBHEIE M Hey/IOBIeTBOPHTEIbHELE)
CoorBercTs
Coorsercrs
ue
ue
Coorsercr npodeccuo
TEXHUIECKO .
BHE R HaJIBHOH Texau
Hanuaue 7 Ilenoso
HaumeHoBaHue | cOCTaBIe€H zesrensuo | Ilpodecc | Pumanc | weckn Tpyzos
H/JI Heobxogumex | cmenuduka e
yYaCTHUKOB i u cTH HMOHAIBH | OBBIE e BIe
BII AIOKYMEHTOB 110 | T IpeIycMOT | BIii OIBIT | CpeAcrBa | CpeAc €eCypChI TIPEMIO
mpezcTa
pe MpUTTAIIEHHI0 | Tpe/JIoKeH peRy ., P P P XKeHue
eHusd peHHO#I TBa
KOHBEpTa Horo JIOTOBOPOM
npepMera
5 o JieATENBHO
) cru
1
Ipumeqanue: JIpyrye OCHOBAHUS OTKJIOHEHHS B 3aABKaX
Ipyras undopmauusa
Jlara onpefiesieHns OTOGPaHHOrO yIacTHUKA 8 Mas 2020 roga
Hauaso nepuoga OXuZaHuA Komner, neprogia OXuIaHHs
Tlepuog, oxumaHUsA
JlaTa yBeAOMIIEHHS O TPE/TIOKEHUH IOAHICATS JOTOBOP IO qacri 10TOB ¢ oToGpanHsM yaacTaukom: 11 Mas 2020 p.:
aTa PEruCTPAIMY IOAIHUCAHHOTO JOrOBOPa OTOOPAHHEIM
Alara permctpaiiti o BENGRAEArEEE 14 Mas 2020 roza
y9acCTHHKOM y 3aKa3quKa
JlaTa mOANNCAHNA KOHTPAKTa 3aKa3THKOM 14 Mas 2020 roza
Jorosopa
Ilena
Ipam PA
Home Oto6paHHbIi Pasme
3 " Jara KpaitHux cpox P Haesoma
Jlora y9acTHHK Homep porosopa mpejoIIaT uest
3AKJTI0OYEHMS BBLIIOJIHEHUA
BI ¢$uHAHCOBBIL Bcero!
MH
pecypcamu
Co pus
3aKIIOIEHUSA
Jiorosopa Jio
000 3aBEepUIEHUS
UU02R-2020/18-
1 «IDKUIUOEH ENez-1 4 14/05/2020 OKasaHHsA yCIyT 0 980000 980000
C» IO CTPOUTENBCTBY
¥ PEKOHCTPYKUHH
cereBBIX
uHPPACTPYKTYP
HammenosaHue U afpec OTOOPaHHOTO yJaCTHHUKA (yacTHHKOB)
i VHH
Homep OtobpaHHBI# . .
Agpec, Homep TenedoHa Azpec 5IeKTPOHHOMK HOITHL BankoBckuii cuer (Homep u cepus
Jlora y9acTHUK
macnopra)
1 000 T. Epesasn, Cast Hosa 11 xB.7 info@digifence.am 1570034666360100 00187323

18 B pamkax danHoli npouedypbl pasmep npe
19 3anoaqume H/C, ucwucneHHbill us npe:

Ha3zsaHuem «Obwee».

20 3anonnums H/C, uckucnentbiii us npedyioxeHHol cymmel 8 pamKax darHoli npo

Ha3saHuem «Obujeen.

dnomenHoli cymmbl sanonHums 6es HAC, a npednoxeriyio obuyio cymmy bes
dnoxenoli cymmbl 8 pamkax darHol npoyedypsl, a H/AC, ucuucnenHbil us n

yedypel, a HAC, ucyucneHHsll u3 npeanomeHHoii obweli cymmbl,

H/IC 3anonHums 8 cocedHeti KonoHke nod HassaHuem «Obujeen.
pednoxenHoli obwell cymMel, 3anoHUMb & cocedHeii KonoHKe nod

3anonHumb 8 cocedHeli KonoHKe nod




«JDKUJI®EH

C»
TIpumedanue: TPy HeCOOMIOICHUN KaKOTO-IMB0 JIOTA 3aKa34UK 00A3aH 3ANONTHUTD CBEAEHUA O
Ipyras undopmanus
HECOCTOABIIEMCS.
CaejieHHA O Iy OIMKALMAX,
OCYIIECTBIEHHBIX COTJIACHO
saxony PA «O 3akymkax» C Ocy1ieCcTBIeHSI BCe Ty CIMKAINHY, TPe/lyCMOTPEHHDIE sakoHoM PA «O saxymxax».
1[e/IBIO IIPUBIEIEHUS
y9aCTHUKOB

B ciryqae ofHapyXeHHA
TPOTHBO3AKOHHBIX ZmecTBU B
paMKax IIPOIecca 3aKyTKH - . .
B pamKax IIpolecca 3aKyIKH IPOTHBO3aKOHHDIX IeltcTBUH He BBIABJIEHO.
KparKoe OIMCAHue STHX U
MPEeAIPUHATHIX B CBA3H C 3TUM

meicTBUi

YKano6s1 Ha IPOIECC 3AKYIIKH U
¥Ka106 10 OBOAY IIPOLECCa 3aKyIMOK He IOCTYIIAO.
TPUHATHIE IO HUM PeIeHus

Jlpyrue HeoGXoMbIe CBEEHH He cymecTBy1oT

Il IOy deHus AOTONHUTEIBHON MHOpMany, CBA3AHHOMN C 5TUM OGBABJICHUEM, Bbl MOXeTe OOPaTHThCA K KOOPAMHATOPY 3aKyIIOK

Wms, damunus Howmep Tenedona Appec 91eKTPOHHOM ITOYTHL

Mepu Kapanerss 011-621-249 Marketingysmu5@gmail.com

Saxasauk: Donz «EpeBaHCKOro rocyapCTBEHHOr0 MEMIMHCKOrO yHUBEPCHTETA umenu Mxwurapa ['epany».




