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1. [bookmark: _Toc57651342]Glossary

Assets: Anything of value, including financial assets (e.g. cash, cryptocurrency, bank deposits, certificates of deposit, stocks, bonds, shares, mutual funds, loans and receivables, and derivatives, etc.) and physical assets (e.g. property, vehicles, machinery & equipment, office supplies, fine art, jewelry, precious metals, etc.). 

Beneficial owner: “The natural person who ultimately owns or controls the corporate vehicle or benefits from its assets, the person on whose behalf a transaction is being conducted, or both. Beneficial owners also include those persons who exercise ultimate effective control over a legal person or arrangement” (FATF 2012).

Compliance: The fulfilment by public officials of their disclosure obligations established by law.

Conflict of interest: Under the Law on Public Service, a conflict of interest occurs when a person holding public office takes an official action that can reasonably be interpreted as having been motivated by his own personal interests or that of a person affiliated with him.

CPC Law: The Armenian law which “…regulates the formation procedure and rules of the Corruption Prevention Commission (CPC), the safeguards of independence, the functions and powers, the requirements regarding members, as well as regulations pertaining to the process of analysis of declarations and to the conduct of proceedings” (Republic of Armenia Law on the Corruption Prevention Commission, 2017).

Declarant: In this document, “declarant” refers to Armenian Public Officials (POs) and other persons (e.g. members of a PO’s family) required by law to submit declarations of their assets and/or interests. 

FATF Recommendations: The International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation adopted by the Financial Action Task Force in February 2012 and updated in 2013 and 2014. The standards establish a comprehensive framework of measures for signatory countries to implement in order to combat money laundering, terrorist financing, and financing of proliferation of weapons of mass destruction.

Financial disclosure: A mechanism by which a public official must periodically submit information about their income, assets, liabilities, and/or interests. Also referred to as asset disclosure, income and asset declarations, wealth reporting, and interest declarations.

Financial disclosure agency: A government entity in charge of managing the financial disclosure system. Disclosure management can be centralized in a single agency or decentralized. Depending on the system’s design and its objectives, the agency can be autonomous or act under the scope of one of the three branches of power.

Financial intelligence unit: “A central, national agency responsible for receiving (and as permitted, requesting), analyzing, and disseminating to the competent authorities, disclosures of financial information (i) concerning suspected proceeds of crime and potential financing of terrorism, or (ii) required by national legislation or regulation, in order to combat money laundering and terrorism financing.”

Formal Check (stage one of submission screening): A formal check is an automated process that occurs just prior to allowing a declarant to submit a declaration. A declaration cannot be considered submitted if any errors are identified during a formal check. 

Full audit: The full audit (often known as “in-depth review” or “manual verification”) will be the last layer of verification instituted by the CPC upon the asset/interest declaration forms. 

Illicit enrichment: “A significant increase in the assets of a public official that he or she cannot reasonably explain in relation to his or her lawful income” (UN 2004, article 20).

Incompatibilities: Under the Law on Public Service, the concept of incompatibility bars a public official from holding a position unrelated to his status as such or from engaging in a commercial enterprise or paid work other than scientific, educational or creative work.

Interests: Any arrangement by which an individual may benefit from the ownership, control or enjoyment of a thing, service, act or privilege, whether formal or informal, direct or indirect.

Primary facts: A primary fact is a historical fact that describes an event or episode that occurred in the real world.
Secondary facts: A secondary fact is a fact that is derived by reference to one or more primary facts and reflects a factual observation about those primary facts or the evidentiary record. 
Knowledge factor: A category of authentication credentials consisting of information that the user of an electronic system possesses, such as a PIN, username, password or answer to a secret question.

List of filers: Document created by a financial disclosure agency that identifies the positions required to declare assets and that is populated with the names of officials occupying those positions.

Mutual legal assistance: “The process by which jurisdictions seek and provide assistance in gathering information, intelligence, and evidence for investigations; in implementing provisional measures; and in enforcing foreign orders and judgments” (Brun and others 2011, 251).

OLAP (Online Analytical Processing): OLAP enables analysis of multidimensional data interactively from multiple perspectives. This involves relational database, report writing and data mining.

Open source information: Data that can be obtained from publicly available resources.

Plausibility check (stage three of submission screening): A plausibility check focuses on the substance of an Armenian Public Official’s assets/interests declaration, by using, as sources, the current declaration, previous ones, family member declarations, and other readily available data.

Politically exposed person: “Individuals who are, or have been, entrusted with prominent public functions, their family members, and close associates” (FATF 2012).

Publication of declarations: All declarations that pass the validation rules will become publicly available by publishing them online, while omitting data fields that are determined to be too sensitive for public availability.

RA Law on Public Service: The Armenian law which “…defines the principles of the public service in the Republic of Armenia, requirements for public service, classification of public positions, basic rights and obligations of public servants, social guarantees for public servants, the specific aspects of their positions, public servants’ integrity system, as well as regulates the relations pertaining to the declaration of property, income and interests” (Law of the Republic of Armenia on Public Service, 2018).

REST (representational state transfer) architecture: REST is a software architectural style that defines a set of constraints to be used for creating web services. Web services that conform to the REST architectural style, called RESTful web services, provide interoperability between computer systems on the internet.

Roster of declarants: A list, maintained by the CPC of public officials (and relevant family members) who are obliged to declare assets/interests. 

Submission: The process through which a public official presents to the financial disclosure agency all information requested. This includes the filing of financial disclosure forms and also entails the preliminary check of the information received, the data management or transfer, and the communication with declarants.

Submission compliance check (stage two in the process of submission screening): The purpose of this check is to verify whether all public officials (including their family members who are obliged to submit relevant information in declarations) have done so within the deadline. 

Submission screening: The process of screening submissions of assets/interests declarations. This involves three stages: (1) a formal check, (2) a submission compliance check, and (3) a plausibility check.

Verification: The process of checking and analyzing information disclosed. This may entail different types of actions such as monitoring, reviewing, inspecting, and auditing.

Database: A database is an organized collection of structured information, or data, typically stored electronically in a computer system. A database is usually controlled by a database management system (DBMS). Together, the data and the DBMS, along with the applications that are associated with them, are referred to as a database system, often shortened to just database.

Datacenter: Data centers are centralized locations where computing and networking equipment is concentrated for the purpose of collecting, storing, processing, distributing or allowing access to large amounts of data.

Metadata: Data that provide information about other data. Metadata summarizes basic information about data, making finding & working with instances of data easier. Metadata can be created manually to be more accurate, or automatically and contain more basic information.
Web crawler: A web crawler (also known as a web spider or web robot) is a program or automated script which browses the World Wide Web in a methodical, automated manner. Web crawlers are mainly used to create a copy of all the visited pages for later processing by a search engine, that will index the downloaded pages to provide fast searches.
Data scraping: Also known as web scraping, is the process of importing information from a website into a spreadsheet or local file/database. It’s one of the most efficient ways to get data from the web, and in some cases to channel that data to another destination.
Indexing: Is a data structure technique which allows you to quickly retrieve records from a database file.
Machine learning: Machine-learning algorithms find and apply patterns in data. Machine learning algorithms use statistics to find patterns in massive amounts of data. And data, here, encompasses all forms of it, numbers, words, images, clicks, what have you. Technically, if it can be digitally stored, it can be fed into a machine-learning algorithm.
Artificial intelligence: Refers to the simulation of human intelligence in machines that are programmed to think like humans and mimic their actions. The term may also be applied to any machine that exhibits traits associated with a human mind such as learning and problem-solving.

2. [bookmark: _Toc57651343]Introduction
This document describes the Terms of Reference for the development of an E-Platform, to be managed by Armenia’s Corruption Prevention Commission (CPC). The overall E-Platform will comprise two main, distinct, but linked systems: 1) An Asset, Income, Expenditure and Interest Declaration System (herby referred to as ‘Declaration System’ (DS)); and 2) An Integrity Review (IR) System. 

The document outlines the E-Platform’s key functions and describes features of the data collection, submission, verification, publication and workflow management processes that should be implemented, or improved in Armenia. It should be noted that although both the Declaration System (DS) and Integrity Review (IR) systems within the overall E-Platform are intended to be distinct, they are interrelated and will need to communicate with each other and share resources. In addition, it is important to note that although the new DS will be developed to replace an existing DS, the proposed IR System is entirely new, with no precedent in Armenia.

The objective of this document is to provide the technical guidelines and terms of reference required to finance technical development services for the E-Platform and its component systems. The drafting process has taken into consideration the following:
· Current Armenian legislation on asset declaration and integrity review and other related laws;[footnoteRef:2]  [2:  Law of the Republic of Armenia on Public Service, adopted on 23 March 2018, http://www.translation-centre.am/pdf/Translat/HH_orenk/Public_Service/Public_Service_en.pdf   ] 

· Relevant international best-practices and existing literature on financial disclosure;[footnoteRef:3]  [3:  Transparency International. Towards Good Practices in Income and Asset Disclosure. https://knowledgehub .transparency.org/guide/topic-guide-on-interest-and-asset-disclosure/5545#1 (see footnotes); Also see Rossi, I.M, L. Pop, T. Berger. 2017. Getting the Full Picture on Public Officials: A How-To Guide for Effective Financial Disclosure. World Bank & UNODC. https://star.worldbank.org/sites/star/files/getting-the-full-picture-on-public-officials-how-to-guide.pdf;  World Bank. 2012. Public Office, Private Interests: Accountability through Income and Asset Disclosure. https://star.worldbank.org/sites/star/files/Public% 20Office%20 Private%20Interests.pdf; World Bank. 2013. Income and Asset Disclosure: Case Study Illustrations. http://documents.worldbank.org/curated/en/ 664561468340842190/pdf/Income-and-asset-disclosure-case-study-illustrations.pdf;] 

· Armenia’s particular needs for reform in this area; and 
· [bookmark: _Hlk35853639]Feedback and input from the CPC, Ministry of Justice, EKENG (e-Governance Infrastructure Implementation Unit), and World Bank as well as other international practitioners and stakeholders.
This document is based on the current state of play of the Armenian system of financial declarations and integrity review; however, when suppliers respond to requests for proposals (RFPs), they must ensure their proposals are flexible in anticipation of potential developments in this area. 

This document also covers the business cycles relevant to the E-Platform, including red flags, plausibility checks, publication, and conducting a full audit. The sections of this document outline the technical requirements for CPC staff, declarants,[footnoteRef:4] CPC suppliers, the public, and future collaborators.  [4:  In this document, “declarants” refers to Armenian public officials (POs) and other persons required by law to submit asset declarations, such as members of a PO’s family.] 


Further, this document outlines the steps and tools that will provide the CPC with the technical capacity to collect and screen submitted declarations and make the overall platform functional for its different intended users and purposes, including by making relevant data publicly available. Special attention is paid to the technical requirements of the systems. This guidance does not include detailed descriptions of the CPC’s internal processes of approvals, or decision-making procedures within the business cycles of declarations and integrity review. The structure of the asset declaration department, individual job descriptions, permission levels, and policies and procedures are still evolving. Current gaps in the CPC’s internal processes will not result in major changes to the structure or functions of the E-Platform; however, suppliers responding to an RFP should be prepared to collaborate closely with the CPC to ensure that the development of the E-Platform meets the commission’s evolving needs. For example, this document will outline permission levels for different user groups, but as roles within the CPC change, it will be possible to create new roles by grouping a set of permission levels without requiring new software development efforts. suppliers shall also provide recommendations to CPC for increasing the efficiency of processes by means of business process reengineering.
2.1. [bookmark: _Toc57651344]Background and Content

[bookmark: _Toc57651345]2.1.1 Overall political context 

In October of 2019, the Armenian government adopted an anti-corruption policy and in November of 2019, established a new independent anti-corruption institution – the Corruption Prevention Commission (CPC) – which replaced the ECHRO. The Government has continued its focus on strengthening the model, giving the CPC broader preventive powers related to the promotion of integrity, supporting the development of anti-corruption policy, and anti-corruption education (including anti-corruption awareness raising and training). Core functions of the CPC are to manage electronic systems for assets, incomes, expenditures and interests declarations and integrity review. In so doing, the CPC will fight against the, previously widespread, corruption of public officials; support asset recovery; and also establish sound control and effective oversight over and accountability for the property, incomes, other assets and interests of public officials. The introduction of a new and improved electronic platform with declaration and integrity review systems will allow for important changes in practice, through regular analyses of decelerations based on clear risk indicators; the automation of reports; as well as for promoting transparency and accountability by ensuring proper disclosure of public officials’ assets and interests.  
[bookmark: _Toc57651346]2.1.2 Background to declaration system

Armenian officials are required by law, and expected by the public, to prioritize public welfare over private interests; the failure to do so is the root of corruption. According to Article 34 of the RA Law on Public Service, public official declarants must not only declare certain personal assets upon assumption and termination of their duties, but also provide annual updates. However, these requirements differ based on varying positions held within the government. Those “holding a state position (except for persons holding state discretionary positions) or a position of a head or deputy head of a community with a population of 15,000 or more or a position of a head or deputy head of an administrative district of the community of Yerevan” must submit a declaration on their property, income and interests to the CPC. By contrast, those “holding a discretionary position or a position listed in the 1st or 2nd subgroup of managerial positions of civil service, the Secretary General of the Ministry of Foreign Affairs, a person holding a highest position in the military service or a chief position in the police, tax, customs, penitentiary, or judicial acts compulsory enforcement service” are exempt from the declaring their interests, but must properly disclose information regarding their property and income to the CPC.[footnoteRef:5]  [5:  Article 34 of the RA Law on Public Service] 


These declaration requirements also extend to the family members of declarant public officials, defined as spouses, minor children, persons under their official guardianship or curatorship, and any adult who is jointly residing with them for at least 183 days a year. While declaring the property and income of family members who are minors, and the accuracy of the data, is the responsibility of the declarant public official – jointly residing adult family members are responsible for the accuracy of their own disclosures.

Further, requiring public officials to publicly declare their assets has been an international standard since the 2003 United Nations Convention Against Corruption. Article Eight of the convention requires party states “to establish measures and systems requiring public officials to make declarations to appropriate authorities regarding, inter alia, their outside activities, employment, investments, assets and substantial gifts or benefits from which a conflict of interest may result with respect to their functions as public officials.”[footnoteRef:6] The importance of these declarations was summarized by the OECD in 2011: “[Asset declarations] increase transparency and the trust of citizens in public administration, help heads of public institutions prevent conflicts of interest among their employees, and monitor wealth variations of individual politicians and civil servants.”[footnoteRef:7] [6:  United Nations Convention Against Corruption, New York: 2004. https://www.unodc.org/documents/treaties /UNCAC/Publications/Convention/08-50026_E.pdf]  [7:  OECD. 2011. Asset Declarations for Public Officials. http://www.oecd.org/corruption/anti-bribery/47489446.pdf] 


Armenia joins a growing number of countries that have created or upgraded their declaration systems (DS) in recent decades. In 2019, the World Bank reported that DSs had been introduced in over 143 countries where they “serve as an important tool to prevent conflicts of interests and illicit enrichment, improve integrity, and promote accountability of public officials.”[footnoteRef:8]  [8:  Kotlyar, Dmytro, and Laura Pop. 2019.E-filing Asset Declarations. Benefits and Challenges. Stolen Asset Recovery (StAR) Series. Washington, DC: World Bank. http://documents.albankaldawli.org/curated/ar /448191561650076794/pdf/E-filing-Asset-Declarations-Benefits-and-Challenges.pdf.] 


In recent years, many countries have adopted or transitioned to electronic-based filing systems for managing asset declarations. E-filing systems offer many benefits, including greater efficiency, accessibility to a larger number of declarants, better ease-of-use, fewer mistakes, improved data management, quality and security, and opportunities for additional analysis and scrutiny. While the specific objectives, functionality, requirements, and specifications of different e-filing systems for asset declarations vary by country, this document sets forth terms of reference for an Armenian DS that draws from lessons and best practices from around the world. 

For instance, a 2006 Seton Hall study found that corruption is lower in countries where asset declarations are verified and where the public is given access to political asset disclosures.[footnoteRef:9] Both data verification and public access to disclosure information are specified in this framework. Additionally, a 2009 report by the World Bank asserts that the chief goal in building a DS should be to reduce the occurrence of both conflicts of interest and illicit enrichment.[footnoteRef:10] The report warns, however, that effectively combatting illicit enrichment requires anticorruption bodies to be empowered with significant investigative capacity.  [9: Omar Gokcekus and Ranjana Mukherjee, “Officials’ Asset Declaration Laws: Do They Prevent Corruption?,” Seton Hall University, (2006).]  [10:  Ruxanadra Burdescu, Gary J. Reid, Stuart Gilman, and Stephanie Trapnell. 2009. Income and Asset Declarations: Tools and Trade-Offs. Stolen Asset Recovery Initiative. https://www.unodc.org/documents /corruption/Publications/StAR/StAR_Publication_-_Income_and_Asset_Declarations.pdf] 

[bookmark: _Toc57651347]2.1.3. Background to integrity review system

Building integrity across the government and creating a corruption resistant environment are two essential and interconnected tasks for corruption prevention policy and practice. Within its mandate, the CPC is authorised to develop a system of integrity review for public officials, including the methodology and relevant tools for its execution.

Integrity review is a new concept in the realm of anti-corruption and the CPC’s comprehensive, state of the art approach to integrity review, is represented in this document.

Integrity review may be understood fundamentally as a predictive risk management exercise. It is predicated on the idea that reasonable inferences may be drawn about a judicial nominee’s ability to resist ethical lapses and act with integrity in the future, based upon an analysis of how a nominee has conducted themselves in the past.

Integrity review involves the collection of data about a nominee and evaluation, according to objective criteria that seeks to limit the subjective discretion of the reviewer. The data points form a mosaic picture of a nominee’s integrity profile. The methodology takes a red-flag approach, seeking out and critically analyzing behaviors and conduct across and throughout a nominee’s life experience that constitutes negative departures from norms that are regarded as neutral or are ordinarily associated with ethics and integrity.

The integrity review is composed of four major fields: 
· information on the property and income of the nominee and her/his family members; 
· information on the education and work experience of the candidate, including the name(s) of the educational institution(s) and of the workplace(s) (former and current), and position(s) held;
· information on criminal, administrative or disciplinary liabilities, if such liabilities exist; 
· information on relationships to persons holding public positions (i.e. possible conflicts of interest).

[bookmark: _Toc57651348]2.1.4. A further thought on the need for a new platform
Developing an advanced digital solution to support the CPC in effectively and efficiently undertaking its responsibilities in regards to asset, income, expenditure and interest declaration and integrity review will also work towards the Government`s plans for developing a digitalization strategy, with collaboration between different stakeholders, including EKENG, by: identifying available capacities in data collection; improving data quality; identifying new data points in consideration of increasing data driven policy making; further needs assessment in establishing a national datacenter; and in the establishing digital solutions development standards, such as a unified platform based on micro services architecture.
[bookmark: _Toc57651349]3. Electronic Data Collection and Submission

[bookmark: _Toc57651350]3.1. Interface
A secure, responsive web-based and mobile submission portal is needed for declarants, which include Armenian public officials (POs) and other required persons (such as nominees) to submit declaration forms and integrity questionnaires electronically. This portal will feed data into a locked-down, highly secure database that will be physically and logically separate from the public portal described in section 5.5. This database will be stored at a secure facility with access granted to only authorized personnel. A database set up following European Union General Data Protection Regulation (GDPR) requirements would likely be ideal for this system. Data transfer and storage shall be in line also with the RA Government’s requirements[footnoteRef:11]. [11:  RA Government decision N 1849, dated 19.12.2019. Link: https://www.arlis.am/DocumentView.aspx?DocID=137681] 


From the perspective of declarants, the submission portal will be intuitive and easy to use, and will operate similarly to any other regularly used, secure online systems, such as an online banking account, with self-service registration.

For better usability and self-serviced training needs, guides and reference resources will be integrated into all interfaces, enabling availability of methodological guidance and support and presenting integrated context-sensitive instructions, guides, reference materials and other resources with how-to examples, sample documents, suggested courses of action, etc., that are pushed, in context, or that may be summoned as popups, throughout the declaration analysis and integrity review systems.
[bookmark: _Toc57651351]3.2 Registration

[bookmark: _Toc57651352]3.2.1 Registration for POs and Nominees

3.2.1.1 Registration for POs
[bookmark: _Hlk52465018]POs and nominees, who have official government email accounts assigned to them, will use their government emails and social security numbers (unique identifiers) to register for the DS portal and will be prompted to make a strong password and set up two-factor verification via their mobile phones - an efficient method with relatively low costs. However, a preferable and secure authentication process using Electronic ID (e-ID) or Mobile ID (m-ID) shall also be implemented. Non-PO declarants or those who do not have an official government email, will use their personal email addresses issued by RA government (e-citizen.am) to register in the declaration system (if available, if not, a personal email of public domain will be used). In terms of cyber security, the critical success factor is to make it relatively easy for declarants to enter information on the portal, but impossible to get information out. 

Initial registration of a declarant begins once that person takes public office. For the registration process, the system shall be able to check the person`s availability in the roster (where a list of all state institutions will be available with the option of opening the login page for each, for more details see section 4.4.1). The responsible staff member of each institution will be authorized to log in and register a declarant with the following required information about the declarant:
· First and last name
· Social security number
· Title of position
· E-mail address
· Phone number
The same information will also be entered for declarants’ spouses, family members and other residing persons (i.e. persons residing in declarants’ households).

Once the registration process is completed, the system will send automated notification to the declarant, family members and residing persons, with the request to verify their account and set up a password for login.

For the initial login to the account, the combination of a last name and public service number will be used.

After a declarant is successfully registered, the system will generate a personal authentication code (e.g. 8 digits) and send it via their official government email, and a text message with an OTP to verify the registered phone number. POs and nominees will then validate their login using the personal authentication code, after which they will be prompted to create a strong password. Multifactor authentication shall be implemented and enabled using at least one knowledge factor and, one additional factor as mentioned bellow:
· Possession factors:
· Electronic ID (e-ID, mobile ID), if the declarant has the ID card reader available, or corresponding service enabled by the mobile service provider. This shall be considered the recommended option whenever possible.
· One Time Password (OTP) sent as a text message (SMS) to the declarant’s registered mobile phone, emailed to the registered mail address, generated by an authentication app installed on the declarant’s mobile phone (Google Authenticator, Microsoft Authenticator, etc.), or made available to the declarant via automated voice call to the registered phone number).
· Knowledge factors:
· Strong password compliant with the complexity and length requirements of best practices and standards (e.g. NIST Special Publication 800-63B)
· Inherent factors:
· Biometric data (e.g. fingerprint, face, voice).

The system shall provide the flexibility to enable or disable use of any factor for the registration/login process (by the administrator).

After first successful login, the system shall check the presence of a PO’s or nominee’s unique identifier (social security number) in the roster of declarants, which is automatically updated using interconnected state databases (directly, or using Government Interoperability Platform (GIP)), or by focal points through their dedicated dashboard. If no record is available about the declarant in the roster, the system will add a new record and notify the CPC, and the corresponding agency (through a dashboard for focal points – section 4.4.1).

3.2.1.2 Registration for nominees/candidates

Registration of a nominee will occur in the same way as it is described for a declarant, except for the part of the process which involves registration in the roster. 
Each recruiting agency will provide a link to the system, in the announcement for recruitment, and notify about the obligation for the nominee to register and fill in an integrity questionnaire. After following the link to the system, for the initial login, a nominee will use their last name, as a username, and social service number, as a password. Once logged in, the nominee will follow the requirements for verification of the account and creating a password.
[bookmark: _Toc57651353]3.2.2. Registration for spouses, minors and persons jointly residing with the PO and situational declarants
An important aspect that must be taken into consideration at the registration stage is article 344 from RA Law on Public Services, which institutes the obligation to disclose assets by the persons within each PO’s household. For this reason, declarations submitted by POs and declarations submitted by their families (including jointly residing persons) must be associated within the CPC’s declaration system. This can be done by introducing mandatory fields for every spouse, family member,[footnoteRef:12] or other person jointly residing in the PO’s household that must be filled in when the PO registers his/her account. While minors living in the home of a PO will be included on the official’s declaration, every spouse or adult person jointly residing with the PO will fill out and link their own declarations with the PO`s by specifying the social security number of the PO with whom they are living. Again, all the possible values in the corresponding forms should be filled automatically from interconnected databases. [12:  RA Law on Public Service (accepted on 23.03.2018), section 6, point 9 and 10 defines these as family members of declarant public officials are defined as spouses, minor children, persons under their official guardianship or curatorship, and any adult who is jointly residing with them for at least 183 days a year.] 


Adult members of the families, or persons, jointly residing with the PO who have the obligation to fill in their own declarations, and those required to fill in situational declarations, will register using the same process as POs. They will use the same authentication and authorization mechanisms as the PO, with the exception of a government e-mail address.

The registration process should enable automatic extraction of information from state databases, the same way as in a PO’s case, linking the related individual via social security numbers. Meanwhile, the system should allow declarants to review the personal information extracted from state databases and make modifications, including their role and personal information, as demonstrated in the three sections below:

1. Please state your role (tick the appropriate box)
	Public official
	
	

	Spouse of the public official
	
	

	Jointly residing person (including children and relatives)
	
	


2. Please fill in the following fields in order to register
	Full name 
	
	

	Social security number
	
	(validation rules applying)

	Phone number
	
	

	Official e-mail address (if you are a PO)
	
	

	Personal e-mail address (if you are a member of the family/jointly residing person)
	
	

	Additional information (PO – title, term of office, salary, department, etc.; spouse or jointly residing person – occupation, title, etc.)
	
	


3. Link your declarations 
	Full name of the PO to which they are related.
	
	

	Social security number of the PO to which they are related
	
	(validation rules applying)



Following registration, declarants will gain access to their personal asset declaration submission account (see sections 3.6 and 3.7).

[bookmark: _Toc57651354]3.2.3. Registration for Situational Declarants
Registration of situational declarants will occur in the same way as it is described for POs.

[bookmark: _Toc57651355]3.3 Login
Login pages should be encrypted by state-of-the-art secure socket layer (SSL) certificates. After registration, declarants will log in using any of the following as their username:
· Official government email
· Official personal email
· Social security number
· e-ID or m-ID (no formal username will be necessary)
And the strong password/pin created at registration, and an OTP generated on each login that will be made available using the preselected method. 

The system should also allow for password recovery, which will also occur via two-factor verification. Password recovery shall only be done using either government email or personal official email (e-citizen.am). Helpdesk chat bot and IT administrators of the system should be reachable through website and email and possibly via phone to help officials that get locked out of their accounts.
[bookmark: _Toc57651356]3.4. Profile
After first successful login, the declarant will be redirected to his/her profile page, 

After registration, email, and phone number verification and first successful login via multifactor authentication, a declarant will be redirected to their profile page, where a set of profile related data fields consisting of both mandatory and optional fields (flexibly set by the CPC administrator or any other user with corresponding privileges), will be loaded, and prefilled based on information available from interconnected databases. It is important to note that profile fields which will be marked “required” will be different, based on the fact if the declarant is a RA national or not, meaning a different set of requirements shall be set in the system for each type.

A declarant will be required to review, and where necessary, modify or fill out their profile information which is automatically extracted from state databases, including information such as their official title and department and other relevant information such as level of seniority, term in office, official salary, list of family members and other individuals residing with the declarant and their corresponding email addresses, and other details as needed. After completion, profile information will be submitted and locked. However, if a declarant changes their role and workplace, it is important for the asset declaration account to be able to be modified either by the CPC or focal points (e.g. the HR department of the agency). Such changes can include new government email, updates to her/his profile information (title, term of office, seniority, official salary, etc.) and can be triggered:
· By focal points, as defined in the law[footnoteRef:13] . In this case, focal points will make the changes using a dedicated dashboard after logging into the system [13:  Article 35 of the RA Public Service law] 

· By the CPC: if an electronic change request is initiated within the system by the declarant.
During the autofill process, wherever the system detects overlapping information loaded from interconnected databases, the user shall be prompted to choose the correct value for that field. If any autofilled field is modified by the declarant (e.g. PO, or nominee) then the original value should also be made available (e.g. flagging the field and showing the original value via hover on box) for the CPC official whenever reviewing the form. Whenever a value which is extracted from databases is changed by the declarant, s/he will be prompted to provide a reason for the change (e.g. using a pop up window where most common reasons will be listed, and the user will be asked to choose one, or fill in any other reason in an optional field).

To enable better communication with declarants, the official personal email issued through the e-citizen.am platform will also be linked to his/her profile. In addition, the declarant will be able to add an alternative personal email to his/her profile, emails sent to which shall not include any private, or sensitive information of another type. Alternative emails can be used to communicate with the declarant when government email will not be available for whatever reason.
[bookmark: _Toc57651357]3.5 Account retention
After successful registration, accounts of PO`s and all other related declarants shall remain active, even after leaving the office, without modification rights of any declarations or documents already submitted. This will enable the CPC to ask for further declarations after resignation of a PO, as needed. The CPC shall also be able to define a user account suspension/deactivation policy (either based on specific user, user category, or a predetermined custom group) within the system as needed (e.g. such as suspending/deactivating a user’s account 2 years after leaving the office). It will not be possible to remove any users (of any type) from the system as it will result in loss of an audit trail.
[bookmark: _Toc57651358]3.6 Declaration forms
Once logged in, POs, nominees and other required declarants will gain access to their web-based submission portal or workspace where they will be able to consult the history of their declarations; draft, duplicate, submit, or correct declarations; exchange documents or messages with CPC declarations officers; view regulations/changes in incident legislation, etc. This page will include submission fields that are pre-formatted to list assets as prescribed by the CPC’s Asset Declarations Department, and may include submissions that are required, recommended, and optional. Fields of declaration forms will always be automatically filled, either based on the information avaible in interconnected databases, or previous form submissions. Users will be able to choose the preferred option for auto filling fields and data sources will be visible to the declarant wherever a field is prefilled. The type of declaration forms made available to the user will differ based on the user type and thus the system shall enable the CPC to define submission types and corresponding forms based on a declarant’s type (PO, nominee, situational declarant, and others) and a PO’s position.

The RA Law on Public Service mentions that the declarations of minor children shall be submitted by the PO. In this case, a feature should be added to the system to give the option to the PO to fill in a declaration form for the minor child on either a separate form or as an addendum to the form filled in by the PO. This feature shall be automatically enabled for the PO based on the data available to the system regarding the presence of the minor child, through interconnected databases.
	
The electronic platform will enable data collection through making forms for declarations and questionnaires for integrity review available, enabling declarants and candidates for public positions to fill in, to autocorrect, to use previously submitted data, to verify and to submit relevant information.

Declaration form is composed of the following main sections:
· Property/Assets
· Income
· Interest
· Expenditure. 

[bookmark: _Toc57651359]3.6.1 Declaration of Assets (Property and Income) 

The asset declaration forms are attached as annexes 1.1-6. The declarations system should be designed in a way that it is relatively simple for declarants to enter their assets by type, category, attributes, and value. To standardize how declarants enter information into the form and to reduce the time costs for declarants, asset identification and declaration standards currently used in business, insurance, and customs should be followed, as much as possible. For example, categorical information on the online form should follow existing declaration standards used on balance sheets, including physical assets (property, vehicles, machinery & equipment, office supplies, patents, fine art, jewelry, precious metals, etc.) and financial assets (cash, bank deposits, certificates of deposit, stocks, bonds, mutual funds, loans and receivables, derivatives, etc). It is essential to avoid questions which will require answers in free format text, so that the further analysis of the information will be more straightforward. 

The UI/UX design of the submission form should encourage declarants to be as complete and thorough as possible in their declarations. The following options are proposed for simplifying the filling-in process for declarants: 
1. The system will be interconnected with all necessary databases, having automated access to existing data in state registries. Existing information about assets, including property of a declarant, should be autofilled allowing for verification and confirmation of information and/or making any necessary corrections. This model will be effectively applicable with the condition that the Government provides a centralized data management system, ensuring both the compliance of data quality and also accessibility. If the centralized data management platform is not available, then it will be necessary to enable direct data exchange from required databases within CPC`s system.
2. The system will allow for the harvesting of relevant information from previously submitted declarations, again with the principle of allowing for verification and confirmation of information and/or making necessary corrections. Furthermore, since asset declarations will occur at regular intervals, declarants should have the ability to re-use data, entered on previous submissions, on new submissions. This option will not be dependent on the Government’s centralized data management system, but will require proper data migration to ensure for the quality of the data to be used within new system (backward compatibility described in section 5.4.8.5). 
[bookmark: _Toc57651360]3.6.2 Declaration of Expenditure

Considering the evolving declaration requirements, it is required for the system to provide the flexibility and capability of adding new form types for income and expenditure declarations in the future. The system should enable adding new form types and conditional assignment to user types, in an easy to manage way which will be possible for the CPC system administrator to handle, without requiring a supplier’s intervention in the future.

This section of declaration form will be mostly filled in by the declarant without the possibility of data being extracted from existing databases or previous declarations. 
The system shall ensure the possibility to categorize the cost of expenditure based on its type (via a prefilled drop down menu) and also automatically calculate the amount of cost which exceeds the limit allowed by the law. Allowed limits shall be determined by the CPC in accordance with existing laws.
For the payments which the declarant makes using online payment systems and credit cards, the possibility to automatically declare those in the electronic system shall be considered, researched and implemented if possible. This will enable the declarant to save that transaction amount and other necessary details directly in the system, in draft form, and use later for filling in the decleration. To enhance this capability, the potential to interconnect with centralized processing services and bureaus such as ArCa (which is the processing center and operator of ArCa[footnoteRef:14] National Payment System and ACRA[footnoteRef:15] credit bureau) shall also be researched and implemented if possible. [14:  https://cabinet.arca.am/en/about-us/]  [15:  https://acra.am/?page_id=485&lang=en] 

[bookmark: _Toc57651361]3.6.3 Declaration of Interests
The following main potentials for conflicts of interests are identified in the Law:
· Family members holding public positions;
· Participation in profit and non-profit organizations in any capecity (founders, share holders, board members etc). 
These do not represent and exhaustive set of potential conflicts of interests and it is possible that in the future, the Law might be amended to include more potential conflicts of interest, and so, the system shall provide the capability for including new potential conflicts of interest, ensuring data quality and usege of data for analysis.  
If the declarant has a family member holding a public position, who already is responsible for submitting a declaration for her/himself, then the system shall identify and provide an option for not submitting a second decleration.     
In cases when the information about beneficial ownership is filled in by a declerant, the system shall have the possiblity of extracting the relevant data from the state registry, e-procurement and tax inspection services, to indicate, also, the income of the company in which the decelerant has shares. 
In addition, through the e-procurement system (armeps.am, tender.am) the system shall provide a possibility for retrieving data about the organization and its participation in public procurements and other such activities with potential conflicts of interests.
[bookmark: _Toc57651362]3.7. Declaration submission
Declarants will be able to review the filled declaration prior to submission. The review process will consist of two steps: (i) review of the whole declaration, where the form will be loaded on a single page allowing the declarant to go through all the fields, and make changes either while on that view, or by clicking on the field which will open the corresponding page of declaration in a new window, (ii) review of fields which will be made public after submission of the declaration, here the declarant will still be able to make modifications in the fields (as in step i), but will not be able to modify if the field is going to be made publicly available or not.

To make the portal easier to use, a set of user tutorials (possibly including videos), and tooltips should be available within the submission portal that explain the asset declaration form and the submission process. 

Further, since declarations will occur at regular intervals, declarants should have the ability to re-use data entered on previous submissions on new submissions. In addition, declarants will need the ability to request a new, or corrected submission after a submission has been made.

Additional Form Requirements 

· When accessing the portal/personal workspace, the declarant should be able to visualize their previously submitted forms and to create new forms (from scratch or by using the latest filled in form) to avoid time-consuming (and error-prone) re-entry of the same information during each reporting period. Thus, a new declaration draft should be automatically populated with the data from the previous year’s declaration, or an option to do so should be included. The default behavior of the system will be to use interconnected databases and if those values differ from those in previously filled forms by the declarant, then the declarant will be notified about the changed field, where s/he could also view the old value and select which one s/he prefers to use.
· “Save draft” / “Autosave” functions should be available when a declarant chooses to interrupt the filing process and return to it later. 
· When navigating between different sections, the form will offer the option to “Expand / Hide section” for a cleaner layout experience and better visualization of the fields that need the attention of the declarant. 
· As indicated above, the DS database should be populated with all available ‘metadata’ information. This translates into removing the burden of typing information and replacing it with dropdown lists, as much as possible. This is also done for standardizing completion and preventing spelling errors, or other human errors.
· There shall be a helpdesk (chat bot) available to address issues which declarants might face or questions that they might have. The chat bot should also have the capability to connect the declarant to a helpdesk employee, in case the bot itself is not able to properly address the question, or if the declarant needs additional information.
Example:
· Dropdown lists of owned land section: (i) urban, (ii) rural, (iii) agricultural, (iv) forest, (v) other.
· Dropdown lists of acquisition methods for owned house(s): (i) sale, (ii) inheritance, (iii) donation, (iv) exchange contract etc.
· Dropdown lists for currency of bank accounts: (i) AMD, (ii) USD etc.
· When filling in the declaration, the declarants must explicitly mention “Not applicable” from a dropdown menu when he/she has no items to declare in a certain section
· Completion status of the form, and overall declarations shall be visible to the user, on a completion bar, and be dynamically updated based on the pages filled.
· [bookmark: _Hlk52465214]The portal should have the ability to scan and convert to text information that is submitted via images and PDFs. Converted information should then be analyzed and added to the corresponding database fields, and linked with other data with no or minimum manual intervention, allowing the data to be used by the system in further analysis.
· The portal shall allow for exporting the filled declaration in PDF or Word formats, and also automatically email the submitted form to the user`s registered email.
· The form should be formatted to encourage specific, detailed information, while being flexible enough to accept unusual asset types that may not be available via drop-down menus. This may be done by accepting an “other” asset type which, if used, will require a longer and more detailed explanation. A warning to submitters that a large number of “other” asset types will be flagged may also be helpful to discourage unnecessary use.
· The system should incorporate a transliteration system for converting information between Armenian, Cyrillic, and Latin alphabets. This will be utilized when a word or phrase must be conveyed in a language with a different writing system, such as when information or names shall be entered using alphabets of any other language.
· The electronic declaration form should be editable in the event of amendments (legislative changes) that require changes in the approved form of declarations. 
· The signing and submission of a declaration should require signatures using e-ID and m-ID (if available) after which the declarant will also re-enter their password and a 2-step verification code.
· While the system will be interconnected with all necessary databases, having automated access to existing data in state registries, declarants should still have the ability to upload supplementary attachments in non-text formats such as a pdf, or image, to allow them to provide evidence of ownership in the form of written bills of purchase, deeds, or certificates of title. Each of these submitted documents should require an accurate title and description, maximum allowed file size and quality requirements (e.g. 600 dpi). Uploading of supplementary attachments will be optional, and necessary only if the declarant observes incorrect or missing information in the auto completed fields.
· For all types of forms, the system should enable adding new form types and conditional assignment to user types, in an easy to manage way, which will be possible for the CPC system administrator to handle, without requiring a supplier’s intervention in the future.

Required advanced features:
· “Autocomplete” options. When filling in the information, these options would allow the declarant to fetch/automatically retrieve data from other databases (e.g. companies registry, land registry, vehicles registry etc.). However, this could be done only in the presence on some critical factors: (i) live interconnectivity between declaration form and above-mentioned databases; (ii) constantly updated databases; (iii) significant processing capabilities of the declarations system. For example, one database that is available to provide information to be prepopulated in the form is the Population State Register. To this end, the Supplier will be required to work with the CPC to map other electronic databases (e.g. the State Register of Legal Entities, the State Register of Civil Status Acts, the Transportation Vehicles Register and the State Committee of Real Estate Cadastre, and e-citizen.am) that can automatically provide information to be prepopulated in the declaration form. The declarant should have the option to correct or update information that is auto-retrieved from these databases.
To ensure high data quality, which will enable its use in further analytics, both for declarations’ accuracy and consequently, the data which will be used also for integrity checking, various simple and complex data validation algorithms will be applied to the information filled in the forms. Forms shall not be considered as fully submitted unless all such validations are performed (more details in the Data Validation and Quality Review section).

[bookmark: _Toc57651363]3.8. Extracted information review dashboard
Declarants will be able to review all information related to them which is extracted from other interconnected state registries. This will enable them to ensure that the extracted information is accurate and if they will need to revise any information when filling in the declaration forms.
[bookmark: _Toc57651364]4 Data storage and interoperability with external databases

To enable better usability of the systems for its users and enhance data quality, it is essential for the systems in the CPC’s E-Platform to be able to cross check and validate information submitted by the declarants. At the same time, it is essential that security and privacy of data and users shall always be of the highest priority and all best relevant security tactics and patterns shall be considered, analyzed and implemented. Data storage and use shall be compliant with RA Government`s[footnoteRef:16] and GDPR requirements. [16:  RA Government decision N 1849, dated 19.12.2019. Link: https://www.arlis.am/DocumentView.aspx?DocID=137681] 

In regard to external databases to be connected to the systems, while a list of suggested databases and data to be extracted from those is added to this document as an annex 5, it will remain the supplier’s responsibility to develop an exhaustive list of databases, perform proper data mapping and assess the quality of data available from considered data points.
[bookmark: _Toc57651365]4.1 GDPR compliant secure database

The systems will use a GDPR compliant offline database to store the collected data, which will not be connected to the internet. A data ingestion engine will enable secure data storage from online sources, including declarants’ online web portals and other sources (e.g. state registries, external registries, social networks, websites, blogs, etc.). Sources of the information which is stored in the database shall also be saved as metadata attached to that information. 
[bookmark: _Toc57651366]4.2 Connection with Government Interoperability Platform (GIP)

The current system being used by the CPC, although having connections to several data points (details provided in annex 4), does not utilize the full potential of available data in state databases. To address this and in aim of utilizing the whole potential of data already stored in different state databases, it is vital for the new system to be connected to RA Government Interoperability Platform (GIP)[footnoteRef:17], and other databases which are not currently a part of GIP.  [17:  EU4Armenia: e-Gov Actions: https://eeas.europa.eu/delegations/armenia_en/41316/EU4Armenia:%20e-Gov%20Actions] 

GIP is a centralized data store enabling data sharing from various state databases (a full list of databases currently connected to the platform can be found in annex 5, and the CATIS catalogue which lists the majority of state databases, presented in annex 6), which will serve as a data extraction point for the CPC`s systems.

The system`s overall architecture and implementation shall be compliant with RA Government`s interoperability requirements[footnoteRef:18]. This is required to ensure compatibility of the system with the GIP, so that it will be capable of being connected to the government interoperability platform (GIP) and extract data from connected databases and enable two-way data sharing if/when necessary. While the GIP provides corresponding APIs for information exchange, the supplier will also be required to evaluate the performance of the existing platform and ensure that potential technical limitations will not severely affect the performance of the CPC`s system, and if so (having been properly identified and justified), then the possibility of direct interconnection with the specified registries shall be considered. [18:  RA Government Decree, N 1093-Ն, 31 August 2015 – Link: https://www.arlis.am/DocumentView.aspx?docid=128039] 

Corresponding adaptors (described in section 6.7.) should be developed for interconnection with the GIP and for all the external databases, which are not connected to the GIP, but are necessary for the operations of the system.
[bookmark: _Hlk52469323]To further enhance the quality of data available in the state registries (connected through GIP or direct connections), declarants will be able to flag the instances where they identify any incorrect information pulled from such databases. When declarants flag such errors, they will be required to submit a ticket where they indicate why they believe the error is incorrect, include what they believe is the correct information and attach supporting documentation if available.
[bookmark: _Toc57651367]4.3. Direct connection to state registries
It is recommended to establish a data sharing and usage agreement between the CPC and any agency which is considered as the owner of a registry which is deemed necessary to be directly connected to the CPC`s systems. Such agreements can be designed and developed by CPC in collaboration with the supplier. Meanwhile, corresponding legal and regulatory amendments may be necessary to enable the CPC to carry out such agreements with stakeholders who are considered as owners of databases.
After clarifications regarding what data will be shared, it will be necessary to develop database connectors which will enable utilization of data available in the registries. Connector modules, will be developed based on a predefined and easy to customize mapping logic. Such modules should be developed in a way that will enable connecting all types of widely used database technologies for digital services in Armenia, and other systems which will be connected to the system. Data mapping from external systems should be easily manageable, maintainable and customizable by the CPC. Technical description of requirements necessary for interconnecting an utilizing such registries are provided in section 6.7.
As mentioned in previous section, to further enhance the quality of data available in the state registries (connected through GIP or direct connections), declarants will be able to flag the instances where they identify any incorrect information pulled from such databases.

[bookmark: _Toc57651368]4.4. Data entry portals
To further enable automated processes, and analytic capabilities of the CPC`s electronic system, portals will be developed which will enable data submission from focal points and the financial industry.
[bookmark: _Toc57651369]4.4.1 Portal for focal points

This will serve as the main portal for input of information about positions and related descriptions in government categories of public officials by the responsible staff member of each government institution.

Categorization should be by nature of appointment, function, ambit of decision-making authority, access to information (especially the ability to change information in official public records).

In regards to the portal where position descriptions will be entered, there is a need for a portal with input masks and detailed questionnaires to interrogate what the risks are, so that relatively low-level positions that have a high level of corruption risk associated with them, are not overlooked. Information entered through this portal will support accuracy of data in the comprehensive list of all public officials – the roster of declarants. The roster being an essential part of the overall system shall always remain updated and contain correct information regarding POs, so that it will be possible achieve an acceptable level of continuous updating and reliability of data quality.

To achieve the above mentioned results, a dedicated portal will be developed and made available to focal points, who are responsible for providing information to the CPC about assignment/removal of POs, their position, job descriptions (in a standardized, meaningful and easy to analyze way), and personal information regarding family members and other individuals residing with the PO (the corresponding form is added in annex 2).

This dashboard will enable focal points, or the CPC itself, if necessary, to upload the information directly to the CPC’s systems, without requiring any type of manual intervention from the CPC`s side. Logs of updates and database changes in the system will be preserved for the CPC to be able to review, whenever needed. In addition, the CPC will be able to configure such updates adding a requirement for approval before allowing the system to rewrite or update the information in the roster of declarants, and sending a notification to each new person added to the roster of declarants informing them about their responsibility to fill out a declaration.

The corresponding focal point user will log in to the portal and be able to provide the information to the CPC, either by filling in an online form, or by importing the information using an existing file (xlsx, docx, csv, xml). After making the data variable to the system, the system will run a validation check against the information available to the CPC from interconnected databases (e.g. the State Revenue Committee’s tax database), and if inconsistencies are identified, it will notify the user and ask for manual validation. The system shall allow manual verification of such validated fields by the CPC, before updating the roster of declarants.

In aim of providing a better user experience, the dashboard should allow exportation of the current list for the purposes of editing it offline, in any format (xlsx, docx, csv, xml) preferred by the focal point`s user.

The corresponding CPC decision[footnoteRef:19] will need to be amendable to reflect the requirements of the system, including use of the corresponding portal instead of sending files directly to the CPC via email. [19:  Corruption Prevention Committee decision Ա-01/2020] 


If there will be no unified template for employee information and job descriptions in various agencies, then the corresponding portal shall enable mapping of the template used by the agency to the structure used by the portal. This functionality will allow focal points to configure the portal`s data mapping functionality once, and then upload the data from their system, not having to copy/paste fields into predefined templates.
[bookmark: _Toc57651370]4.4.2 Portal for financial industry (banks) 

Banks are among the most reliable sources of financial information, and thus will have an essential role in providing such necessary data for the CPC`s E-Platform and related systems. To make managing this process as easy as possible, a dedicated portal for the banks should be designed, through which users from the corresponding bank will be able to login and either fill in, or upload the necessary information directly to the CPC`s systems, without requiring any manual intervention from the CPC. The portal should allow for importation of new, or exportation of previously filled, data in any format suitable for the user (e.g. xlsx, docx, csv, xml). It should be possible for the banks to define a mapping in their portal which will enable automatic mapping of data exported from their own software to the fields required by the CPC. This functionality will allow banks to configure the portal`s data mapping functionality once, and then upload the data from their system, therefore not having to copy/paste fields into predefined templates.
[bookmark: _Toc57651371]4.5. Connection with international databases

To enable further international collaboration and promotion of transparency, the CPC has plans for developing interconnections to global databases, in order to gather more information regarding background checks. While this needs further research on behalf of the CPC, including identification of such resources, the system shall be developed in a way that will enable interconnection of additional data sources, data extraction, structuring, linkages and storage, without requiring considerable additional efforts.
[bookmark: _Toc57651372]5. Analytical system and algorithmic decision making tools

[bookmark: _Toc57651373]5.1 Data validation and quality review (Formal check)
A formal check is an automated process that occurs immediately before allowing a declarant to submit a declaration. The purpose of including a formal check is to reduce the number of errors and inaccuracies in individual submissions. This, in turn, will help improve the quality of the data being submitted, improve compliance rates, and reduce time spent verifying information by CPC staff. A declaration cannot be considered submitted if any errors are identified during a formal check. The process will check declaration forms for obvious errors and unfilled required fields and then return forms with mistakes to submitters for correction and then resubmission (see example below).
[image: ]
In this way, the formal check is analogous to a submission spell-check: it will correct for simple errors and mistakes on the submission form. Declarants that submit forms with errors will be returned to the same declaration submission screen with problem areas highlighted in red and explanations for why the submission was not accepted. Submitted forms will not be accepted until all highlighted errors are resolved. Suggestions on how to resolve the issues will be made available to the declarant via tooltips shown on each field containing invalid input. 
	
The formal check process, as with all other functionalities of the system, will need to pass through a thorough quality assurance process before being implemented, in order to avoid situations where declarants submit correct information which the formal check interprets as incorrect and therefore rejects the submission. The declarant should also be able to flag the rare instances in which the formal check process identifies errors incorrectly. When declarants flag incorrect errors, they will be required to submit a ticket where they indicate why they believe the error is incorrect and then also include what they believe is the correct information for the specific field in question. They will still need to correct the error identified in the formal check, and this “corrected” information is what will be published. If, however, the ticket is reviewed and it is determined that the error was in fact incorrect, the relevant information included in the ticket will be used to amend the published form.

The formal check process will take advantage of interconnections with external databases to increase its cross checking and validation capabilities.

Technical Requirements of the Formal Check

In practice, the formal check ensures that all relevant fields of the declaration form are filled in with the appropriate category of data and that data corresponds to existing fields. This check needs to be done for all declarations. It targets all annual and all entry/exit-declarations.

The formal check, or quality assurance process, involves using input masks that are developed and introduced as a validation filter for the information in the declaration. An input mask will allow the developers of the declaration form to specify exactly how data should be entered into the database. It is an expression that specifies certain rules about how the data should be formatted as it is entered into the system. 
Example:
· “ ! – The registration number of the vehicle “X” does not meet the exact number of digits”;
· “ ! – The maturity date of the loan is prior to the contracting date”.
· “ ! – An asset declaration form for the same declarant and covering the same period has already been submitted”
· “ ! – Mandatory fields highlighted in red were left empty”

Input masks should be developed considering validation rules approved by the CPC.
Considering the automatic nature of the formal check and the fact that the response to the declarant needs to be instantaneous, this review process will not focus on any question of substance (e.g. if financial information appears to be overstated or understated, or if a conflict of interest is imminent).
[bookmark: _Toc57651374]5.2 Asset, Income, Expenditure and Interest Declaration System

[bookmark: _Toc57651375]5.2.1 Overview

Recognizing that the CPC has been empowered to operate as a corruption-preventing body, the declaration system framed in this document includes automated processes and tools to detect and flag to CPC analysts any unusual variations or irregularities in the assets, incomes, expenditures of public officials (POs) and other required persons that may be the result of illicit enrichment, as well as identify potential current and future sources of conflicts of interest. 

The following are the guiding objectives of the declarations system:
1. Empower the CPC as a corruption-preventing body by giving it a modern, transparent, efficient, flexible, maintainable, and lasting instrument to prevention of corruption by increasing the level of process automation. This instrument will include:
a. A secure online platform for POs and other required persons to submit electronic declaration forms;
b. Automatic screening and verification of the accuracy of the submitted data;
c. Analysis tools, such as the ability to quickly search for individual declaration forms and filter assets based on the relative risks of conflicts of interest and illicit enrichment to make the review of forms more efficient.
2. Provide the Armenian public with transparent, accurate and up-to-date disclosures of the assets, incomes, expenditures and interests of Armenian POs and other required persons.[footnoteRef:20] [20:  On March 12, 2020, the government of Armenia issued its latest decision about which data from a declarant’s declaration will be subject to publication. Decision N 306-N of March 12, can be accessed here: https://www.arlis.am/documentview.aspx?docid=140372] 

a. Make Declaration System (DS) information easily accessible, searchable, exportable, and machine-readable to strengthen public oversight and allow individuals, media/journalists, and independent investigators the ability to perform additional analysis and investigation. 
3. Align with global best practices around the collection, storage, and use of declaration data.[footnoteRef:21] [21:  The Armenian asset declaration platform, web application, and public portal must be GDPR compliant standards (https://gdpr.eu). GDPR standards provide some flexibility for security depending on the type of data being processed. Since asset declaration data is highly sensitive and personal, the system must utilize the highest standards of database security, including but not limited to (1) maintaining a separation between the server database housing the public web portal and the server tied to the web application where declarations are submitted by POs and other required persons, (2) encrypting stored files, (3) encrypting backups, (4) using a web application firewall (WAF) to protect the declaration submission portal, (5) keeping patches and applications up-to-date to avoid vulnerabilities, (6) enabling security controls, (7) require the use of a VPN for CPC and other administrators of the asset declaration system, (8) any other data security requirements deemed necessary to keep private, sensitive data of public officials‘ and other required persons safe from theft or attack. Links: http://www.applicure.com/blog/database-security-best-practice  https://www.php.net/manual/en/security.database.php
All stored data must be interoperable; https://bigdatawg.nist.gov/_uploadfiles/NIST.SP.1500-5.pdf; https://mapr.com/whitepapers/gigaom-hadoop-data-warehouse-interoperability-report/assets/gigaom-hadoop-data-warehouse-interoperability-report.pdf] 



Figure 1: Overview of the business cycle of the declarations declarations system in Armenia
PO corrects / supplements the form

PO registers in the secure portal


Form did not t pass the QA process (validation rules)

(1) Formal check
       
(declarations system performs the QA process)
dsddsdsormal check
Declarations system notifies PO upon the approaching deadline
PO fills in the declaration and submits the form




PO fills in the declaration within the 30 days grace period
Form enters the CPC database and it`s published online


(2) Submission compliance check         
(declarations system crosschecks the roster of PO with forms received)
CPC issues a warning to the PO

Grace period of 5 days

(3) Plausibility check        

(declarations system performs Risk analysis algorithm)
PO refuse to fill in the declaration within the 30 days grace period


CPC official impose an administrative fine to the non-compliant PO


Some declarations are randomly selected to undergo full verification
NO 
Did the declaration exceeds the risk threshold?



NO 
Are there solid grounds for intentional failure to submit declarations?
YES 
CPC is notified by an external actor (legal or individual person)

(4) Full audit check        

(CPC officer conducts full audit on the declarations that failed the plausibility check)

CPC selects cases flagged by mass-media or NGO reports

YES 
Proceedings are suspended due to identification of possible criminal deeds

CPC is notified upon irregularities by other competent state bodies

CPC identifies prima facie elements for illicit accumulation of wealth / change of property is not justified
CPC identifies prima facie elements on false data in declarations or concealing the data subject to declaration

Proceedings are resumed


CPC notifies the Prosecutor`s Office for criminal proceedings
CPC AD investigators identifies elements for a possible Incompatibility or Conflict of interests



Administrative proceedings are terminated due to conviction issued by Court
The 5 commissioners decides upon the case file
Legal opinion from Legal Dept. 
NO 
YES 
Conviction entered into force?
CPC dept. for incompatibilities and conflict of interests handle the cases



As shown in the diagram above, three types of submission screenings are needed: (1) a formal check (described in the previous section); (2) a submission compliance check; and (3) a plausibility check. All three types of automatic screenings and the full audit (detailed in sub-chapter 5.2.3) are based on Article 25 from the CPC law:

“The Commission shall carry out the following: (1) inspection of observance of the requirements for completing and submitting a declaration; (2) inspection of reliability and integrity of declared data; (3) mathematical analysis of declared data; (4) declaration analysis based on risk indicators;”

Methodological guidelines presented below were adjusted in order to meet three expectations: the imperatives of the above-mentioned law provisions; the need for automated screening; and the CPC’s and GOA National Anti-Corruption Strategy’s goal to verify declarations in order to support enforcement and higher standards of accountability in respect to official declarations.
[bookmark: _Toc57651376]5.2.2 Background on asset, income, expenditure and interest declaration
 
The existing DS system which was developed in 2012 and is currently being used by the CPC, is a legacy of the previous Government and its ECHRO institution. Overall, this system is not fit for current purpose as it presents a number of challenges in regards to operability and functionality, both for declarants and CPC users. These challenges are outlined, broadly, as follows:

Overarching problems with the system include:
· limited automation, which means work in/with the system must be done manually and the automation that does exist does not add value;
· due to the lack of automation and the complexity of using the system, the CPC spends up to 90% of its time either doing manual functions (e.g. data entry, searches, analysis), or answering questions from declarants on how to fill out and submit declarations;
· although some filters exist (e.g. for searching declarations based on certain specific characteristics of information on declaration forms, such as by number of gifts a declarant has received) these do not provide deep, or particularly meaningful analytics;
· unavailability of proper controls makes safeguarding data integrity stored in the system practically impossible and considerably increases the risk of data loss (e.g. if a PO deletes a family member from their declaration, all other declarations related to that family member are deleted);
· numbers of submitted declarations are not accurate and do not match the number of declarations mandated, resulting in additional manual work for identifying outstanding declarations;
· lack of proper integration between various parts of the current system (e.g. comparison of data extracted from state databases with the information provided by declarants) increases the time required from CPC officials to perform proper analyses;
· it is not well integrated with other government databases – some extracting of data from other databases is possible, but this must be done manually and unique identifiers in this system are not unified with other systems, which makes it impossible to properly link databases in a way which allows for updates of external databases to be reflected in the CPC’s system;
· editing and tailoring declaration forms requires coding knowledge (HTML);
· there are still several critical bugs which negatively impact its functionality (e.g. data loading functions do not reliably work).

The system is not ‘user friendly’ for declarants:
· it lacks intuitiveness – declarants often find it difficult and confusing to use (the CPC even needed to make a video to guide declarants in completing one part of the process);
· it is overly time consuming to fill in assets declaration forms – this process can take a full day or more {it is estimated that functional automation of the declaration process (e.g. field validations, proper interconnectivity with external databases, redesigned user experience) will be capable of reducing the time declarants spend on filling the forms by up to 50%}; 
· key functions are not easily visible (e.g. the ‘Save’ function is visible only at the end of a long form).

The system is not user friendly for CPC officials/staff:
· as previously mentioned, almost everything with the system needs to be done manually, including searches, comparisons between declarations and other forms of analysis;
· only limited data is available for reporting and comparative functions (e.g. declarants’ names are available, but not their social security numbers);
· current software is practically incapable of providing any analytics capabilities, making it, essentially, a data collection tool, without proper integrity controls in place.
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The purpose of this check is to verify whether all declarants (including family members of public officials who are obliged to submit relevant information in declarations) have done so within the deadline. This check needs to be done for all declarants’ declarations. It targets all annual and all entry/exit-declarations. 

For this system to be efficient, the CPC needs to have a reliable and regularly updated roster of declarants. Human resources staff and Integrity Officers from each government office, hereafter referred to as focal points, will be responsible for ensuring that the declarations system has updated rosters of POs. These focal points will need a portal for submitting updated rosters of employees and detailed descriptions of their responsibilities and control over office functions, including procurement. They will be required to submit updated information on a rolling basis as POs are hired, change positions, or leave office. In order to save time and ensure consistency, the portal should have an autofill function so that submission fields for responsibilities and controls are filled in based on previous submissions for the roles. The accuracy of these lists is critical since POs could escape their duty of declaration by managing to avoid being included on the list, or by being taken off the list. Public confidence could be undermined if the lists were incorrect and no mechanism existed for the CPC to verify a sample of the lists. 

Complications may exist in the case of POs’ family members, since the composition of families change over time as family members move in/out of households, and through births, deaths, marriages and divorces. The CPC should not rely solely on the registrations in the declarations system. To that end, the declarations system should automatically conduct periodic checks on relevant government databases that could help identify declarants, including: the tax registry, the pension fund, civil registry, land cadastre, and residence to detect possible violations of the obligation to disclose the composition of the family/household.

In the case of POs’ jointly residing persons, the CPC could detect persons in violation of the obligation to disclose only during the full audit check (when access to information and databases goes beyond things mentioned in the declaration by the PO).

The submission compliance check will be performed by the CPC`s declarations system,  through crosschecking the roster of the declarants (and their families or persons jointly residing with the declarant officials) with the declarations that passed the formal check and entered into the CPC database. This step is performed automatically by the declarations system, immediately after the expiration date of submission, or within a reasonably short time after the expiration date (i.e. one week after the deadline – note, this will be determined by the GOA). Therefore, the declarations system should be equipped with appropriate data processing capabilities in order to run this check on all declarations. 

The system should also run submission compliance checks whenever it detects that new declarations have entered the system (such as in the entry/leave declarations).
To increase compliance, electronic warnings should be delivered by the declarations system through electronic means, through channels defined in notifications section (5.4.5.15) such as:
· As a message into the personal workspace of the declarant;
· As a message to the e-mails provided when declarants registered for the declarations system;
· As an alert (SMS) on a declarant’s mobile phone.

The submission compliance check outputs will include: (i) a list of non-compliant POs; (ii) a list of compliant POs; and (iii) a report highlighting the compliance of family members. The declarations system will automatically notify the CPC, the focal points, and the relevant enforcement agency of instances of non-compliance.
[bookmark: _Toc36120836][bookmark: _Toc38563148][bookmark: _Toc44266108][bookmark: _Hlk43840593]5.2.3.2. Plausibility check 

General context: The third type of submission screening – the plausibility check – will be built around a risk analysis algorithm. This fully automated, analytical screening will tie directly into the tools that will be available in the CPC Portal. The risk analysis algorithm should build on best practices used in electronic declaration systems by governments around the world, as well as any additional factors that may improve the quality of the analysis. The algorithm will need to be sensitive to the factors – such as total asset value, large or unusual changes in asset composition and values, and role of the specific public official – that are used by other electronic asset declaration systems to identify high-risk submissions or improper wealth acquisition. Due to the evolving nature of the risk environment, sensitive factors, also known as risk factors, shall be defined by the CPC and the system shall provide an intuitive and easy risk management dashboard to flexibly define, remove or add new factors and corresponding weights, as needed. An artificial intelligence (AI) engine (as described later in this section) will also add to the system’s capability to determine and suggest such risk factors automatically. The dashboard will also provide an overall view of the current risk environment and provide visualization for comparing the actual/defined risk environment with the one that the built-in AI based expert system suggests.

The plausibility check focuses on the substance of the declaration submitted by declarants by using, as sources, the current declaration, previous ones, family member declarations, and other readily available data (any data that can be retrieved automatically from databases accessible to the CPC. More details about interconnection with external databases can be found in section 6.7., and annexes 4, 5, and 6). 

The aim is to identify possible red-flags that will reveal problematic declarations and unethical behavior (e.g. conflict of interests or unjustified variations in assets) of the declarant. On problematic declarations and flagged potential unethical behaviors of declarants, full audits will be conducted at a later stage. At the same time, the purpose of a plausibility check is that, by applying a risk analysis algorithm on all declarations received by the CPC, tens of thousands of declaration submissions will be reduced down to a much smaller (i.e. 50-200) set of ranked submissions that can be individually analyzed and even audited by CPC analysts using the full audit check.

The solution should enable the CPC to implement risk models and perform complex analytical calculations using formulas which will pull data from databases using queries such as OLAP functions and SQL queries. Applied risk models can vary based on the user categories they are being applied to. The system shall also provide flexibility for defining categories (grouping of declarants), such groupings can be based on compliance levels, job function and a declarant`s position, and/or his/her nature of assignment. It should be possible to define:
· Rule-based risk models (rules shall be defined by the CPC and should be easily modifiable in the system, by any CPC user with corresponding privileges, whenever needed).
· Neural network-based pattern identification risk analysis capability which will function utilizing artificial intelligence and machine learning. This can be implemented by supervised or unsupervised (preferred) learning algorithms. CPC decisions resulting from full audit cycles can be considered as a feedback loop for this analysis engine.
It is also essential for the system to be able to dynamically evaluate the market conditions per each category of goods such as jewelry (precious stones, gold, silver), cars (based on year, make and model), real estate (based on location, type, size, floor, etc.). To identify the market conditions, the system`s analytics engine shall utilize crawlers and data scrapers, to extract information from corresponding online resources, such as banks for the rates on precious metals, online stores for cars (e.g. auto.am, list.am) and corresponding websites for real estate (e.g. estate.am).

Another useful, built in capability, will be the identification of risk levels per business sector, which will allow more thorough analysis in cases where the declared income is from a higher risk category (e.g. casinos, or construction). Defined business categories, their risk level and a list of business in each category shall be easily configurable by the CPC, and the system should link those with the values filled in the declaration forms (e.g. drop-down lists will be automatically populated in the corresponding fields of declaration forms, based on values entered in the list of businesses).

The system shall also be capable of creating risk portfolios per each individual declarant, based on the criteria defined by the CPC, which should be easily modifiable by the CPC, whenever needed. 

Some examples of possible risk factors are provided in the next section and general representation of the approach can be found in annex 3. Additional necessary details, including a general risk management framework, which will be used by the supplier to implement a flexible analytical processing capability, will be provided by the CPC. 

5.2.3.2.1. Examples of Pre-Determined Risk Factors:

Examples of risk factors and analysis approaches are provided in this section. This is, by no means, an exhaustive list, and its implementation shall not be limited to the examples provided herein.
Figure A: examples of pre-determined risk factors
		Risk factor
	Resulting from
	How does declarations system 
identify the risk?
	Weight
 (1 to 5)
	Possible incident indicator

	Legal incoming cash flow does not match the outgoing cash flow
	Current declaration
	Mathematical analysis  the total sum of several sections of available assets – salaries, income from dividends, income from loan etc. is summed and compared to sections pertaining to outgoing cash flow – spending, acquisitions
	Positive:  5
Negative: 0
	Unjustified wealth

	Declarant and spouse reports income from the same public entity 
	Family member(s) declaration
	Matching technique  system compares the workplace provided in respective section the PO`s declaration with the workplace provided by the spouse in his/her own declarations
	Positive:  4
Negative: 0
	Conflict of interests

	Declared cash (of more than a certain threshold e.g. 5000 USD) which is stored at the home of declarant (cash in-hand)
	Current declaration
	Threshold verification  System detects a value above the threshold in the respective section of declaration 
	Positive:  2
Negative: 0
	Unjustified wealth

	Large donations (of more than X USD / more than 20% of his declared earnings during one fiscal year) provided by the declarant
	Current declaration
	Threshold verification  System detects a value above the threshold in the respective section of declaration (in case the rule is set by CPC to detect absolute values above a certain threshold)

Mathematical analysis  System calculates the total incoming cash flow from all relevant sections. If the loan provided by the declarant is higher than 20% of the incoming cash flow, then the result is positive
	Positive:  4
Negative: 0
	Unjustified wealth

	When some assets or goods appear and disappear without further explanations
	Current declaration

Previous declarations
	Matching technique  system crosschecks different sections in the declarations submitted over time. Example: a car bought at the end of fiscal year of 2018 must be highlighted in all the declarations submitted in 2019 and 2020 – system reviews the sequence of mentions. If at a certain point (e.g. declaration from 2020) the system detects that the car suddenly “disappears” from the section, it will look into other sections, such as: alienated goods. If it doesn’t, then the result is positive.
	Positive:  3
Negative: 0
	False statements

	Variations in the procurement of vehicles or real estates
	Current declaration

Previous declarations
	Threshold verification  System detects new values in the respective section of the declaration (e.g.: year 1: one house, year 2: three houses). Then, the system checks for an increase in the total incoming cash flow (salaries, dividends). If the increase is insignificant, then the result is positive. Thresholds will be configurable variables and values will depend on the defined risk appetite by CPC,
	Positive:  5
Negative: 0
	Unjustified wealth

False statements

	Discrepancies between information from declaration and data available in external databases
	External sources of information
	External system query  System interrogates external database that is interconnected with the CPC`s one. PO declare two accounts at the same bank, however the Credit Bureau database mentions two accounts at different banks. If the declarant will have various bank accounts of same type in different banks, such accounts can be grouped together to further simplify analyses.
	Positive: 1
Negative: 0
	False statements

	Missing mentions from declarations
	External sources of information
	External system query  System interrogates database of tax administration. E.g. the declarant is registered in the tax administration with incomes from entrepreneurial activities (according to Armenian legislation, public officials are prohibited to perform outside activities with the exception of scientific, educational and creative work)
	Positive: 4
Negative: 0
	Incompatibility

False statements



Other examples:
(i) Red-flags in the submitted form:
· The absence of some information that is mandatory (e.g. every public official that is not in his/her first year in office must, in all cases, declare an income);
· Unusual/excessive loans (i.e. total amount of money lent by the declarant to third persons is X times more than the overall income received by the declarant)
· Transactions with members of the family, including contracts countersigned by family members, shifting of deeds or assets from one family member to another;
· Significant gifts received from relatives, close friends, or anyone else in general;
· Major gifts that exceed a normal threshold*;
· High values* of income from consultancies;
· Cash flow obtained from highly profitable businesses with little or no registration and/or auditing (e.g. construction works, farming, etc.). To address this, system should be capable of categorizing business types based on risk levels (e.g. casino and gambling and construction shall be in high risk categories), which will be a part of analysis engine;
· Considerable profits made from the sale of assets (especially if the sale of assets is considerably above acquisition price or the stated worth of the assets seems otherwise dubious);
· “Godsend” wins (wins from lottery, sports betting, casino etc.);
· Goods or assets acquired below market conditions, implemented through market analysis engine;
· Loans from another public official who also has the obligation to submit asset declarations that are not reflected in their declaration 
· Companies, assets, bank accounts registered abroad;
* Thresholds will be configurable variables and values will depend on the defined risk appetite by the CPC.

(ii) Red-flags resulting from comparing the content of disclosures over time
· Considerable increase / variations in income from one declaration to another (which is not due to a promotion in the official’s position). The threshold for this increase should be calculated by the COB and formal introduced in the verification methodology.
· Unusual patterns in the official’s declarations compared with other officials of similar level (in the presence of an automated function).

(iii) Red-flags resulting from checks with external sources of information
· Discrepancies between high-level positions in the private sector that were either declared or omitted and the data in the Company Register, and in all other available databases (for more details about interconnection with external databases see section 6.7.);
· Unusual/understated/overstated price of goods and expenses (to be implemented by analytics engine).

The weight of each risk factor will be estimated by reporting to what extent it is possible for that red flag to lead to elements of illicit wealth, breaching the incompatibilities, conflicts of interest, or legislative imperatives etc.

Figure B – Calculating the weight of risk factors

	Risk factor (red-flag)
	Possible incident indicator
	Estimation remarks / Contributing Factors
	Weight result

	Legal incoming cash flow does not match the outgoing cash flow
	Unjustified wealth
	· Calculation is objective (automated)
· Surplus is significant 
· Other violations of law are possible (e.g. not declaring incoming cash flow from a commercial company for covering a possible incompatibility case)
· Incident (unjustified wealth) could lead to criminal deeds (illicit wealth)
· Public impact is maximum (Not addressing public officials who spends more than they win erodes trust in the oversight body)
	Positive:  5
Negative: 0

	Declarant and spouse reports income from the same public entity 
	Conflict of interests
	· Calculation is objective (automated)
· Work relations are visible for everyone
· Other violations of law are possible (e.g. nepotism)
· Public impact is maximum (Not addressing sensitive issues such as nepotism or favoritism erodes trust in the oversight body)
	Positive:  4
Negative: 0

	Declared cash (of more than a certain threshold e.g. 5000 USD) which is stored at the home of declarant
	Unjustified wealth
	· Calculation is objective (automated)
· Public impact is maximum 
	Positive:  2
Negative: 0

	Large donations (of more than X USD / more than 20% of his declared earnings during one fiscal year) provided by the declarant
	Unjustified wealth
	· Calculation is objective (automated)
· Surplus is significant 
· Incident (unjustified wealth) could lead to criminal deeds (illicit wealth)
· Public impact is maximum 
	Positive:  4
Negative: 0

	Discrepancies between information from declaration and data available in external databases
	False statements
	· Calculation is objective (automated)
(not updated database is likely)
	Positive: 1
Negative: 0



Other risk factors can be used in the overall risk calculation, or as a criterion of separation, to apply different models based on position, function, and nature of appointment:

· Declarants with responsibilities for major transactions with state property and resources (such as contracts for the extraction and use of natural resources, or for privatization);
· Declarants working in institutions or departments with irregularities (for example, based on reports of the Supreme Audit Authority); 
· Declarants with licensing and regulatory responsibilities in strategic sectors (such as banking, energy, and telecommunications);
· Positions considered high risk on the basis of money-laundering typologies (such as those that have corruption as a predicate offense);
· Declarants in positions whose previous occupants received sanctions for financial disclosure violations.

Defining risk thresholds based on declarants’ ranks/functions within the government will have implications for how the data is analyzed, using both AI tools and pre-defined pathways – some humanly definable risks/thresholds, some to be discovered via AI. To enable such capability, it will be required to have clear and standardized job descriptions of POs and other declarants, provided by the focal points through dedicated dashboard.

Figure C: Example of reports generated by the declarations system (example drafted on the basis of a scenario with 8 risk-indicators – range from 0 to 40 points):

	Commission for the Prevention of Corruption (CPC)
Republic of Armenia

Report on plausibility check
Sample: 3450 declarations
Date of report: 01.05.2020


	Declarant
	Date of form`s submission
	Declaration type
	# of identified risks
	Overall risk score
	

	A.B.
	01.02.2020
	Annual
	1
	5
	
	Access individual report

	M.W.
	04.02.2020
	Annual
	1
	1
	
	Access individual report

	A.L.
	11.02.2020
	Annual
	0
	0
	
	Access individual report

	G.W.
	01.02.2020
	Annual
	2
	3
	
	Access individual report

	J.D
	02.02.2020
	Annual
	0
	0
	
	Access individual report



All declarations with the risk value above the pre-established threshold (e.g. over 2,5 score) will undergo a full audit check, which is the last and most in-depth verification done by CPC. If the capacity of CPC is limited to a certain amount of full-audit checks (e.g. system identifies 900 red-flagged declarations, but given the institutional capacities, CPC officials can only audit 50 declarations), the sorting / ordering of the results will be done by the declarations system according to the following criteria:

· Overall risk score of declaration 
· Number of identified risks
· Risk value by function (e.g. in a potential “tie”, mid-management position within the Money laundering oversight body will be included to the detriment of a junior counsellor within the Ministry of Culture.)

The threshold should be established by the CPC after year one of applying this automated mechanism. This way, the CPC will be able to observe the impact of the pre-selected red-flags embedded into the declarations system and the overall score of each declaration during one submission cycle. By adding to this equation their workload capacities, CPC can establish a reasonable threshold for the next year. From the risk management perspective, it is also necessary to avoid auditing of same declarant by the same CPC staff consecutively. The audit process shall follow a rotational concept, not allowing same CPC employee to audit the same declarant more than once (any number should be configurable by administrator) during two consecutive audit cycles. If this will be impossible due to workload capacities, then system shall notify the commissioners about the potential risk.






Figure 2: Workflow of the plausibility check:

Database of declarations
System launches plausibility checks on all declarations

Declarations enter the system


External databases
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Cleared declarations (risk score under the threshold)
Full audit checks
Declarations with overall score above the threshold


Random selection of declarations
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The automated plausibility check should be launched after the declaration has entered the system, the deadline has passed, and the “grace” period has expired. Declarations submitted before the official deadline[footnoteRef:22] may also undergo the plausibility check.  [22:  May 31st the following year, as defined in RA law on Public Service, clause 36, point 1.] 


A plausibility check is considered as resource intensive process. In situations where the system will have to perform numerous operations (due to submissions “peak”) the system should schedule the automated plausibility check in “batches” (e.g. first week – declarants whose surnames starts with A to J, second week – from K to S and so forth). On the one hand, CPC members, with corresponding privileges, will be able to schedule and trigger such checks manually which will override the automatic configuration, and they will be able to run such checks on a preselected number of declarations; on the other hand, the automatic scheduler will automatically identify the system`s idle periods, and run the checks during those hours, so that resources will be available for other functionalities of the system.

5.2.3.3. Full Audit

The full audit (often known as an in-depth review, or manual verification) will be the last layer of verification instituted by the CPC upon the declaration forms. The aim of this type of verification will be the detection of any financial irregularity (prima facie elements for illicit wealth), and possible violations of incompatibilities and conflicts of interest, by using all possible means beyond the declaration itself and other readily available data (e.g. such as automatic queries to external database from the plausibility check). In other words, the aim is not limited to check the truthfulness of declarations, but also to detect behavior which lacks integrity (unjustified assets, conflicts of interest etc).  

A full audit will capture relevant information and analysis also by focusing on the entire household (spouses, live-in partners, minor children etc).

The electronic tools that will be used by CPC investigators to carry out the full audit will be:

· Workspace for CPC official (see 5.4.1) – for case management
· Word editor build-in the workspace – for drafting the official documents / notifications
· External databases access points. 
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Triggers for launching of a full audit include:

· Declarations that failed the plausibility check
· Should the declaration failed to be sufficiently plausible, this will lead to a full audit of the declaration/official. A reasonable number of potential cases to be addressed should be chosen with the help of the methods described under the plausibility check section (5.2.3.2).
· Every case should be randomly assigned by the declarations system to CPC officials.
· Notifications received from other public bodies and general public (individuals, legal entities, NGOs)
· State bodies with control competences in their institutional portfolio (such as Prosecutor`s offices, Audit Chamber of the Republic of Armenia etc.) may discover potential cases that fall under the attribution of the CPC. Ethics commissions from public institutions may also notify the CPC about potential allegations.
· All these notifications shall be considered eligible for a full audit. Every case should be randomly assigned by the declarations system to CPC investigators. 
· Notification received from the media / ex-officio notification on press articles
· In order to scrutinize media channels with the purpose of identifying possible cases of the law, media monitoring is needed. This can be achieved through the following means:
· Specialized department / specially appointed CPC employees that run(s) media monitoring on a daily basis highlighting news articles addressing corruption (from a wide perspective) and events / persons in relation to unjustified assets, conflicts of interests, and incompatibilities (from a narrow perspective). Social media platforms should also be scrutinized by the CPC using keywords. This service shall provide a positive/negative rating for the person.
· Media monitoring services (often provided by private companies) with a focus on keywords (e.g. unjustified, illicit wealth, declaration of assets, nepotism, corruption, unethical etc.). These services are usually performed on a high number of media outlets and the Media Monitoring Reports are sent daily to the specified e-mail addresses. 
· To address this functionality, a dedicated media monitoring service will be developed (as described in section 5.4.5.10). This service will use state of the art technology including crawlers, data scrapers and natural language processing to identify cases which could raise concern, provide further data to the analysis engine and trigger full audits based on analysis results whenever necessary (e.g. whenever thresholds defined based on risk appetite are reached). 
· Failure to submit declarations
· Persons that failed to submit declarations in due time and also did not comply with the obligation after the CPC sent an official warning will be subject to full audit.
· Random selection of declarations
· The CPC should not only rely on plausibility check failure, submission compliance check failure or external notifications. In order to ensure that no official can be sure they will escape scrutiny, the CPC should also target declarations cleared (no risk or low-risk indicators) under the plausibility check. This can be done by incorporating into the system a random selection of declarations feature (graphical representation in Figure E)
· CPC officials should establish, based on their working capacities (human resources, mainly), how many declarations should be selected with this method. The random selection method should ensure that each year a different sample is chosen.
A possible complete picture representing all methods for selection of full audit cases could look like this:

Figure E:
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Collecting information form available databases. Collecting information from all possible sources.

The full audit will start with the standard procedure of collecting information from databases available to the CPC and all possible sources (including those that are not digitalized or already interconnected with the declarations system.). For more details about accessing external databases please see sections 6.1.4., 6.7., and 6.12.2.. While a list of suggested databases and data to be extracted from those will be added to this document as annex 5, it will remain the supplier’s responsibility to perform proper data mapping and verify the quality of data available from considered data points.

The full audit can have multiple objectives: to detect the truthfulness of declaration (to identify cases of false statements), to evaluate the balance between incoming cash flow and outgoing cash flow (to identify possible unjustified or unexplained assets – hints for prima facie elements on illicit wealth), and to discover potential incompatibilities and conflicts of interests. 

For every objective of investigation, it is helpful to draw a chart of potential stakeholders and evidence involved for any financial position identified. For example, information regarding incomes, as salaries, can be obtained from several sources/databases that can be crosschecked: workplace of the declarant, tax administration and PO declarations. 

All these stakeholders in relation to the type of information that can be provided will be mapped as in the following example:

a) When investigating a possible unjustified increase in assets:

	Type of institution
	Information to be requested (mandatory for all cases)

	Workplace of the subject of control
	Obtained incomes throughout the exercise of all offices, by each income and fiscal year category 

Non-taxable incomes

	Local taxes bureaus
	Status of movable and immovable goods declared for the purpose of taxation, as well as certified copies of the documents that were the basis for the acquisition - the alienation of the respective goods

	Tax Administration – central bureau
	The net income status of the subject of control, together with his/her family (spouse) or cohabitant 

Closed and opened bank accounts

	Credit history offices
	Acquired credit loans

	Register of immovable goods
	Cadastral goods (ex. apartments)

	Company register
	Data on owned companies or qualities held in the governing bodies of companies and firms

	Banks (if access is granted)
	Status of bank accounts (account type, and if its active or frozen)

	Transportations registers
	Owned vehicles



Optional entities / persons to be addressed:

	Notary Chamber (orientated value for real estate properties - buildings, land etc.)
	Securities Depository (holders of securities)
	Stock Exchange (for the volume of shares - securities - the price and value of the concluded transactions)

	Non-bank Financial Institutions (NFI) – for leasing system acquisition of movable and immovable goods or for personal use)
	AML Office
	Institutions that can provide information on the maintenance costs (energy, gas, taxes paid for property, landline and mobile telephone etc.)

	Commercial Companies
	Relatives / third party persons mentioned in the declarant declaration
	Central local public institutions

	Nongovernmental organizations
	Agricultural Register
	Others




The official will centralize all the data and information obtained, and shall calculate three situations regarding the wealth of the declarant 

	
	What is quantified?

	The wealth held at the beginning of the activity in the public office (T0)
	· Lands, buildings, owned movable goods; 
· Bank accounts in the country and abroad;
· Investments, actions and social parts;
· Debts, credits etc.
· Loans from natural persons or legal entities, other than banks; 
· Loans granted to natural persons or legal entities, other than banks; 
· All incomes that the subject of control obtains when starting the public office activity.

	The wealth acquired throughout the public office (T1)
	· Movable and immovable goods acquired, as well as the financing sources (credits, economies, salaries etc.);
· Movable and immovable goods alienated, as well as the destination of the sums resulted in the selling of these goods (deposits, buying other goods, credit reimbursements etc.);
· Current and economy accounts, opened at banks/ treasuries;
· Investments (share purchase or selling, social parts purchase or selling). The sources of payment or destination of the sums resulted in the selling of these goods shall be specified;
· The loans granted or received from the natural persons or legal entities, other than banks;  
· The incomes obtained and the income sources (salary rights for the office/offices held, incomes from independent activities etc.)
· Other incomes obtained together with the family (incomes obtained from the transfer of the property right with regard to the nature of movable and immovable goods subject to taxation (lands, buildings, vehicles/cars, tractors, farm machinery, boats, yachts and other means of transport that are subject to registration, according to the law);
· Incomes from agricultural activities. 
 

	The wealth acquired at the cease of the public office (T2)
	· Movable and immovable goods acquired, as well as the financing sources (credits, economies, salaries etc.);
· Movable and immovable goods alienated, as well as the destination of the sums resulted in the selling of these goods (deposits, buying other goods, credit reimbursements etc.);
· Current and savings accounts, opened at banks/ treasuries;
· Investments (share purchase or selling, social parts purchase or selling). The sources of payment or destination of the sums resulted in the selling of these goods shall be specified;
· The loans granted or received from the natural persons or legal entities, other than banks;  
· The incomes obtained and the income sources (salary rights for the office/offices held, incomes from independent activities etc.)
· Other incomes obtained together with the family (incomes obtained from the transfer of the property right with regard to the nature of movable and immovable goods subject to taxation (lands, buildings, vehicles/cars, tractors, farm machinery, boats, yachts and other means of transport that are subject to registration, according to the law);
· Incomes from agricultural activities.  




b) When considering a possible case of incompatibility / conflict of interests:

	Type of institution
	Information to be requested (mandatory for all cases)

	Workplace of the subject of control
	Information on the office(s) held 

Certified copies of the administrative/judicial acts of naming/revoking/suspension/office cease

Any other documents that result in the activity carried out besides the main office (member in commissions, in administration councils etc.) 

Job description  

	Company registries 
	Data on owned companies or qualities held in the governing bodies of companies and firms

	Tax Administration – central bureau
	The net income status of the PO

Closed and opened bank accounts

	Labor Oversight Body
	Existence of individual work contracts

	Public procurement oversight body 
	List of public acquisition contracts concluded by the societies and companies held by the subject of control or his/her family members



· Accessing information from abroad:
· Article 43 of the United Nations Convention Against Corruption states that “Where appropriate and consistent with their domestic legal system, States Parties shall consider assisting each other in investigations of and proceedings in civil and administrative matters relating to corruption.” This provision of UNCAC does not refer only to exchange of information relating to criminal investigations, but also to any administrative proceedings – of which verification of asset declarations is a clear example. Relevant authorities in a number of countries do obtain information internationally, for the purposes of verifying declarations. 
· Also, relevant information can be requested by the CPC from the Tax Administration, which in turn can request information and data from abroad on the basis of conventions on ruling out double taxation of income and property and avoiding tax evasion. 
· Lifestyle checks
· Lifestyle checks can include asking a declarant, and his/her neighbours, acquaintances, or colleagues for other information, such as foreign trips, and children sent abroad for schooling. Relevant ‘lifestyle’ information may possibly be found through internet searches as well.

To enhance the overall usability, and make the process more manageable, the system shall provide a dedicated dashboard for corresponding CPC members to manage the whole process of the full audit cycle, up until final recording of votes and final decisions. This dashboard shall enable each commission member to record all the primary and secondary facts and analysis based on which decisions will be made. This will be linked to the declarant’s automated risk analysis results and any metadata which the system was able to extract from external sources (e.g. news websites, investigative journalism resources, media monitoring, etc). The full audit dashboard will also be capable of visualizing the analysis results in a meaningful way which will support CPC commissioners in the decision-making process.

[bookmark: _Toc57651378]5.3. Integrity Review System

[bookmark: _Toc57651379]5.3.1. Overview

This section describes the electronic system and accompanying infrastructure that will facilitate and support the CPC’s conduction of integrity reviews and sets forth proposed criteria for the design of that system. This supplements and occasionally overlaps with the electronic declaration system described previously in this document. As noted previously, both the declaration and integrity review systems should be considered as interconnected parts of the CPC’s overall E-Platform.

Integrity review is a substantially qualitative exercise. The substantive work involves semantic analysis that is highly discretionary and requires human judgment. Accordingly, the substantially qualitative analytical exercise of integrity review is not as susceptible to substantive automation as is the substantially quantitative analytical exercise of asset declaration analysis. Unlike with asset declaration analysis, in which all but a handful of declarations will be processed entirely by automation leaving only a small number for manual audit by CPC staff, the integrity review process will at crucial points necessarily be manual in substance. However, there will be a significant role for automation to play in the integrity review process.

The system will provide the logistical and recordkeeping infrastructure and workspace in which the CPC and its staff will perform integrity reviews. The system will automate the extraction, collation, annotation, structuring and presentation of information in various output formats to facilitate the substantive human review process, and facilitate the workflows of that human review process with various feature sets and functionalities.

The most important feature of this automation will be the automated creation of intermediate work products that culminate in the drafting of the advisory opinion which is the ultimate work product that results from the process and sets forth the CPC’s conclusions in a given case. The automated process will sift through evidence, structure it and present it in a sketched statements of facts intended to support the investigatory process, the analysis of evidence and the drafting of the advisory opinion.

The system will provide portals through which information and evidence will be entered by nominees, CPC staff and others and through which information will be extracted from government and private databases. In addition, the system will further facilitate integrity review by providing context-sensitive methodological guidance and reference resources to staff as they perform their work.

Another critical function of the system will be the generation and recording of detailed metadata relating to evidence gathered and the investigative process, in one or more databases that can be used to construct audit trails in the event decisions of the CPC is ever challenged and for other purposes. The metadata will also support the integrity review process itself by providing ready access to the kind of collateral information about facts, such as citations or sources, that can be very time-consuming to reference manually, thus creating significant efficiencies.

The system, once perfected, will take the CPC investigator through the entire process from start to finish with onscreen prompts and generate and calculate ultimate scores and reports in order to support the making and documentation of the final determination.
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Integrity review involves the collection and rigorous objective analysis of as many data points from as many different aspects of a person’s biographical history as may be assembled, verified against other reliable sources and evaluated according to objective criteria that seek to limit the subjective discretion of the reviewer. The data points form a mosaic picture of the nominee’s integrity profile. The methodology takes a red-flag approach, seeking out and critically analyzing behaviors and conduct across and throughout a nominee’s life experience that constitute negative departures from norms that are regarded as neutral or are ordinarily associated with ethics and integrity.

Rather than looking for the instances in which a nominee made the right choices, it looks for outliers of conduct in which the nominee made the wrong ones. The integrity picture is a mosaic in which the negative facts stand out against the background and from which patterns may reasonably be discerned. The greater the number of data points the clearer the picture and the more effective and reliable the resulting integrity review. 

This biographical analysis is supplemented by a pre-appointment review of asset, income and interest declarations by the nominee. The facts uncovered from the asset and interest declaration portion completes the mosaic picture of the nominee enabling as accurate a record from which a inferences may be drawn as is reasonably possible to assemble. Both aspects are indispensable to effective integrity review.

Thus, integrity review consists of two components: a biographical study component and an asset declaration component. This section addresses the biographical study component, which is not elsewhere described, in detail. The asset declaration process described elsewhere throughout this ToR will need to be integrated with the integrity review process. Biographical study partially overlaps with asset declaration in the categories of conflicts and incompatibilities. Analysis of conflicts and incompatibilities under integrity review will be performed manually utilizing resources and features built for that purpose. The remaining portion of the asset declaration analysis will proceed in an automated way for nominees as it would for incumbents subject to asset declaration, utilizing the resources and features already contemplated for the electronic asset declaration system.
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The electronic integrity review system is depicted in the diagram at Figure 4, which the following narrative supplements by providing additional explanation and description.

5.3.3.1 Information Intake & Utilization

At the beginning of the process, information that goes into integrity review will be received or obtained from five sources: (1) nominees; (2) government and private databases; (3) internet and social media; (4) third parties; and (5) the integrity review process itself. Nominees will submit information by responding to the integrity questionnaire and uploading supporting materials through an online portal. This information will undergo formal and compliance checking. Simultaneously, the system will automatically query and extract all permitted information relating to the nominee from the full array of government and private databases to which the system will have access.
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Information received from nominees and database queries will be subjected to the first stage of automated processing. At this stage, the system will perform a series of processing tasks.

First, the system will extract all relevant information and annotate each piece of information with extensive metadata indicating from what source the information was obtained, when, whether the information is validated or not and how, whether the original source or the information or the corroborating agent are regarded as reliable, and many other pieces of probative, collateral information to be specified. This metadata will be embedded into each piece of information received and be available on demand at all times to facilitate the integrity review process. The metadata will also be logged, indexed and stored for later retrieval to produce investigatory process reports documenting the steps that were taken by the CPC in performing the review and for other purposes. The investigatory steps will be summarized in the advisory opinion. The metadata will also be available to generate audit trails in the event determinations by the CPC or its actions more generally are ever challenged.

Second, the system will verify information provided by the nominee against information obtained from the database queries and generate reports flagging any discrepancies found.

Third, the system will collate and organize information and present it in the form of a structured report consisting of a recitation of primary facts accompanied by secondary facts derived from analyzing the primary facts. The secondary facts will consist of patterns that the system objectively discerned from the information available, whether information has been verified and how and exception reports where contradictory information was found. These will be signals to the CPC staff where to focus attention and effort. The system will also suggest investigative approaches appropriate to the context.

Parallel to this process and independent of it will be the process that will search for, collect, compile and analyze information relating to the nominee from the Internet and social media (at least in Armenian, English and Russian). This will entail utilizing web crawlers and scrapers to find and extract potentially relevant information. The information will be introduced into the stream of available information about the nominee and may be used by the CPC at its discretion if the information is relevant and found to be reliable.

If the nominee is a candidate for a judicial or prosecutorial position, under applicable European legal standards the CPC will be limited in the manner it may use information that has not previously been tested by a judicial or quasi-judicial process. In such cases the CPC will not be permitted to consider information obtained from the Internet or social media as part of the integrity review process. However, it will be permitted to compile such information into an independent report that it may submit to the appointing authority together with the advisory opinion embodying the CPC’s formal pronouncement about the nominee, if the information may be relevant to the consideration of the nominee by the appointing authority. Accordingly, where the nominee is up for a judicial or prosecutorial office, the system will sequester information obtained from the Internet and social media and keep it from being introduced into the integrity review process, and only present that information to the CPC staff in the form of a report, at the end of the process.

Information found on the Internet and social media is but one example of untested information that CPC is not permitted to use when performing integrity review of judicial nominees. The system will to the maximum extent possible flag and segregate all such information while making it available to be compiled into the independent report at the end of the process.

The alternative scenarios described above are depicted in the diagram with the dotted lines.

After the first stage of processing is complete, the system will generate a primary output consisting of a biographical profile of the nominee, a detailed recitation of primary and secondary facts flagging information that is deprecatory or controverted or that merits further inquiry and suggesting leads for further investigation. Drawing on a corpus of interpretive guidance continuously aggregated and assimilated by machine learning, the system will suggest approaches on how evidence found may be interpreted in the larger context of the nominee’s biographical profile. The system will also suggest additional investigatory avenues and steps that the CPC staff may take to pursue potential investigatory leads it has identified. Overt time, the machine leaning will also develop increasingly sophisticated risk profiles of persons with similar backgrounds and experiences to further inform the review process.

5.3.3.2 Discretionary Review

At this point, the CPC staff will perform a rigorous discretionary review and evaluation of the information presented in the preliminary output, utilizing context sensitive methodological guidance and other resources that the system will push or make available on demand. The staff will then plan and execute additional investigatory steps that will often involve requesting additional information or clarification from the nominee or third parties, conducting interviews of the nominee or other witnesses, etc. In most cases those investigatory steps will lead to a second incoming stream of information and evidence. 

That information will be entered using a sophisticated, frictionless, context-sensitive information capture and entry utility that will allow the CPC and its staff to enter, categorize, classify, process and manipulate practically every type of information in every practical kind of format, with designations to govern the handling of that information at every stage of the process.

The system will process that new information in the same manner as it did the information received initially from the nominee, the databases and other sources, described above. If the nominee is not up for a judicial or prosecutorial position the information may include untested information reported from the ongoing Internet and social media queries and other sources.

At this stage, the CPC staff will enter investigatory notes and other information into the system using the same universal information capture and entry utility. All of those entries and other actions of the staff will be recorded by an investigatory process monitor that will monitor, record, tag with appropriate metadata and store all activity undertaken during the course of the integrity review process at all stages from start to finish, and all activities taking place in the CPC workspace, to further secure the integrity of the process.

After these additional investigatory steps are complete and new information is received, enters the system and is processed, the system will generate a secondary output. The secondary output will result from the same processing as the preliminary output. It is a de novo review incorporating all the new information and taking into consideration the contents of its prior outputs. At this stage, the system makes additional suggestions for supplemental investigatory action if it finds indicia suggesting that such action is necessary. In addition. This cycle, depicted in the diagram as the one resulting in the secondary output, can be repeated as many times as necessary to properly complete the integrity review process.

Both the preliminary and secondary outputs will be structured to read like the factual recitation of the advisory opinion. Once the input and output cycles described above have come to rest, the CPC staff member assigned to the review will perform a final analysis and render her ultimate conclusions about the available evidence and the nominee. The staff member will also edit the factual recitation presented in the secondary output into a final draft of the advisory opinion, adding her conclusions as appropriate. At this stage, the system will also generate an investigatory process report summarizing the steps that were taken in performing the review and certifying that all due processes and formalities were completely and fairly observed. This report will be incorporated into the final draft of the advisory opinion.

5.3.3.4 Conclusion of the Process

The last stage of the electronic integrity review process will facilitate review of the draft advisory opinion by the CPC commissioner and others assigned review responsibility, with a built-in review and comment discussion thread feature. At the close of this concluding review, the system will facilitate final sign-off which will make the advisory opinion official and ready to be submitted to the appointing authority.

Where the nominee is a candidate for judicial or prosecutorial office, the advisory opinion will not incorporate or have relied upon untested information. Instead as noted above, any such information if relevant will be compiled into an independent report that will be submitted to the appointing authority together with the advisory opinion. Where the nominee is up for a position other than a judicial or prosecutorial one, the advisory opinion will reflect all information including untested information found to be relevant and reliable.
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The CPC’s integrity review methodology is a rigorous one. It will involves applying various qualitative and quantitative factors. The objective is to attempt to create as near as possible an objective-subjective system; to take a substantially discretionary process and subject it to some rigor by imposing objective criteria to guide subjective judgment. The ultimate purposes are to (1) ensure consistency and fairness; (2) assure the integrity of the process; (3) provide an audit trail to make the system provably non-arbitrary in order to enable decisions of the CPC to properly withstand challenges on arbitrariness grounds; and (4) promote public confidence in the system.

The categories of biographical and other personal information examined under integrity review are reflected in the integrity questionnaire that nominees are required to complete and submit to the CPC and information relating to conflicts, incompatibilities and interests that nominees are required to report in connection with the asset declaration portion of the integrity review intake. See Model Integrity Questionnaire at Annex 8; see also Asset Declaration Questionnaire at Annex 1.

The methodology evaluates the nominee according to several groups of personal and biographical attributes that are relevant to the integrity inquiry, referred to as integrity factors. The integrity factors include such concepts as honesty, reliability, temperament, diligence, fiduciary duties of care and loyalty, financial risk, conflicts, risk-taking behaviors with regard to oneself, risk-taking behaviors with regard to others, judgment, professional ethics and personal ethics.

Each integrity factor is fed by information and supporting material received from the nominee and other sources verified and corroborated by the CPC and examined pursuant to established burdens, thresholds and standards of proof. 

Episodes and facts from the nominee’s biographical history may be neutral or deprecatory. The methodology makes something of both categories. The neutral episodes and facts are scored and combined to form a baseline biographical background against which the deprecatory episodes and facts are evaluated utilizing a combination of qualitative evaluation criteria and quantitative scoring. 

First, neutral episodes and facts are tagged with one or more biographical background markers to which they are relevant and assigned neutral quantitative scores that are aggregated together to obtain a baseline, biographical background score for the nominee. The background score takes into consideration various background factors, such as age, number of careers, length in career, educational background, number of educational institutions attended, degrees earned, number of employment positions held, duration of each employment, number of other positions held, duration of each such position, etc. A given fact or episode can be relevant to more than one background factor. All the background factors are not necessarily weighted the same as some may be more relevant to the integrity inquiry than others. The biographical quantitative scores are neutral, but they are weighted to reflect weights of the biographical factors in reference to which they are calculated.

Second, each deprecatory episode or fact is tagged with the one or more integrity factors to which it is relevant and one or more qualitative evaluation criteria that are relevant. Each qualitative evaluation criteria is then scored numerically with a baseline score applied to the fundamental facts and an upward or downward adjustment to reflect any aggravating or mitigating facts or evidence (aggregating and mitigating facts and evidence will be linked to their baseline facts). Various categories of conduct will be enumerated and a range of numerical base scores will be assigned to each. Ranges of numerical scores will also be assigned to various categories of aggravating and mitigating factors, which may be applied as upward or downward departures from the range of base scores. These will all be built into the business logic of the electronic integrity review system.

The foregoing detail of the discretionary review methodology is depicted in the diagram at Figure 5.






Figure No. 5
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The tagging of neutral episodes or facts by biographical background factors also facilitates the assembly and organization of episodes and facts into the narrative biographical profile of the nominee included in the advisory opinion. The tagging of deprecatory episodes and facts also facilitates the assembly and organization of those episodes and facts into the narrative recitation and discussion of the deprecatory episodes and facts in the advisory opinion.

The final score for each deprecatory fact or episode is determined with reference to the baseline background biographical score.

This process is repeated until all deprecatory episodes and facts are evaluated and scored this way. The deprecatory episodes and facts are then aggregated under the integrity factors to which they are relevant and a score is calculated for each integrity factor. Each integrity factor is ultimately embodied in a score and an accompanying narrative that recites the episodes or facts that are relevant to it.

The scores for the integrity factors are then aggregated together according to an algorithm that will assign weights to the various factors consistent with their relevance to integrity review, to produce a semi-final score. The CPC will rank the various integrity factors and assign appropriate numeric weights to them in order to facilitate the weighing of factors vis-à-vis one another at the conclusion of the process. A handicapping system will be applied by the algorithm when preforming all quantitative scoring to meaningfully adjust for relative differences in the age and experience of nominees. The algorithm will also take into account the risk profile of the position for which the nominee has applied based upon the risk assessment methodologies covered elsewhere in this ToR in determining the level of scrutiny and resources must be allocated to a given review.

The semi-final score is accompanied by a purely qualitative assessment of the facts as a whole applying a final round of mitigating and prudential considerations to produce the ultimate finding about regarding the nominee that is reported and discussed in the advisory opinion.

The electronic integrity review system will facilitate and support the implementation of the discretionary review methodology with a sophisticated user interface by means of which the CPC will perform the steps of the review in a semi-automated way as well as a robust and powerful algorithmic support to carry out the required analysis.
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The purpose of the advisory opinion is to allow the CPC to report its findings about the nominee to the government body that will make the hiring decision. The advisory opinion will consist of four section which: (1) set forth the applicable law; (2) state the ultimate conclusion of the CPC with respect to the nominee; (3) provide a detailed basis for the conclusion; and (4) identify any real or potential conflicts of interest or incompatibilities and how they may be satisfactorily addressed.

This “basis for finding” section will contain a narrative recitation of the relevant facts and an analysis and discussion of the findings supporting the ultimate finding. It will be comprised of three parts corresponding to the critical elements of the discretionary review process described above: (1) a summary biographical profile of the nominee to establish context; (2) a detailed discussion of deprecatory episodes and facts appearing in the nominee’s background; and (3) a summation of the holistic evaluation of the nominee in light of all the evidence.

The summary biographical profile will distill the nominee’s essential biographical information into a brief, coherent narrative including such information as age at various key stages in the nominee’s life, extent of the nominee’s educational attainment including periods of study and number and type of degrees earned, the length of professional and working history, the number of professional, work and other positions held, the number and reasons for job or career changes and the ages at which they took place, etc. The objective as noted above is to provide critical context against which to evaluate and weigh the significance of other information developed as part of the integrity review.

The section discussing and analyzing deprecatory episodes and facts will enumerate all relevant facts and with respect to each: (1) specifically describe the fact and the context in which the fact arose; (2) identify the evidence supporting the fact and the source of that evidence; (3) state what investigative steps it took to verify the supporting evidence: (4) state its confidence level with respect to that verification; (5) state whether it found any evidence that controverted the facts, and if so what steps it took to verify that contrary evidence and its confidence level with respect to that verification; (6) explain why it found the fact as it did in light of the contrary evidence; (7) set forth the criteria that it applied to evaluate the fact and any mitigating and aggravating facts; and (7) state and describe the analytical conclusions that led to the finding of that fact.

The “making sense of the whole” section will set forth the results of the CPC’s final qualitative assessment of the facts as a whole in the broader context of the nominee’s biography, applying a final round of mitigating and prudential considerations to produce the ultimate conclusion and whether there are any factors that should transcend narrower inferences that may be drawn from the deprecatory information.
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The final section of the advisory opinion on remedies will address conflicts of interest and incompatibilities, the two categories in which integrity review and asset declaration analysis converge and overlap completely.

Under the Law on Public Service conflicts of interest and incompatibilities are discrete categories, though neither is expressly defined. A conflict of interest occurs when a person holding public office takes an official action that can reasonably be interpreted as having been motivated by his own personal interests or that of a person affiliated with him. The concept of incompatibility bars a public official from holding a position unrelated to his status as such or from engaging in a commercial enterprise or paid work other than scientific, educational or creative work.

However, for purposes of integrity review and asset declaration analysis the concepts of conflicts of interest and incompatibilities are closely enough related that they may be regarded as on the same continuum, as may interests that do not rise to the level of conflicts.

Assessment of whether there exist interests, conflicts or incompatibilities is ultimately a sematic exercise like the rest of integrity review. It will require extracting information from nominee declarations and comparing it with information obtained from other sources, including in particular a probing and detailed description of the job functions and substantive issue areas that fall within the responsibilities of the government position for which nominee is a candidate or in the case of an incumbent that the person occupies.

Currently, the remedial action for identified interests, conflicts or incompatibilities will be for the CPC to report them to the hiring agency in the case of a nominee and to the employing agency and Ministry of Justice in the case of an incumbent, along with its recommendations as to what those agencies may do about them under the law and regulation in force. Additionally, in both the asset declaration and the integrity review contexts, interests and conflicts are relevant to the risk assessment of positions and individuals. Accordingly, facts and circumstances of identified interest and conflicts will be input into the risk assessment methodology and the system component that will perform risk assessments. We note that inferences of interests, conflicts or incompatibilities may also arise from episodes in which a nominee or incumbent has received gifts.

Collaboration and information sharing with external parties shall be done based on clear internal procedures and information sharing agreements which will ensure ethical and objective use of data.
[bookmark: _Toc57651385]5.3.7 Types of Information Used by the System

Following are the main categories of information that will need to be captured, stored and managed under the electronic integrity review system. The categories are set forth without specifying how the information is to be stored, how many databases there should be and how those databases should be structured and relate to one another within the system architecture, all of which is left for further work.

5.3.7.1 Primary Non-Documentary Facts and Evidence

Primary non-documentary facts and evidence includes primary factual or evidentiary information that is not embodied in documentary form and related submissions such as narrative submissions embodying summations or explanations of facts or evidence, and argumentative assertions or advocacy. The information is received or obtained from outside sources including applicants, government and private databases and third parties including volunteered information and information from whistleblowers and will be tagged extensively with embedded fact and evidence metadata.

5.3.7.2 Primary Documentary Facts and Evidence

Primary documentary facts and evidence includes primary factual or evidentiary information that is embodied in documentary form. The information is received or obtained from outside sources including applicants, government and private databases and third parties including volunteered information and information from whistleblowers and will be digitized and imaged and where available also stored in native format. It will also be tagged extensively with embedded metadata.

5.3.7.3 Secondary Facts

Secondary facts are system generated from primary facts and evidence and secondary facts. They will be tagged with metadata describing primary and secondary facts from which they were generated, the sources of those facts and when and how they were generated. 

5.3.7.4 Internet and Social Media

Internet and social media information will be obtained utilizing web crawlers and scrapers and be tagged with metadata that includes the media source, date, url, etc., and the posts and web pages from which relevant information is obtained will be cached. Relevant information will be defined utilizing dynamically managed filters and AI algorithms.

5.3.7.5 Entered Free-form Information & Work Products

Collecting free form information shall be avoided by all means possible, and whenever it’s not avoidable, then it’s essential that a structured approach be applied to it, which will enable its use in further analysis. Entered free-form information will consist of facts and evidence not recorded in any other form and other information entered by CPC and staff that would otherwise not be captured. Work products will include all work products generated by the CPC and staff such as investigatory notes, digests or commentaries on evidence, notes on investigatory theories drafts of advisory opinions and other documents, letters, internal memoranda, initiated database queries or other requests for information, evidence or testimony, information obtained from subsequent investigation, transcripts of calls and witness interviews, etc. The information will be extensively tagged with embedded metadata identifying authors, editors, commenters, creation and modification dates, when and by whom the information was viewed, whether the information came through ordinary process was or requested and by whom, date, and other information.

5.3.7.6 Fact & Evidence Metadata

Fact and evidence metadata consist of metadata that is embedded in substantive facts and evidence received or obtained by the CPC from outside sources or generated therefrom. The metadata will include information indicating the source from which the fact or evidence was obtained and other provenance, when, whether the information was validated or not and how, whether the original source or the information or the corroborating agent are regarded as reliable, and other probative, collateral information.

5.3.7.7 Process Metadata

Process metadata will consist of metadata that is generated by the actions of the CPC and staff in the course of performing integrity reviews or asset declaration analyses and the processes that support that work such as investigatory process, system activity and related information that may support forensic audits.

5.3.7.8 Digitized & Imaged Documents that are Not Factual or Evidentiary

These are documents that are received from third parties or generated by the CPC that are scanned and stored in imaged format.

5.3.7.9 Captured CPC E-mail, Messaging, Other Communication & Discussion Threads

This information consists of captured, official CPC e-mail, messaging other communication between and among CPC members and staff and between CPC members and staff and third parties and the threads of discussions taking place in the discussion thread feature. The information will be automatically captured, embedded with metadata, indexed and stored.

The diagrams at Figure 6 sets forth a conceptual schematic of the information architecture described above and depict the relationships between the information, the processing the indexing and the storage.



Figure No. 6
[image: ]

[bookmark: _Toc57651386]5.4. Key System Components, Applications, Functionalities & Services

Description of components and services which support the overall functionality of the electronic system are provided in this section. Services are named in a way which describes if those support the specific system (declaration or integrity review) or are enablers for overall platform. 

[bookmark: _Toc57651387]5.4.1. Workspace for CPC Officials

One of the most critical components used by both declaration system and electronic integrity review and asset declaration platform will be a sophisticated user interface that will facilitate the capture and entry of several sweeping categories of factual, investigatory and related information by means of intuitive, context-sensitive forms that can be summoned at any time by CPC and staff. The objective is to promote efficiency by facilitating frictionless workflows to the maximum extent achievable. The user interface will help CPC and staff manually enter and exploit information that might be orphaned or overlooked or remain stove-piped if an easy way were not provided to capture and share it systemically. The supported information would include investigatory notes, notes of interviews, commentaries on evidence, corroborative or refutative evidence, mitigating or aggravating evidence or factors, and investigatory conclusions. Data would be entered in free form text fields that support embedding linking or embedding files in native format, accompanied by structured fields with drop-down lists permitting the information to be tagged in multiple sophisticated ways.

This module will support the entry of information in multiple modes and formats from free-from text with embedded links and native files to recording of audio or video files, telephone calls, interviews, dictated notes with transcription support for the automated production of transcripts. The module will allow the designation of information by source or kind as confidential and support various levels of sensitivity and secrecy classification and corresponding access control. It will support the tagging and categorization of information by various forms of tagging and full metadata support from the universal metadata service described below.
The CPC should have access to the same cross-checking information with external registries that will be used by the software for the automatic checks. For more effective review, the electronic system should allow for the comparison of the three main kinds of declarations[footnoteRef:23]: declarations upon entry into a government position, annual declarations, and declarations upon exit from a government position. There shall also be another kind of declaration considered which by means of content will not be considerably different than the declarations upon entry into a government position, such declaration is called ad-hoc (situational) declaration[footnoteRef:24]. The system should store the declaration data of officials after individual POs have left their position, including records of any investigations. [23:  Main declaration form: https://www.arlis.am/documentview.aspx?docid=138716]  [24:  Situational declaration form: https://www.arlis.am/DocumentView.aspx?DocID=142924.] 


The CPC Workspace will be the primary software platform for CPC DS analysts to perform investigations and audits. From a functional standpoint, it will be crucial for this portal to provide (1) summarized information about all current asset declaration submissions, (2) summarized information about new DSs as well as changes in submissions over time, (3) narrower summaries of high-risk or flagged submissions, (4) the ability to search the submission database by specific criteria and search terms, (5) the ability to view the full details of each individual submission, (6) the ability to view the full details of each individual submission along with all other related ones including family members, those residing with the declarant, and related ad-hoc declarations, (7) the ability to view the full details of previously detected violations, (8) the ability to view the full details if there is an administrative case undergoing investigation, (9) the ability to view the full details if, and information about, a PO that has been requested to share information by other state institutions, (10) the ability to view the full details about applications/complains related to a PO, and (11) the ability to view the number of applications sent to the court and status of court cases, etc.   

[image: ]

From a user interface (UI) point of view, the Analysis Portal should draw information from the submission database and present it in a way similar to how Customer Relationship Management (CRM) applications such as SalesForce or Vtiger present the information of clients and prospective customers (for reference, see image above).

This involves showing submissions in a summarized, spreadsheet-like format that can be sorted by the data in each column. For example, a CPC analyst should be able to view—and ideally customize—a specific view that shows the top 200 highest risk submissions in a 4-page, 50-row-per-page format. Each row will include either default or customized data fields like name, title, department or ministry, risk ranking, date of last DS submission, value of total assets, and change in assets in past [space of time]. Each row will have a “view” button that can be clicked to view submission and PO profile details in full. 

Unlike in CRM software, the CPC Analysis Portal will be view-only. CPC analysts or employees will not have the ability to edit asset declaration data submitted by public officials. Legal and ethical considerations demand that the personal asset data submitted by Armenian public officials be given the utmost protection from interference or tampering. 

However, the ability to create asset declaration reports for high-risk, flagged, and other submissions under consideration is an essential function to the Analysis Portal (see section 5.4.5.4 Reporting). These reports should be printable and contain summary and/or complete information for the public officials concerned. Less vital but still useful for efficiency and effectiveness is the ability to customize dashboards that display up-to-date information such as recent submissions, flagged submissions, the flow of asset declarations over time, visualize data and upcoming tasks. Dashboards should be composed of smaller drag and droppable information windows (also capable of visualizing data[footnoteRef:25]), enabling the user to either add those to his/her dashboard, hide/remove existing ones, and change their position as needed. Each user will be able to have a completely customized dashboard based on his/her preferences. [25:  Such as it is done in Tableau: https://www.tableau.com/] 


[bookmark: _Toc57651388]5.4.2. Templates for working documents

When conducting full audit checks, the CPC will draft and use several working documents. During the course of analysis process, these documents are needed when (1) the CPC is requesting information and data from other public or private entities, (2) the subject of investigation is being informed upon the procedures opened by CPC or he/she is invited to an interview, and (3) when the ascertaining act (investigation reports) are drafted. All these documents are components of the final case file (case management)

Relevant CPC staff and commissioners should have a distinct feature in their personal workspaces to automatically generate templates for the working documents. The form and content of these templates should be established by the CPC. The list could include but is not limited to the following type of auto-generated documents:

	Type of document
	Possible content

	1. Report on database consultation
	· Databases that were consulted
· Reason for consulting these databases
· Name of the subject of investigation
· Name and signature of CPC investigator

	2. Information request referred to other legal / private entity
	· Number of case file instrumented by CPC
· Name and position of the subject of investigations
· Type of data or information that is requested
· Legal grounds
· Deadline for transmission
· Name and signature of CPC investigator

	3. Ascertaining act (analysis report)
	· Introduction (data and place of report draft, name of the CPC staff member/commissioner, name and official public office of the subject of inquiry, main findings)
· Content (Summary of analysed documents, databases that were consulted, interviews conducted with investigated persons and other stakeholders, 
· Conclusions (main findings, legal grounds, follow-up etc.)
· Signature of investigator
· Approval by hierarchical superior 



[bookmark: _Toc57651389]5.4.3. System Administration
System wide configuration variables, general system availability, configuration of specific components, and managing access to overall assets (information and functionality) shall be managed using a dedicated administration dashboard, which will be accessible by specific users. Any changes within the dashboard will undergo supervisory approval stage based on the CPCs defined internal requirements. 
All activity logs of such privileged users shall be recorded, audit trail maintained in an easy to search and analyze structure.

[bookmark: _Toc57651390]5.4.4 Universal components

5.4.4.1 Control, Verification and Analysis Service
Main component enabling forms and questionnaire validations including submission compliance check and plausibility check in the backend. Core responsibility of this component is to ensure data completeness, correctness and validity.
5.4.4.2 Universal Analytics Engine & Modeling Service

This component will provide robust, flexible, sophisticated, algorithm-driven analytical support to the functions of the CPC. It will serve as an internal platform on which the CPC will be able to build a full array of analytical capabilities.

This dashboard-managed module will equip the CPC’s in-house data analytics experts with a general-purpose set of tools to build all kinds of critical algorithm-driven functional and analytical applications for risk management modeling, sophisticated report generation, dynamic analytical modeling, data mining, and other purposes such as to support its risk assessment methodology and the system that will flag declarations for manual audit. The module will have a built-in model-building language analogous to a more sophisticated version of the languages built into Excel and Access that can be customized for CPC.

This service will also support the financial Analysis / Conflict of Interest Analysis functionality and will enable implementation of risk analysis algorithm based on the risk evaluation methodology defined by CPC. 

Being one of the core components for both declaration and integrity review systems, this will enhance plausibility checks (section 5.2.3.2), enabling generation of risk portfolios per each PO or any other declarant. It will be necessary to implement a machine learning algorithm, which will learn and enhance the risk analysis and evaluation based on the outcome of full audits (section 5.2.3.3) and integrity review results. It should be ensured that the analysis process will consider all the relevant data available from external public and private sources such as other state registers, investigative journalism data sources, and social networks, paid databases (e.g. World Compliance). These services will utilize data extraction service.
5.4.4.3 Universal Comment Thread Feature

This component will enable comment threads to be added as needed to process and sub-routines throughout the declaration analysis and integrity review system in order to facilitate collaboration, deliberation, consensus and decision-making. The threads that result will be captured, indexed and stored.

5.4.4.4 Universal User-Defined Output and Report Utility 

This component will facilitate the building of sophisticated outputs and reports extracting information from all retained repositories and generated data. Outputs can be used to feed data to analytical and logical processes or services such as machine learning or line services or to generate pre-built or user-defined reports and analytical or statistical outputs of all kinds. The component will be supported by a sophisticated dashboard providing full control over parameters, data sources to draw upon, processing tasks, report structures and design. This will also be responsible for executing search queries, generating reports and provide statistical data to be exported or rendered on the user dashboard. 
This service will also use the Universal Analytics Engine to generate corresponding user defined reports and visualize data in a meaningful way enabling CPC commissioners, DS assessors and other type of dedicated personnel to visualize reports including statistical data and information. The reporting tool should act as a Business Intelligence (BI) feature that will be specifically designed to analyze all statistical information and to provide a better understand of two aspects: (i) CPC strengths and weaknesses and (ii) most common DS legislation violations (violations patterns). The reporting tool should be a distinct section of personal workspaces pertaining to CPC commissioners and other CPC internal employees. 

Business intelligence (BI) is a technology-driven process for analyzing data and presenting actionable information which would help CPC Commissioners and other internal officials make informed operational decisions[footnoteRef:26]. [26:  An example of such commercially available tool for reference is Tableau: https://www.tableau.com/] 


Examples of using BI for making informed operational decisions:

	Category
	Types of data analyzed
	Identified problem
	Potential solutions to be adopted by the CPC Commissioners

	Weakness of CPC
	(A) Total no. of declarations scrutinized under plausibility check:

(B) Total no. of declarations with overall score above the threshold

(C) No. of declarations full audited  
	When running full audit checks CPC investigators cannot cover all declarations with risk scores above the threshold (B-C > 0)
	Hiring more assessors

Raising the threshold

Automating more internal processes 

	DS legislation violation patterns
	Total number of PO who are obliged to submit declarations (broken down on type of public institution, type of public position)

Total number of PO who submitted declarations (broken down on type of public institution, type of public position) in due time / outside the legal term
	A certain category of public officials (PO) (e.g. declarants from Customs Authority) regularly submit declarations outside the legal term
	Conducting thematic ex-officio full audits on this category of PO

Focusing prevention & awareness programs on the respective sector



	Weakness of CPC
	Number of CPC inquiries finalized in a given period (broken down on type of public institution, type of public position)

Number of CPC cases that are challenged before Court (broken down on type of public institution, type of public position)

Number of CPC cases dismissed / confirmed by the Court
	More than X% of the CPC investigations are annulled (canceled) through Court decision  
	Conducting analysis on detecting factors for losing cases before Courts

Thematic meetings with representatives of judges, organizing common workshops etc.

	Strength of CPC
	Number of declarations submitted in due time (broken down by year)


	Compliance rate in terms of asset disclosure constantly grew over the last years
	Publicly communication of the results 



The system should be able to generate the following set of reports:
· POs who did not submit declarations in accordance to law provisions (untimely submissions, declarations that were not submitted at all);
· POs that did not register in the declarations system;
· Family members and living-by persons that did not submit declarations / did not register in the declarations system;
· Number of warnings / fines applied during one disclosing cycle for cases in which POs failed to submit declarations in due time;
· Number of declarations that exceeds the threshold under the plausibility check;
· Number of declarations broken down by the type of risk indicator(s)
· Number of declarations that were full audited
· As a result of external notifications (private and public entities, individuals)
· As a result of plausibility check 
· As a result of failing to submit declarations in due time
· As a result of randomly selection of declarations etc.
· Number of cases where `prima facie` elements of crime have been identified / Number of referrals forwarded to Prosecutor`s Offices;
· Number of conviction decisions issued as a follow up of CPC investigations / referrals;
· Number of conflicts of interests / incompatibilities identified following the CPC investigations;
· Number of administrative actions taken on cases where CPC identified incompatibilities and/or conflicts of interests;
· Workload per investigator.
· Grouping of incompliances based on various filters, such as declarant`s position, agency, demographics, and location. It shall also be able to show in which compliance threshold a specific declarant is among overall declarants and in each filtered category. 
· Reports regarding agency`s/institution`s compliance profile based on individual profile of POs connected with that agency/institution, which will enable indicating possible tendencies of corruption within the agency. This shall also enable comparison of the agency`s compliance profile with other agencies/institutions.
· Reports per state institution and types of violations in each institution detected among the POs. This report shall include top 10 (this number should be modifiable) non-compliant institutions where declaration violations were indicated, nature of such violations, what’s the public perception is about that institution (based on the media monitoring results). This shall also enable groupings as defined in the previous point.
· Articles or grounds for administrative proceedings
· Number and description of sanctions applied against PO
· Amount of money confiscated by the POs to the state budget
· Number of the cases sent to the prosecutor’s office
Wherever possible, the information should be broken down by public institution, type of public official, region etc. The data included in the report should be illustrated in a friendly manner. Reports should be downloadable in printable form / machine-readable format.

5.4.4.5 Business Intelligence Service
Provides data visualization capabilities (supports also reporting utility), depicting analysis results of big data, in easy to comprehend and meaningful way, and renders informative data on user dashboard based on the automated analysis performed by the system both for declarations and integrity checks.

5.4.4.6 Universal Fact & Evidence Metadata Engine Service 

This service will capture, generate, embed and store metadata relating to all primary factual or evidentiary information introduced into the system from outside sources, generated by the system all sources during the investigative process, as they are received into the system Metadata would include substantive factual information about the information such as date and source from which obtained, reliability of information and source, and any deficiencies in the evidence that can be ascertained from factual sources or by measuring against specified criteria. The metadata should be stored and indexed in a discrete metadata database.

5.4.4.7 Universal Process Metadata Engine Service

This service will capture, index, store and embed metadata relating to all facts, evidence or information received or obtained from all sources during the investigative process, as they are received into the system Metadata would include substantive factual information about the information such as date and source from which obtained, reliability of information and source,  and any deficiencies in the evidence that can be ascertained from factual sources or by measuring against specified criteria. The metadata should be stored and indexed in a discrete metadata database.

5.4.4.8 Universal Indexer Service

This service will index all information that is introduced into or generated within the platform, enabling easier and more efficient search functionality.

5.4.4.9 Universal Metadata Citation Service

This service will ensure that embedded metadata in text contained in fact and evidence databases can be viewed at any time and that metadata remains embedded whenever any information is cited or copied whether in investigatory notes or in drafts of the advisory opinion. Ensuring that the source, citation and other relevant metadata about the information being viewed or considered can be immediately ascertained will vastly facilitate investigations and drafting. The citations are embedded in text copied from the record in the database even de minimis citations have the metadata embedded.

Clip a piece of information and it gets put into a digital envelope tagged with multiple categories of metadata such as source, when obtained, etc. The metadata can refer to the metadata database as well. Metadata would also include when clipped, from where, by whom, when and where posted, etc. When clipped information is pasted it will be accompanied by the embedded metadata which will be possible to view using the Universal Metadata Viewer Utility that will be built into the system and always available, by hovering over or right-clicking on the text. The viewer will also allow option to utilize the metadata, such as by printing it or placing it inline as a print-readable citation in the text in proper citation form. The envelope and metadata would remain even if all but one word of the text is deleted from the document to which the text was pasted. In an ideal implementation, paste would only be a view so that the full underlying document would always remain available to be viewed. It would be possible to expand and shift the envelope to cover more or less or different portions of the underlying document (like a sliding window on the underlying text that is being copied). This feature would function in an manner similar to video or audio editing software in which the document in which the clip is pasted may be analogized to the timelines of the video edit, which the document from which the information is clipped may be analogized to the video source. A given clip can be lengthened or shortened as necessary until the desired result is achieved. It is essential as in all other cases, that an accurate, complete audit trail be recorded and reviewable as needed. Integrity of all recorded audit trails shall be guaranteed by eliminating the possibility to delete/modify them by ay user (e.g. storage of such trails in separate secure database which is managed by other personnel).

5.4.4.10 Media Analysis Service

This service will extract and compile information retrieved from the Internet and social media sources. It will consist of two sub-services. One sub-service will operate internally analyzing information received from applicant questionnaire and other outside sources for relevant keywords which it will scrape and add to the keyword list. The other sub-service will be external. It will consist of web crawlers and scrapers that retrieve information on the basis of the keywords generated by the internal sub-service. The web bot service will need to preserve source citations, URLs and dates visited and cache pages in case the original content disappears. The internal sub-service will be dynamic continuously deriving keywords to feed into the web bots as information is developed throughout the process. The ToR describes a Media Analysis Service which is intended to perform a similar function to the service described above. It would be appropriate to explore whether the capabilities described under that service could be integrated or subsumed into this one.
Service will also be responsible for finding information on POs and related persons, and media coverage about CPC will be at the core of this component. To enable effective search algorithms for POs, among other keyword the system shall automatically add PO`s name, last name, and other related PII`s which will reduce the manual monitoring requirement by providing more relevant results.

This tool can be a powerful tool for CPC in order to demonstrate proactivity in approaching media signaled cases. It should also serve at capturing useful information about how CPC actions are reflected in the public space. This tool will also be used for triggering full audits as described in 2.5.1. 

The system should be equipped with media monitoring module that will search Internet articles looking for possible media investigations pertaining to the CPC mandate and competencies. The algorithm should include relevant keywords that are associated with names of declarants and/or types of public offices, thus avoiding the false positive results.

Examples of keywords that can be used in media monitoring

	Illicit wealth
	Lifestyle
	Unjustified / unexplained assets
	Declaration of assets

	Personal interest
	Nepotism
	Hidden asset
	CPC

	Corruption
	Integrity
	Bribe
	Corruption / Corruption scheme

	Lavish spending
	Conflict of interest
	Incompatibility
	Gift / expensive gift



Media reports could be structured in two section: (i) media articles reflecting information about the CPC, its commissioners and other aspects in which CPC is mentioned and (ii) media articles regarding possible violations of the law. It should cover all types of media: news websites, blogs, video transcriptions (for TV materials) etc. 

Media monitoring feature should allow system administrators to modify, add or delete keywords. It should also allow modifying the frequency (e.g. once or twice per day) of monitoring, schedule the report drafting (e.g. by 10 a.m. every day, including weekends). These reports should be visible for CPC commissioners and heads of departments.

Figure 3: Automated media monitoring
System launches the media monitoring (covered timeframe: 10.01 a.m. – 8.00 a.m.)




Declarants` names
Public offices (titles)
Media articles


Media monitoring report is drafted



Media monitoring report is sent to e-mails of CPC relevant staff (10.00 a.m.)
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5.4.4.11 CPC E-mail, Messaging & Communication Capture Service

This service will capture and store CPC e-mail, messaging and communications and enable captured communications to be cross-referenced to support various functions and purposes.
This tool should provide solutions for the CPC to handle and store all the communications with the declarants through its interface. Communications, including voice calls (VoIP), text messages, and emails sent/received shall be processed within the system, stored securely and indefinitely, while being linked to the specific case (declarant). Each such resource will have a clearance level assigned to it, as mentioned in section 6.10..

The system shall also have a voice to text conversion feature implemented, which assists creation of call transcripts (based on Natural Language Processing - NLP), which will be used for further analysis by the system. Technical constraints, for implementing such solution (specifically regarding Armenia language) shall be identified, justified and workarounds suggested by the supplier.

5.4.4.12 Machine Learning Services

This suite of services will include services that will, over time, by observing multiple generations of input data, analyzed fact patterns and dispositions, utilizing machine learning, facilitate the risk profiling of nominees based upon biographical profile, the generation of investigatory leads and investigatory avenues and steps and suggesting of inferences that may reasonably be drawn from given fact patterns. This service will be managed by an elaborate dashboard that will allow sophisticated parameters to be set.

5.4.4.13 Case Management Service

A case management service with complementing dashboards and views will support managing of full, end-to-end cycle of both declaration system and integrity review cycles. The separate views, and services are necessary as biographical study component of integrity review, will embody an entirely different set of evaluation standards and business processes than those of declaration reviews.
It should be possible to define the case management process based on the methodology developed by CPC. This service will enable implementation of the business flow and processes handling the cases selected for full audit, or integrity review, and providing a workspace where all data, additional working documents, and decision-making process will be recorded.

The case management dashboard will also enable implementation of internal quality review processes. By this functionality CPC will be able to perform quality reviews of audits which are performed by the staff, based on corresponding internal procedures.

5.4.4.14 Tickler Service

This service will help manage the integrity review and declarations business process; The purpose of the tickler service is to prompt CPC staff members with pre-built (based on defined business processes) and user-defined alerts for upcoming tasks. The tickler service is universally applicable and once created would be useful across all CPC operations.

5.4.4.15 Notifications Service
The system should be able to send alerts to the personal accounts (personal dashboards) of declarants when: 
· submission deadlines are approaching; 
· clarifications for certain data is required;
· there is the opening of an administrative case based on findings of declarations;
· in case of nominees/candidates, when the reference letter is submitted or when the advisory opinion on an integrity check is sent to the respective state institution; 
· whenever any other event might require their attention.
All communication, including notifications sent to the declarant shall use a secure medium whenever possible, and in cases where using a secure medium (e.g. end to end encrypted channels) is not possible, then such notifications shall not include any sensitive or private information and should only contain information regarding notifications requiring declarant`s attention to their personal dashboard.[footnoteRef:27] To receive official notifications, declarants shall be required to choose at least one more channel, other than the government`s official email. Alternative methods for receiving notifications, can be any of the following (more than 1 channel can be selected): [27:  Government provided electronic mailboxes are available on e-citizen.am. RA Government decree on provision on official electronic mailboxes, November 12, 2015, number 1385-Ն. Link: https://www.arlis.am/DocumentView.aspx?docid=106847] 

· Personal email address
· Automated audio calls using provided phone number
· Text messages (SMS)
· Text messages using messaging services (e.g. WhatsApp, Viber, Telegram, Signal, Facebook Messenger – based on user`s preference and added account information)

Text messages (SMS) will be considered as the default additional method chosen by the system, as phone number is already required for account verification and OTP. These notifications will apply to annual declarations as well as submissions required upon entering or leaving an office or any other event defined by CPC in corresponding configuration parameters. For instance, if declarants should have the obligation to register/update information and verify the auto filled data (from focal points and declarant`s rosters) in their personal workspace very soon - e.g. max 3 days - after appointment in public office or a change of workplace then CPC staff should be able to set that notification from the notifications settings of the application.

The notification for deadline submission should be sent at least two times before the deadline is met (e.g. 15 days and 3 days before the deadline). The CPC should be able to customize the text of these mass-messages, actual deadlines, number of reminders, and set the delivery frequency and times. In addition, notifications will be available via a mobile application and the system shall allow users to reply and establish communication with the CPC through the application.

5.4.4.16 Image Processing and OCR Service
All the digitized documents such as scanned version of hard copy information (e.g. ownership certificate, paper declaration forms) shall be processes in way which will enable converting their information into searchable data stored in corresponding database. The scanned image of document shall also be retained an attached to the corresponding PO. Type of the form, which is scanned shall be selected by the user, and if possible validated by the system (using a machine learning algorithm). Fields filled based on the scanned document should be checked and approved by the user prior to submission to ensure information validity and completeness. This component should be able to process documents in multiple languages including Armenian, English, and Russian. It should be programmed in a way that would allow adding new supported languages with minimal effort.

5.4.4.17 Data Extraction Service
Enables data extraction from external sources to which the declaration system will be connected. It ensures cross referencing data from different sources whenever possible ensuring quality and reliability, and acts as a supporting agent to analysis engines and business intelligence service. It will be necessary to implement natural language processing and image processing algorithms to ensure quality extraction of all relevant data.

5.4.4.18 Helpdesk service
Will use the structured data available on the website and other sources such as a decision tree to provide automated support for website users (e.g. as a chatbot).  It should also provide a ticketing system to allow reporting issues and live chat for real-time interaction if necessary, aimed to address stakeholder questions. 

This shall enable anonymous reporting of cases by public (corresponding module shall be also considered on frontend, without requiring login, where a form will be loaded for reporting). The module shall be integrated with the government`s currently available whistleblowing platform[footnoteRef:28] and should be able to identify potential matches among PO`s based on the provided information (e.g. name, last name, position etc.). Each reported case shall trigger a notification sent to responsible officer in CPC. Notification delivery method shall be based on the user preferences (SMS, email, dashboard only), among which notifications on dashboard will be the mandatory option, while allowing user to also choose other methods. After clicking on the notification, CPC employee will receive a list of possible matches and start his/her investigation by opening an audit case linked to the identified PO(s). [28:  Government`s unified whistle-blowing portal, deployed in 2019: https://www.azdararir.am/] 


5.4.4.19 Scheduler
To undertake long-running operations, such as regular media monitoring, triggering form submission deadline notifications, and such, an easy to configure scheduler service will be used. This will allow performing such operations during system idle time or any other preferred period by CPC to better utilize resources without affecting overall system performance.

[bookmark: _Toc57651391]5.4.5 Integrity Review related Services

5.4.5.1 Integrity Review Evaluation Engine

The Integrity Review Fact & Evidence Evaluation Engine will embody the toolset that the CPC will utilize to perform the discretionary evaluation of facts and evidence that is at the heart of integrity review. As such it will be the indispensable component of the electronic integrity review system. This component will support such review by enabling the CPC and staff to interact with the facts and evidence developed about a nominee, perform an evaluation of the facts and evidence at the individual fact or episode level in the candidate’s history, record those evaluative conclusions and express them in relevant work products. The evaluation engine will allow the CPC and staff to apply qualitative and quantitative evaluation factors and other tagging and categorization to facts and evidence. Once entered these evaluation factors and tags will enable processing by an algorithm that will weigh and aggregate the conclusions and generate a series of usable outputs that culminate with the advisory opinion. The evaluation engine will support multiple nested passes of such evaluation to achieve the ultimate conclusion.

This component will seamlessly integrate with the universal information capture interface. It will be designed with flexibility in mind. It should be possible to modify significantly by the CPC to add or change substantive parameters without having to resort to outside suppliers to change architecture. It should be possible to add conceptual categories of inputs and specify analytical actions, relationships and logical if-then actions.

At the initial stage the system will perform “paralegal” work by populating certain fields and flagging where work needs to be done by the CPC and staff and then feeds this into the tickler system integrates with the tickler system that will provide prompts to the CPC and staff so that tasks are timely completed, ensure that the CPC and staff enter all required information to comply with the CPC’s due process obligations. These would be settable parameters as well and that would be a feature that appears in the dashboard that controls the engine.

In time, as the experience base of the CPC grows and there is more data for the machine learning to study, the system will begin to spot fact patterns and make meaningful suggestions about the relevant integrity factors, evaluation criteria and quantitative scores, eventually working as a partially automated process. The system architecture should permit that kind of functionality to be added later without dramatic overhaul.

This level of complexity may not be achievable at the beginning. Accordingly, the component should be deployable in more modest form at the episode level only where the criteria are only applied at that level rather than at the fact level, with room and technical capacity to be expanded later as necessary.

The component will also support a voting feature that will allow more than one evaluator to vote as a committee on evaluations at every level so that a consensus approach is possible rather than having evaluation inputs be those of a single CPC staff member. Such voting could be set to function at the initial or an “appellate” review level.

The engine will be managed through have a sophisticated dashboard to allow programming and parameter settings to be performed by the CPC’s IT department.

5.4.5.2 Secondary Fact Generator Service

This service will generate secondary facts about primary facts by observing the relationships between one or more primary facts and one or more other primary facts, between one or more primary facts and one or more secondary facts, and between one or more secondary facts and one or more other secondary facts. All secondary facts are and may be stated as facts. The secondary facts may be associated with one or more primary facts or secondary facts as the relationships between them suggest and these relationships will be annotated to the primary facts or secondary facts as they appear.
5.4.5.3 Primary Fact & Secondary Fact Pattern Recognition & Compiler Service

This service will compile primary and secondary facts into factual recitations that will be output in various forms at different stages of the integrity review process. This is the service that will generate the biographical profiles of nominees. This service will also utilize pattern recognition and analysis to spot patterns of conduct or other relevant patterns in the facts from which useful inference may be drawn or to suggest questions ought to be asked or investigatory avenues that ought to be pursued. The service will also flag what kind of information is missing or present that one would expect see or not given the context and also identify and compile all deprecatory information observed.
5.4.5.4 Substantive Fact & Evidence Extraction Service

This service will extract primary facts received or obtained from all sources of information and stored in multiple discrete databases.

5.4.5.5 Substantive Fact & Evidence Verification Service

This service will verify primary facts by checking them against other relevant primary or secondary facts or sources of facts and flag instances where facts are controverted or disproved. This is the service that will verify information received from nominees against information obtained from queries of government and private databases and other sources.

5.4.5.6 Interest, Conflict & Incompatibility Analysis Service

This service will identify potential conflicts and incompatibilities and flag them for further review and action. A new service will be needed as the quantitative analytic capabilities of the existing Financial Analysis/Conflict appear inapposite to integrity review. The service will compare relevant parts of evidence received from nominees with third party information and detailed information about the positions for which nominees are being considered.

5.4.5.7 Investigatory Process Monitor Service

This service will monitor, record, index, embed with metadata and store all activity undertaken during the course of the integrity review process at all stages from start to finish, and all activities taking place in the CPC workspace to further secure the integrity of the process. The information recorded will include investigatory steps taken, by whom and under whose direction, which databases were queried, what information was extracted and when it was received, documenting supplemental requests for information, etc.

[bookmark: _Toc57651392]5.4.6 User management services

5.4.6.1 User Management Service
Responsible for user management lifecycle, including all processes related to user creation, modification, suspension and access management.

5.4.6.2 Authorization Service
Manages implementation of RBAC, authorizing access to resource types.

5.4.6.3 Authentication Service
Handles secure multifactor authentication process, confirming user identity after which authorization will be performed based on the permissions assigned to the identified user. Solutions to implement multifactor authentication can include third party OTP generators (e.g. Google Authenticator, Microsoft Authenticator), hardware tokens, software certificates, ID cards issued by RA police and Mobile ID.

[bookmark: _Toc57651393]5.4.7. Other Features of the System

5.4.7.1 Mobile Declaration Application

To help make it easier and more efficient for public officials to file declaration forms on an annual basis, the new CPC platform will include a mobile phone application.  While the application will mirror the web-based on-line option for declarant users to file asset declarations, it will streamline the process for filing by making it more convenient and less-time consuming. Further, the mobile application could have additional functionality that helps the CPC and declarants ensure timeliness and accuracy of information, including by providing declarants the option to answer specific questions generated by a review of their declarations and to update and validate information in their declarations as required. 

5.4.7.2. Logs, Maintenance and System Monitoring

To enable overall system health monitoring and identification of potential issues within the system, there should be a dashboard provided for the system administrator, enabling centralized review of service states and all errors. Filtering based on error code, type and categories shall be provided for easier maintenance. This also will serve as log analytics engine for the overall system, enabling corresponding CPC users to define rules for notifications depending on:
· User action types (e.g. login, configuration change, accessing resources including declarations, resources viewed/accessed, etc.)
· System internal interactions (database calls, interactions between microservices, API calls initiated by the system, etc.)
· System interaction with external resources (e.g. accessing external databases, external data sources such as websites and blogs, accessing external platforms such as GIP).
Recorded logs shall at least include user type/role, username, name, event time and date, event type, details of resource accessed (name, type, location, fields modified if any, current and previous values of corresponding field), IP address, machine name, device type, operating system, browser used. CPC user shall be able to apply filters and system shall assist the user to identify potential patterns of unauthorized activities by applying artificial intelligence and machine learning for user behavioral analysis.

Whenever an event or group of events defined in the rules are identifies, CPC member will receive notifications regarding the issue on his/her dedicated dashboard, or any other communication medium chosen by the latter (more details can be found in section 5.4.5.15).

The monitoring capability should enable generation of meaningful reports regarding system health and usage, including uptime, resources accessed, errors, details regarding potential unauthorized access, and overall number of times a certain event occurred. 

To enable further flexibility and analysis capabilities, system shall allow CPC to easily define and apply filters as needed based on the fields of information being logged and applied condition/s per each field as needed (more details about logging and retention can be found in sections 6.1.2. and 6.8.).

For all activities, complete audit trail shall be recorded and retrievable as needed. Integrity of all recorded audit trails shall be guaranteed by eliminating the possibility to delete/modify them by ay user (e.g. storage of such trails in separate secure database which is managed by other personnel).

5.4.7.3. Training & Awareness Raising

The staff members of the CPC’s Asset Declaration Department will require onboarding training for using the declarations system. In addition, written and audio-visual training materials will be required for declarants (including materials such as getting-started guides, tutorial videos and trainings, and FAQ articles). Different user permission group will require tailored training for the specific functions that they will have access to.

Appropriate training materials and FAQ articles will be required for non-CPC users, including HR focal points, declarants, incidental declarants, banks, and users of the public platforms.

Awareness raising campaigns shall also be considered which will be aimed to promote transparency of the CPC’s operations, goals and analysis approaches, for which proper materials shall be developed and made avaiable by the CPC with the supplier`s technical support, if necessary. This should promote a culture of cooperation between the CPC and all other stakeholders, including declarants, civil society organizations and individuals, and government.
5.4.7.4. Machine readable forms (submission of non-electronic forms)

In cases when it will not be possible for the declarant to fill in electronic forms in the system, machine readable paper forms should be made available to him/her. These forms will be exact reproductions of the electronic ones in the system and will be easily downloadable from the CPC`s dedicated website. Such forms should be automatically updated if anything is changed in the corresponding electronic version, or when a new form becomes available (see sections 3.6 and 3.7).
5.4.7.5. Backward compatibility
While the new system will be built based on state-of-the-art technologies, architecture and data structures (more details can be found in annex 9), it is important to ensure backward compatibility. This essentially means it should be possible to import the existing data in the old system, to the new one, in a way that it will enable use of old data in further analysis and comparisons to be performed. In case if this technically will be impossible due to bad quality of old data, then the old data shall be archived and be accessible by the old system as necessary.

[bookmark: _Toc57651394]5.5. Publication of Declarations and Public Access

Once a declaration form passes through the formal check the data will immediately be sent to two separate databases. The data that is mandated by law to be published will be transferred to the public database discussed below.[footnoteRef:29] The full form, including all its data and metadata, will be transferred to a locked-down, highly secure database that will be physically and logically separate from the public portal.  [29:  On March 12, 2020, the government of Armenia issued its latest decision about which data from a declarant’s declaration will be subject to publication. Decision N 306-N of March 12, can be accessed here: https://www.arlis.am/documentview.aspx?docid=140372] 


Armenia’s civil society and media will be key end-users of the public portal. Through interviews they expressed what they need from the system as follows: 
· accessible information about public officials’ shares in businesses and legal entities;
· clarity about pre-existing assets owned by public officials;
· explanations for discrepancies between salaries and assets;
· information regarding gifts received by officials;
· the ability to export data for analysis. 

The public portal should be searchable by keyword. While a full list of information that should be included on public declarations has not yet been decided, what is required is that the asset declaration system be capable of either publish authorized asset declaration information directly or exporting the data efficiently and securely so it can be hosted on a third-party platform. In either case, public declarations in their published form should be machine-readable so they can be downloaded, copied, and analysed.
[image: ]
Georgia’s Civil Service Bureau (CSB) and France’s High Authority for Transparency in Public Life (HATVP) are examples of current open government portals for asset declarations. A screenshot of Georgia’s public asset declaration portal is displayed at left. 

Allowing public and third-party access to declaration documents has the potential to greatly improve the anti-corruption impact of the declaration system by promoting collaboration between the government and civil society organizations, citizens and media to enhance the DS effectiveness and improve its operations over time. 

Altogether, the public declaration portal should have the following features:
· Full text search by position, institution, location, type of declaration etc. 
· Displaying declarations should be ordered by year, location, institution, function, type of declaration, etc.
· Exporting the content of the declaration in machine-readable formats, including: ODT or PDF; ODS or CSV; DOCx; XLSx
· Support all well known Internet browsers both desktop and mobile (e.g. Chrome, Firefox, Safari, Internet Explorer/Microsoft Edge, Samsung Internet, Opera, ) and all platforms (tablets, mobile phones, desktop computers etc.), and operating systems (desktop: Windows, macOS, Linux; mobile: Android, iOS, iPad OS, Windows mobile, Blackberry)
· Statistics module (where visitors can retrieve data reports on number of declarations per positions, years, locations etc.)
· Possibility of filing a formal notification to the CPC on a particular case of violation or probable violation on a specific declaration or series of declarations.
· Indexed by search engines 
· Certification that the data being published on the portal is the information submitted by the public officials/other declarants
· A public API should also be provided to enable data extraction from the public website, as necessary. Data provided through the public API shall follow well known open data standards such as World Bank`s Open Data and Open Data Standards Directory.
[bookmark: _Toc57651395]5.6. Business flow and operations management

The system shall provide the ability to manage business processes through various dashboards. The business processes shall be designed by the CPC and provided to the supplier, as needed. The supplier will also support the CPC in reengineering such processes in aim of increased effectiveness and efficiency.
At this point, the overall general business processes within the CPC are considered to have the following general grouping:
· For the CPC staff members in relation to the declarations and integrity review systems;
· With other state institutions and/or through the existing databases;
· With declarants and integrity candidates.

The system shall provide the flexibility allowing CPC authorized personnel to design corresponding business processes and document management flows according to their needs and general categories. This will also complement the overall case management process. 




[bookmark: _Toc57651396][bookmark: _Toc36074926][bookmark: _Toc36120847][bookmark: _Toc38563159][bookmark: _Toc44266120]6. Technical requirements
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Core principles target all layers of software and infrastructure components, aimed to ensure scalability, reusability, interoperability and modularity of developed solutions. Key components to be considered are as follows:
1. Intuitive design and usability
2. Secure by design
a. Security
b. Incident management
c. Disaster recovery
3. Maintainability, modularity and reusability
4. Interoperability
5. Efficiency
6. Codebase 
a. Version control
b. Documentation
c. Branching strategy
d. Implementation of CI/CD pipelines
7. Testing
8. Future proofing
[bookmark: _Toc36074928][bookmark: _Toc36120849][bookmark: _Toc38563161][bookmark: _Toc44266122][bookmark: _Toc57651398]6.1.1 Intuitive design and usability

General requirements: In general, the user experience design process shall follow a design thinking approach, consisting of the following five phases:
1. Empathizing with the users - learning about the users
2. Defining the problem - identifying the users’ needs
3. Ideating - generating ideas for design
4. Prototyping - turning ideas into concrete examples
5. Testing - evaluating the design.

An essential condition for achieving best possible results, is to ensure quick and fast prototyping and testing capabilities, the results of which will be required to be approved by the CPC.

UX related minimum requirements: User interface of the application shall be designed in a way that will be self-explanatory, without requiring any special training. Minimum requirements include:
· Usability metrics: Software usability metrics shall be defined, measured and changes performed to address any low performing metrics.
· Consistency: Design of the user interface shall be consistent in its all components.
· Navigation: Content should be displayed in a clear, unambiguous, easy to read manner and must ensure easy navigation. 
· Responsive design: The interface should be responsive for ensuring the best possible experience on both desktop and mobile platforms.
· Fonts: Fonts used shall comply with 8-bit Unicode Transformation Format (UTF-8) encoding. Font size should ensure convenience of text perception with the minimum permissible resolution.
· Language selection: It should be possible to change the interface language at any time. Armenian and English languages shall be the minimum supported options.
· Accessibility: The system shall be developed following the principles and guidelines of Web Content Accessibility Guidelines (WCAG 2.1). A conformance level of AA will be required.
· Information format: Date formats, names, calendars and similar basic information must match the standards presently used by other state information systems. 
· Measurement units: The metric system should be used for presenting measurement units.
· Website content: Standardized schemas, such as those available on schema.org, shall be used for developing structured data, which will be added to the content of each page using JSON-LD (JavaScript Object Notation for Linked Data). This shall be done to ensue search engine optimization capabilities, making it easier to search for website content, including published reports.
[bookmark: _Toc36074929][bookmark: _Toc36120850][bookmark: _Toc38563162][bookmark: _Toc44266123][bookmark: _Toc57651399]6.1.2 Secure by design

General requirements: The software application shall consider security and privacy of data and users to be of highest priority and ensure that all relevant security tactics and patterns are implemented.

Security controls shall be designed with the information security triad, confidentiality, security, and availability, in mind, and with a clear understanding of the value of assets which need protection.

All code shall be free of viruses, malware, or backdoors. The code shall not contain tracking pixels or any tracking technology that is not specifically documented. Applicable secure coding practices shall be exercised, including, but not limited to:
· Input validation
· Keeping the design as simple as possible
· Compiling code using the highest warning levels and addressing those warnings wherever reasonably possible. Static and dynamic analysis tools shall be used to detect and eliminate potential security flaws.
· Considering access decisions based on permissions (whitelisting), and adhering to the principle of least privilege
· Data sanitization
· Embedding security in the architecture, such as by designing the software in a way to implement and enforce security policies
· Adopting secure coding standards
· Practicing defense in depth, by implementing multiple layers of protection
· Adopting effective quality assurance mechanisms.

Security planning, incident management, disaster recovery and risk management procedures shall be established in accordance with best practices and well-known standards, such as the latest version of ISO/IEC 27002, ITIL, CIS ver. 7.1. Relevant security controls shall be selected, implemented and maintained.

Security related minimum technical requirements: As follows are a set of security related minimum requirements needed to be implemented:
· System interaction protocol: HTTPS protocol (TLS 1.3) should be used for all communication and any kind of user interactions with the system and other information environments.
· Authentication: Multifactor authentication mechanisms should be enforced using a combination of at least two of the following:
· Username / password,
· ID card issued by the RA Police/Mobile ID Card
· One Time Password (OTP).
Passwords must be stored and encrypted using Argon2 hash function (or similar), reducing the risks resulting from potential breaches of the password database.
· Authorization: The system should implement Role Based Access Control (RBAC) ensuring actions are restricted, unless they are explicitly assigned to the user. Users shall be able to self-register, change/reset passwords, and deactivate accounts. A set of predefined roles shall be included based on the organizational chart of the CPC. There should be the possibility of creating new roles or modifying existing ones by adding/excluding permissions by authorized users only and operations which shall undergo a supervisory approval stage shall be identified and designed accordingly. The authorization engine shall be designed in a flexible way, allowing assignment of supervisory approval stages, as necessary, without requiring a supplier`s intervention.
· Protection of sensitive data: Sensitive data, including personally identifiable information (PII) shall be stored and encrypted using AES-256 or equivalent algorithm. The system shall ensure the protection of personal data in accordance with applicable rules and the requirements of the RA Law on Protection of Personal Data.
· Data security: The system shall have proper measures implemented and be tested against the latest OWASP Top Ten Web Application Security Risks and latest CWE Top 25.
· Data integrity: The system shall not have any right to modify the data inserted by users, and that shall be safeguarded using hash functions, which will be calculated for each form as soon as that form is submitted by the user. Any further modifications by the CPC, or any other entity, shall go through proper approval stages (based on the CPC’s internal business processes) and shall record a complete and easy to analyse audit log.
· Logs: The system shall support different logging levels for all nodes and components which should be stored in the event log file, or a database. A well-known logging framework suitable for such applications shall be used to ensure a consistent approach. Any unauthorized attempt to edit data shall be logged with further possibility to be subjected to audit. Logs of users’ interactions with the system, system internal interactions, system interactions with the underlying platform and external systems all shall be recorded, maintained and be easily retrievable/exportable by applying filters in a format which will be easy to analyse. It is essential for all cases, that an accurate, complete audit trail be recorded and retrievable, as needed. Integrity of all recorded audit trails shall be guaranteed by eliminating the possibility to delete/modify them by any user (e.g. through the storage of such trails in a separate, secure database which is managed by other personnel).
· User session: Minimum and maximum session duration must be set in minutes and shall be modifiable.
· Data integrity: Tools shall be implemented to enable checking database, and files’ integrity. The system shall guarantee data integrity, non-repudiation, and accessibility and prevent any altering, damage and unauthorized access to the system data. Data entered into the system may not been edited, damaged or deleted without authorization.
· Availability: The system shall guarantee full data storage on predefined, configurable periods, which shall not exceed Recovery Point Objective (RPO) and Recovery Time Objective (RTO), as defined by the CPC.

To ensure continuous development and maintain a secure environment, it is necessary to consider a regular information system audit, which will include assessment of effectiveness and efficiency of designed and implemented controls and penetration tests.
[bookmark: _Toc36074930][bookmark: _Toc36120851][bookmark: _Toc38563163][bookmark: _Toc44266124][bookmark: _Toc57651400]6.1.3 Maintainability, modularity and reusability

Overall maintainability shall be ensured by considering the following concepts: modularity, understandability, changeability, testability, reusability. The core requirement here is to follow architecture and design best practices which will allow adding future building blocks (modules) on the developed application with minimum effort, and without affecting the system`s overall complexity and performance.

To ensure maintainability, it is essential to also follow best practices in source code, API, software use and system installation documentations and administration guides.
[bookmark: _Toc36074931][bookmark: _Toc36120852][bookmark: _Toc38563164][bookmark: _Toc44266125][bookmark: _Toc57651401]6.1.4. Interoperability

The current system being used by the CPC, which has connection to several data points (details provided in annex 4), does not utilize the full potential of available data in state databases. To address this and in aim of utilizing the whole potential of data already stored in different state databases, it is vital for the new system to be connected to the RA Government Interoperability Platform (GIP), and other databases which are not currently a part of GIP.
GIP is a centralized data store enabling data sharing from various state databases (full list of databases currently connected to the platform can be found in annex 5, and the CATIS catalogue which is a lists majority of state databases is presented in annex 6), which will serve as a data extraction point for the CPC`s system.

The system`s overall architecture and implementation shall be compliant with RA Government`s interoperability requirements[footnoteRef:30]. This is required to ensure compatibility of the system with the GIP, so that it will be capable of being connected to the government interoperability platform (GIP) and extract data from connected databases and enable two-way data sharing if/when necessary. [30:  RA Government Decree, N 1093-Ն, 31 August 2015 – Link: https://www.arlis.am/DocumentView.aspx?docid=128039] 

Corresponding adaptors (described in section 6.7.) should be developed for interconnection with the GIP and for all the external databases, which are not connected to the GIP, but are necessary for the operations of the system.
[bookmark: _Toc36074932][bookmark: _Toc36120853][bookmark: _Toc38563165][bookmark: _Toc44266126][bookmark: _Toc57651402]6.1.5. Efficiency

The system shall ensure efficient use of computing resources (memory, cache, CPU, disk space) and network connections, either deployed in the cloud, or on premise. In this aspect, data access performance, data management, and compliance with best practices in coding for the used database management system shall also be considered.
[bookmark: _Toc36074933][bookmark: _Toc36120854][bookmark: _Toc38563166][bookmark: _Toc44266127][bookmark: _Toc57651403]6.1.6. Codebase

Version control: It is required to use a well known distributed version-control system, such as Git, for tracking changes in source code during software development.

Documentation: Source code shall use consistent, standard, well-known coding convention/s depending on programming language/s used.

All code shall be well-documented and written according to well-accepted style guides and should contain inline documentation (self-explanatory, well-structured comments), with suggestive names for variables.

Branching strategy: The branching strategy should be chosen in a way that will ensure easy collaboration among internal/external stakeholders, and shall ensure:
· Availability of releasable code disregarding the features under development, allowing quick releases and prototyping. This should also be supported by implementation of branching policies, ensuring any merges to master (release) branch, will trigger notifications also to the CPC responsible person (more details in change management section).
· It should provide possibility to switch to an older releasable version if necessary (e.g. identification of a critical bug in the latest released version).

CI/CD pipelines: Continuous integration / Continuous delivery pipelines should be used to automate the software delivery process, minimize manual errors, provide standardized development feedback loops and enable fast product iterations. In such an approach, infrastructure shall also be maintained as code (IaC), enabling management of IT infrastructure using configuration files which also follow similar versioning and branching strategies as deployed for application source code.

Escrow: To further manage software maintenance and mitigate the risk of abandonment, or orphaning of software, it is necessary to have a source code escrow agreement, enabling the CPC to own the source code if, and due to any reason, the supplier is unable to continue its operations.

All code used in the software should be free from any third party claims, and shall be owned solely and exclusively by the CPC.
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Unit, integration and system tests: Standardized, well-known testing frameworks shall be utilized to ensure better maintainability of the codebase and relatively effortless identification of potential bugs and errors. It is essential that important parts of the code be covered by unit tests. Meanwhile, the overall coverage shall not be less than 90% for unit tests, 80% for integration tests and 70% for system tests.

Tests for covering business cases: All business cases supported by the application should have corresponding test cases developed, clearly indicating inputs and outcomes. Acceptance testing of software shall be performed based on developed cases, in cooperation with the supplier. 

Acceptance testing (performed by the CPC with the supplier’s support) shall also include performance and stress testing, which will be performed in cooperation with the supplier.

All tests including GUI and API related tests, shall be automated, whenever possible, using well-known, standard test automation software.

The supplier`s access to live/real data shall be limited according to the CPC’s requirements and shall be agreed on in advance.
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The following approaches shall be considered in aim of future proofing the overall application, and extending its life:
· Use of established, well known patterns and frameworks - Only robust, well-known, industry standard and accepted components, platforms, frameworks and programming tools should be used.
· Abstraction of external dependencies and maintaining of supplier’s agnostic approach.
· Change management strategy – Policies shall be developed and enforced for managing changes in source code, infrastructure and application configuration.
· Monitoring and logging strategy – Monitoring tools shall enable verification that the system is functioning as expected, and if not, informative notifications shall be generated. 
· Support and maintenance – A support framework shall be developed to ensure proper and secure maintenance and enhancement of the developed application. A minimum support period of 3 years shall be considered with the opportunity to be prolonged, as necessary. Support and maintenance shall also consider the system’s infrastructure components, including corresponding hardware/software, and licenses. The supplier shall be capable of providing 24/7 support services to the CPC, as needed, and based on the severity of identified issues, such issues should be resolved within an agreed on timeframe.
· The supplier will need to provide a plan, with specific tasks, for the necessary training and related support that the CPC will need to take over management of the E-Platform.
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The system shall be capable of managing at least 5,000,000 submissions per annum, and support at least 20,000 concurrent sessions. The system shall be able to analyze (plausibility check) at least 25,000 declarations in 1 hour, and the growth rate of data shall be considered to maintain the performance needs for at least next 5 years (20% average annual growth). The system should be easily scalable to support more submissions and concurrent sessions and enable more processing power, if necessary.

The system shall be capable of seamlessly managing over 500 fields of information in declaration forms, allowing quick (under 1 second) submission and loading of data, whenever necessary. The infrastructure shall support 10% annual growth for at least the next 5 years (750 fields).

Scalable storage solutions shall be considered to support the growing storage needs of the system. This shall be a Storage Area Network (SAN) arranged with an acceptable redundancy level (e.g. RAID 6) which will provide hybrid storage devices, such as fast performing (read/write) storage (e.g. solid state drives) for live data, hard disks for data which is accessed less often and tape backups for archived data. The system shall have access to 50 TB storage, which again should be able to be easily scaled, whenever necessary. The infrastructure shall support 10% annual growth for at least the next 5 years (75 TB).

Performance of web pages shall be measured by well-known tools such as Google PageSpeed Insights (scored not less than 95% both for desktop and mobile). And the overall system shall guarantee 99.9% uptime.

Necessary infrastructure to support the required performance requirements shall be provided by the supplier.

[bookmark: _Toc36074938][bookmark: _Toc36120858][bookmark: _Toc38563170][bookmark: _Toc44266131][bookmark: _Toc57651407]6.3. Data migration requirements

It should be possible to import the data from the legacy system into the new electronic declaration system. Controls shall be implemented in the process to ensure end-to-end data integrity and completeness during the whole process.
[bookmark: _Toc36074939][bookmark: _Toc36120859][bookmark: _Toc38563171][bookmark: _Toc44266132][bookmark: _Toc57651408]6.4. Architecture requirements

The system shall be designed based on microservices architecture, which will offer enhanced scalability and flexibility. It should follow all well-known principles of such architecture and conform to the REST architectural style.
[bookmark: _Toc36074940][bookmark: _Toc36120860][bookmark: _Toc38563172][bookmark: _Toc44266133][bookmark: _Toc57651409]6.5. Deployment requirements

Software components (services) should be packaged up with all dependencies, enabling the application to run reliably on any infrastructure, while remaining isolated from its running environment. Software should be cloud deployment ready, but also easily deployable on premise (local servers).

For better scaling and management, a container orchestration solution such as Kubernetes should be used. All infrastructure related configuration shall be provided as code (IaS), and infrastructure monitoring solutions shall also be deployed. Infrastructure security benchmarks shall be defined based on best practices, such as those provided by the Center of Information Security (CIS), Docker Benchmark, and CIS Kubernetes Benchmark.
[bookmark: _Toc36074941][bookmark: _Toc36120861][bookmark: _Toc38563173][bookmark: _Toc44266134][bookmark: _Toc57651410]6.6. Documentation requirements

The following documentation shall be submitted for review and acceptance:
· System documentation, providing an overview of the underlying technology
· Requirements documentation, including business rules, use cases and user stories
· Software architecture documentation, including designed APIs, and diagrammatic representation of the overall system and underlying infrastructure
· Maintenance documentation, describing limitations and known problems within the system and implemented solutions; dependencies between system components shall also be presented in this document
· User manuals, including an end user manual, system installation and administration guides.
· Network topology of all layers, including physical and logical, firewalls, IPS/IDS systems, hardware interconnections.
Documentation shall be provided both in a searchable text format (e.g. PDF, Word, etc.) and on an open source, web-based repository, such as wiki.js, which will enable easier search, maintenance and use. API documentation should be designed and delivered using frameworks which will reduce efforts for future maintenance and development (e.g. Swagger).
[bookmark: _Toc36074942][bookmark: _Toc36120862][bookmark: _Toc38563174][bookmark: _Toc44266135][bookmark: _Toc57651411]6.7. External database connectors

External databases to be connected to the system shall be identified, data quality assessed, and types of data to be extracted identified by the supplier, and related connector modules, which will be based on a predefined and easy to customize mapping logic, shall be developed. Such modules should be developed in a way that will enable connecting all types of widely used database technologies for digital services in Armenia, and other systems which will be connected to the CPC’s system. Data mapping from external systems should be easily manageable, maintainable and customizable by the CPC.

These connector modules will be developed in compliance with GIP requirements. This will enable reusability of the modules and reduce the costs of development, if/when any directly connected database becomes a part of the GIP. Such connectors shall consider one-way data retrieval by default and enable two-way data exchange, only if considered necessary by the CPC.
Declaration forms should be preloaded with the data which is already available in state registries and allow the declarant to edit/add data, if needed - the interconnection with external databases being the core enabler of the system’s auto fill feature.

Standard fields such as country, car makes/models, etc. should also be loaded from constantly updated sources, which contain quality data. 

Such external data sources shall include, not only the state databases, both connected and disconnected from the government’s interoperability platform, but also resources such as investigative journalism sources, social networks, WikiLeaks, news websites (used by media monitoring module) for data scraping and processing.

All such external data sources shall be specified and data collection and storage approaches defined by the supplier and approved by the CPC. To support the supplier`s efforts, a comprehensive list of databases available in each state agency, with general details regarding type of information stored in each, will be provided.

Such connectors should be developed in a way that will enable adding new sources, as needed, with no or minimum modification required.

While identification of the exhaustive list of external databases necessary to interconnect with the CPC’s system shall be done (and containing data quality assessed and verified) by the supplier, as follows is presented a set of databases which are either already connected to the CPC, or the GIP (details can be found in annexes 4 and 5) and are considered to be of high priority for enabling overall functionality of the system :


	#
	Name
	Enabler for

	1
	RA Cadaster Committee – Ownership rights registry
	Analyzing interests/assets/expenditure based on shares held by the declarant.

	2
	RA CBA – Depository
	Analyzing interests/assets/expenditure based on investments.

	3
	RA Ministry of Economy – ARMEPS platform
	Analyzing participation in public tenders and identification of potential conflicts and non-compliance.

	4
	RA Ministry of Economy – Industrial samples registry
	Analyzing interests/assets/expenditure based on shares held by the declarant.

	5
	RA Ministry of Economy – Inventions and useful models registry
	Analyzing interests/assets/expenditure based on shares held by the declarant.

	6
	RA Ministry of Economy – Trademarks database
	Analyzing interests/assets/expenditure based on shares held by the declarant.

	7
	RA Ministry of Justice - Civil Status Acts Registry
	Extraction of personal information such as marital status and other related details will enhance analytical capabilities.

	8
	RA Ministry of Justice - Legal entities registry
	Analyzing interests/assets/expenditure based on shares held by the declarant.

	9
	RA Ministry of Justice - Population registry
	Extraction of personal information which will enhance analytical capabilities.

	10
	RA Ministry of Labor and Social Affairs - Pensions system
	Analyzing information regarding individuals residing with the PO (e.g. under guardianship).

	11
	RA Ministry of Labor and Social Affairs – Registry of elderly and individuals with disabilities
	Analyzing information regarding individuals residing with the PO (e.g. under guardianship, or care).

	12
	RA Police - Population registry
	Extraction of personal information which will enhance analytical capabilities.

	13
	RA Police – Vehicles registry
	Extraction of information regarding assets held.

	15
	RA State Revenue Committee - Customs registry
	Analyzing interests/assets/expenditure based on assets/goods imported.

	16
	RA State Revenue Committee - Tax registry
	Analyzing interests/assets/income based on declared incomes.

	17
	ACRA Credit Burau
	Analyzing interests/assets/expenditure based on received loans.

	18
	Armenia Securities Exchange
	Analyzing interests/assets/expenditure based on investments.

	19
	Armenian pension depository
	Extraction of personal information which will enhance analytical capabilities.

	20
	e-citizen.am platform
	Extraction of personal information which will enhance analytical capabilities.

	21
	e-notary.am platform
	Analyzing interests/assets based on contracts certified by notary.



[bookmark: _Toc57651412][bookmark: _Toc36074943][bookmark: _Toc36120863][bookmark: _Toc38563175][bookmark: _Toc44266136]6.8. Data retention

All the asset declaration forms and related information to the declarants shall be stored indefinitely, allowing the CPC to archive the data whenever needed. Deletion, modification, or archival of any data related to the declarants, filled forms, performed and finalized audits, issued decisions, and any other records, shall not be possible by a single user, and whenever attempted, an easy to track and verify audit trail shall be preserved. The data shall be maintained linked to the declarant and his/her history in the system. Implemented solutions shall ensure that software performance will not be affected as data volume increases.

Automated backup of the full data, both on internal and remote storage (disaster recovery site) shall be made possible based on defined, easy to modify periods.

Audit trails and logs shall not be modifiable (edited or deleted) by any single user, including super users (administrators). All the logs (including audit trails) should be stored in a separate database, independently maintained.

Infrastructure necessary for data retention (Storage Area Network) will be designed, and provided by the supplier which shall exceed the minimum performance requirements by at least 50%.
[bookmark: _Toc38563176][bookmark: _Toc44266137][bookmark: _Toc57651413]6.9. Data storage and structure

The aim of the CPC is to be able to apply data driven decision-making to corruption prevention. Thus, the new declaration system should ensure that collected data is stored and structured in an effective manner to supplement further analytical and monitoring activities (e.g. OLAP). It should be flexible enough to integrate new developments and expansion of data whenever required by the CPC. It should also provide fast and effective extraction of various data sets, therefore enabling efficient analytic performance for the CPC. Data storage and structuring should meet enhanced requirements for security and protection of privacy and confidentiality.

[bookmark: _Toc57651414][bookmark: _Toc36074944][bookmark: _Toc36120864][bookmark: _Toc38563177][bookmark: _Toc44266138]6.10. Access management and user roles

Role Based Access Control (RBAC) shall be implemented. Resource types should be identified, and granular permissions (view, modify, create, delete) will be defined. Resources are elements on which privileges should be assigned. Examples of such resources for the declaration system are electronic asset declaration forms, audit working papers, analysis configurations (both financial and conflict of interest), privileges management, logging configuration, etc. Each resource shall also have a confidentiality level assigned to it, which will define what clearance level will be required to view that resource. The clearance level, per user type, can be assigned separately (users with same role can have different clearance levels). Recommended confidentiality levels are:
· Confidential (top confidentiality level)
· Restricted
· Internal use
· Public (everyone can see the information).

The application administrator should be able to either assign predefined roles, or create custom roles by grouping various permissions on resource types.
Predefined user types shall include:
· Public official (PO): There can be different types of POs who will need to have a different type of dashboard and declaration forms to fill;
· PO family member or residing individual: These are family members of a public official or those residing with him/her (his/her spouse, minor children (including adopted children), persons under the declarant official’s guardianship or curatorship, any adult person jointly residing with the declarant official), as defined in the RA law on public service[footnoteRef:31]. These individuals will be linked to the corresponding PO and will be responsible for declaring own assets.  [31:  RA Law on Public Service (accepted on 23.03.2018), section 6, point 9. Link: https://www.arlis.am/DocumentView.aspx?DocID=141524] 

· Nominee: These are individuals who are nominated for various roles but are not yet selected. For them, the types of declaration forms will differ from those of other declarants.
· Counterparty: In cases when an inquiry from a third party (counterparty to a transaction) will be necessary (e.g. to confirm there is no misrepresentation in the declaration), then the CPC can request the counterparty to fill in a situational declaration.
· CPC staff:  CPC staff will be able to log into the system and access their workplaces, based on their assigned roles. The system shall provide the flexibility to reflect the evolving organizational structure of the CPC, with corresponding business functionalities regarding declaration processes.
· Focal point users: To enable supporting functions for maintaining up-to-date, accurate declarants’ rosters, it shall be made possible for focal points (section 4.4.1) to upload the updated information to the system.
· Financial industry (bank) user: Users with such a role will be able to login into corresponding portal and upload the necessary data into the system (defined in section 4.4.2).
· Public access: Access to the CPC’s website, published declarations and the public API shall be provided without any authorization requirements.
Remote access requirements shall be identified also based on user roles. System functionalities which shall be made available from a remote workplace shall be configurable per each user role and individual user, if necessary. All other functionality, which is not specifically allowed to be accessed remotely, should not be possible to use.
[bookmark: _Toc44266139][bookmark: _Toc57651415]6.11. Machine readable forms

It should also be possible for the users to export forms in machine readable format, making it possible to upload into the system, passing through the recognition engine, which will convert the data in the form into text filling in corresponding fields of the database.
[bookmark: _Toc36074946][bookmark: _Toc36120866][bookmark: _Toc38563179][bookmark: _Toc44266140][bookmark: _Toc57651416]6.12. System components

[bookmark: _Toc36120867][bookmark: _Toc38563180][bookmark: _Toc44266141][bookmark: _Toc57651417][bookmark: _Toc36074947]6.12.1 Frontend (User Interface)

Each user shall have a responsive dashboard and corresponding working space to perform tasks based on their assigned role and privileges (details are included in sections 3, 4.4, 5.4.1, 5.5, and 5.6 and main user groups are mentioned in section 6.10). Users shall be provided with all the relevant reporting, visualization, data extraction, analysis and other supporting tools, which will enable them to undertake their tasks. A content management system (CMS) like solution should be provided for dashboard and workplace customization, allowing users to add/remove tools on their dashboards (e.g. data visualization capabilities such as those provided by Tableau).

To provide additional flexibility and accommodate changes in legislation, it shall be possible to design forms used for declarations interactively, using predefined question types such as[footnoteRef:32]: [32:  A more comprehensive list of possible question types with corresponding examples can be found here: https://www.questionpro.com/article/types-of-questions-question-types.html] 

· Multiple choice
· True/False
· Numerical (includes integers and floating-point numbers)
· Drop down fields (where answer options are filled either manually, or by connection to external sources, e.g. country names)
· Calendar 
· Descriptive (free form text).
It should be possible to select required fields.
[bookmark: _Toc36120868][bookmark: _Toc38563181][bookmark: _Toc44266142][bookmark: _Toc57651418]6.12.2 APIs

API Gateway: This is the main gateway serving as the bridge between the public interface (frontend) and individual microservices. It should be responsible to take all calls from clients, route to appropriate microservice, composition, and protocol translation.

Public API: Public access to declaration data shall be made possible through a publicly available API, which will allow online data extraction from the system in searchable formats, which will enable further analysis and feeding to external analytics systems (e.g. M.S Excel, JSON, CSV, XML, etc). CPC staff should be able mark the declaration fields and any other data which are considered to contain personally identifiable information (PII) and exclude them from public access. Data export filters such as years of service, PO grade, etc. should be implemented to increase the export process efficiency, considering that the data volume will increase considerably through time.

Interoperability API: This is the adaptor to serve for data import/export from/to the government interoperability platform. Such adaptors are required for all external databases, which will serve as data sources for the declaration system.
[bookmark: _Toc36074948][bookmark: _Toc36120869][bookmark: _Toc38563182][bookmark: _Toc44266143][bookmark: _Toc57651419]6.12.3. Databases

Technologies for each storage/database should be chosen to provide the best performance, based on the type of data stored and transaction characteristics. Data should be retained indefinitely, without compromising the system’s performance as volume grows. Archival/backup/restoration capabilities shall be easily enabled, and timeframes and paths should be configurable.

All databases should be hardened, designed and developed based on the performance and security best practices of the database technology supplier and wider industry. This should include:

· Asset declaration database: This is where the actual data regarding declarations are stored. Data should be linked to the declarant, and other related individuals and retained indefinitely. The database should enable navigation through all files, declarations, and evidence connected to the declarant.
· Roster of declarants: To maintain an accurate and up-to-date declarants’ roster, the system shall maintain a database of all those who should declare their assets and interests (declarants’ roster). This includes information about declarants (e.g. PO type to be defined), family members, residing persons, and all other individuals who will be considered necessary to make declarations. The connection to the declarant should also be maintained, to better enable the capability of allowing data import by focal points from state agencies and ministries (section 4.4.1), public and state registers, to be cross-referenced and checked by the CPC, so that any discrepancies within the data can be validated. The declarant DB will also include the type of individual record, enabling the system to understand which declaration form and functionality to load for the actual user logging into the system.
· Form templates: This is the storage for all the predefined, customized, newly created declaration form templates, which will be loaded based on the user type logging into the system. The system should allow for design of form templates and related customization by CPC personnel.
· Document storage: This is where all the hardcopy digitized documents (e.g. ownership statements, paper forms, etc.) will be stored. Data stored here shall also be connected to the PO and related individuals.
· Case management database: This should constitute storage for all audit related documents, including additional documents, decisions, and working papers, which will be added during the full audit process (section 5.4.5.13).
· User management database: Stores system user related data, their profiles, roles, permissions, etc.
[bookmark: _Toc44266145][bookmark: _Toc57651420]6.13. Hardware/Software requirements

[bookmark: _Toc44266146][bookmark: _Toc57651421]6.13.1 Frontend

Frontend is considered as the user’s interaction interface with the system. The system shall provide a responsive web interface and mobile app for end users to interact with it. The interface should easily adopt to the different standard screen sizes and work flawlessly with the most used web browsers, including but not limited to Google Chrome, Mozilla Firefox, Safari, Opera, Microsoft edge and Internet Explorer. 

Frontend should follow all security best practices. The supplier will be required to provide the minimum requirements for client systems (end user computers, CPU, RAM, storage, graphic card, mobile phone specifications, etc.) and browser version compatibility information, as necessary. 
[bookmark: _Toc44266147][bookmark: _Toc57651422]6.13.2. Backend

Backend (business logic and all the non-user facing components) shall be designed following micro services architecture. 

The system should be capable of utilizing the hardware resources as efficiently as possible, thus reducing the cost and need for higher end components and configuration. It must run on a virtualized environment (using virtual machines).

Infrastructure, on which the backend will be deployed, should be capable of supporting implementation of private cloud, be easily scalable, as needed, and to increase security and reduce licensing fees, it is recommended to use platforms well known for better built in security measures (e.g. Unix/Linux). Hardware and the overlaying platform should be hardened based on the supplier's recommendations and industry best practices.

The supplier will be required to provide a minimum hardware (physical components, VM configuration, storage, network requirements etc.) and software configuration for the host system, that will be needed to meet the performance and security requirements mentioned in this document.

[bookmark: _Toc57651423]6.13.3. Security
The supplier shall also consider acquiring, installing and configuring security components such as hardware/software firewalls, intrusion detection/prevention systems (IPS/IDS) and anti-virus software. 

[bookmark: _Toc57651424]6.13.4. Server room
The supplier shall consider preparation/construction of a server room, and disaster recovery site in compliance with well-known standards (e.g. ISO/IEC 27001). The server room shall be equipped by uninterruptable power supply (UPS), alternative power source, main and alternative data/internet connections, networking components including switches and routers, cooling and automatic fire extinguishing systems. The server shall be equipped with proper security systems (CCTV, entrance control and logging, humidity sensors, etc). It is recommended for the sever room to be in a space without any external walls.

[bookmark: _Toc38563184][bookmark: _Toc44266148][bookmark: _Toc57651425]6.14. Project Evaluation and Oversight

The CPC recognizes that evaluation and oversight of the project to create this new E-Platform will require certain expert qualifications and experience and will hire a project manager for these purposes. The project manager will have subject matter expertise to ensure all the business requirements provided in the ToR are consistently realized and that the final outcome will be fit-for-purpose. Further, this project manager will help ensure that the project goals can be implemented in phases according to a sequence that maximizes cost-effectiveness. 



[bookmark: _Toc44266149][bookmark: _Toc57651426]6.15. Project phasing

Priorities of system functionalities are grouped into phases as shown below. The supplier will be required to coordinate with the CPC in addressing the timing of phases, taking into consideration both functional, nonfunctional and hardware infrastructure requirements.

Common requirements for each phase:

Documentation to be provided in each phase:
· System documentation, providing an overview of the underlying technology.
· Requirements documentation, including business rules, use cases and user stories.
· Software architecture documentation, designed APIs, and diagrammatic representation of the overall system and underlying infrastructure.
· Maintenance documentation, describing limitations and known problems within the system and implemented solutions. Dependencies between system components shall also be presented in this document.
· User manuals, including end user manual, system installation and administration guide.

Trainings:
· Audio/visual materials, and tutorials for all user types including: Public official (PO), PO family member or residing individual, Nominee, Counterparty (those who should fill ad-hoc declarations), CPC staff, Focal point users, Financial industry (bank) user, Public access.
· In person training for CPC users, system administrators, system installation and monitoring.
· Disaster recovery training.

Support in development of internal procedures and policies: 
Such support is aimed at complementing overall business processes, and business process reengineering, wherever necessary, to increase process efficiency and effectiveness, including recommendations for control environment.

Description of component categories:                                                                                                                                                                                                                                                                                                                            Other than the common requirements which should be considered for each and every single phase, there are 3 component categories considered overall which include: 
· Universal functionality: All items in this category provide general functionality of the system.
· Security: These are mainly security related requirements which may act as enablers for universal functionalities, but may also be considered as standalone features.
· Infrastructure related requirements: These are underlying hardware, data channels and physical allocation related requirements.
Preparation (prior to phase 1):
· Work Plan: Development of a mutually agreed work plan by Supplier including but not limited to:
· Identifying all the data points which will enable the implementation of defined features;
· Provide a report about the quality and structure of data stored in all identified data points, issues and recommendations to address interconnection issues with the CPCs system, and possible alternative solutions aimed not to compromise system functionality due to potential low quality of data;
· Technical/Architectural design specifications: Detailed specifications of the solution including interaction interfaces and diagrams (Data Flow Diagrams), Use Cases, data retrieval and validation scenarios.
· Prototypes: The Supplier shall demonstrate simplified version of the designed functionalities within the system for CPC to ensure mutual understanding around how the system will work. A prototype for the core functionalities of the system will be presented to CPC.
· User experience (UX) design documentation: UX design documentation shall be provided according to the approaches defined in this document. This shall also include wireframes of the interfaces. The UX design package shall be approved by the CPC.
· User interface (UI) wireframes: User interface design documentation based on the wireframes approved in the phase.
· Project portfolio risk analysis: All potential issues, gaps, risks and technical constraints which might result in difficulties in implementing required functionalities and reaching the defined goals shall be identified by the Supplier and be reviewed in detail. A mitigation plan/solution for each identified issue shall be proposed by the Supplier.
· Hardware infrastructure specification: Supplier shall provide technical specification of the required IT and network infrastructure and develop proposals / recommendations for architecture and related infrastructure of the Solution, based on the principles defined in the section 6 of this document.
· Testing strategy: Test strategy based on the acceptance criteria and functional specification which shall be approved by CPC. Document test strategy and test analysis in connection to the acceptance criteria and functional specification. 
Phase 1: Data Collection

	Data Collection: This phase is aimed to enable data collection from declarants in an intuitive, user friendly, secure way which will also be able to ensure collection of quality data which later on will be used to perform analytics on.

	Component Category
	Component
	Description

	Universal Functionality 
	Secure portal for submission of declarations (PO, family, nominee, ad-hoc)

(Defined in section 3.2.1)

	A custom dashboard based on the user role (declarant type, e.g.  Public official (PO), PO family member or residing individual, Nominee, Counterparty (ad-hoc or situational declarant), shall be loaded after login which will take place using two factor authentication (strong 
(password, and OTP send via SMS)

	
	
	To make the declaration process as user friendly as possible, it is necessary to enable auto filling of fields based on the information provided by the declarant previously (e.g. previous declaration forms) and also by extracting information from state registers which include interconnection with the Government Interoperability Platform (GIP) created based on Estonian X-Road platform. System shall also be able to perform a simplified validation of input values (input masks) to ensure acceptable level of data quality which will be performed during formal (before form submission) .

	
	
	Users shall be able to:
- Self register and login
- Submit change requests for updating their profile information (which is locked after first time user registers)
- Be able to upload supplementary documents as necessary in any format as long as its quality will not b lower than 600dpi (to enable proper OCR processing when necessary)
- Be able to review the overall declaration after filling it and prior to submission, review the fields which will be made publicly available and finally submit it
- Be able to review previously submitted declarations and duplicate them if necessary to save time instead of filling the declaration from scratch.
- Save draft/autosave the filled information as is, to continue and finish later
- Submit requests for correction of already submitted forms
- Review information extracted from connected databases on a single dashboard
- Integrated Guides & Reference Resources which will serve as guidelines how to effectively and easily fill the corresponding declaration form, tooltips for each data field, and how to successfully submit the form. If any error is identified in the form, then the user shall be informed which field it is and how to correct that field value. This includes video tutorials, tooltips, and guides.

	
	Focal Points

(Defined in section 4.4.1)

	Focal points dashboard is aimed to enable "HR" departments of various agencies provide information regarding assignment/leave of the PO, individuals residing with them, position type, position and job descriptions, which will then be uploaded to the electronic system's database, updating corresponding fields about declarants after manual verification of CPC to ensure quality of data. To enhance usability it is necessary for the dashboard to be able to provide autocomplete functionality based on previously entered (public) data and provide data import/export capability in well-known formats (e.g. xlsx, xml, csv, json)
Integrated Guides & Reference Resources which will serve as guidelines how to effectively and easily fill the corresponding data, tooltips for each data field, and how to successfully submit the form. If any error is identified in the form, then the user shall be informed which field it is and how to correct that field value. This includes video tutorials, tooltips, and guides.

	
	Financial industry

(Defined in section 4.4.2)

	Financial industry portal is meant to provide capability to collect information from financial instructions (banks), using pre designed forms, which then will be uploaded to the electronic system`s database. The portal shall provide data import/export capability in well-known formats (e.g. xlsx, xml, csv, json)
Guides & reference resources shall be integrated which will assist the form filling process, and use of portal functionalities. Guidelines how to effectively and easily fill the corresponding data, tooltips for each data field, and how to successfully submit the form. If any error is identified in the form, then the user shall be informed which field it is and how to correct that field value. This includes video tutorials, tooltips, and guides.

	
	CPC Workspace

(Defined in sections 5.4.1 and 5.6)

	CPC user dashboard is the main workspace of CPC commissioners and employs which again will load corresponding functionalities based on the user role who logs into the system. The dashboard should enable:
- Flexible form design based on predefined question types (form templates, declarants, focal points, financial institutions)
- Ability to view the full details of each individual submission, perform searches and apply filters on them
- Review forms, run search queries and generate reports if necessary
- Run  compliance check (manually triggered as necessary) and review results

	
	Administrator workspace (system administration, log review, maintenance and monitoring)

(Defined in section 5.4.3)

	Administrator dashboard, is meant to provide system wide control capabilities which requires additional privileges such as managing system availability, user lifecycle management (user creation, role assignment, user modification and suspension), configuring notification engine, etc. Review logs, and system maintenance information and perform system monitoring

	
	Notification Engine

(Defined in section 5.4.4.15)

	System shall be able to send email notifications to users upon a predefined event such as approaching deadline for declaration form submissions to the declarants who have not yet submitted their forms.

	
	Helpdesk

(Defined in section 5.4.4.18)

	 All users should be able to have a easy and user-friendly way to contact helpdesk. This includes chatting with a helpdesk employee if necessary.

	
	Data visualization, reporting and BI engine / Universal User-Defined Output & Report Utility

(Defined in sections 5.4.4.4, 5.4.4.5)
	A statistics (reporting) module shall provide information regarding reports on number of declarations per positions, years, locations, A status of overall submissions, outstanding ones, etc. on the public website.
This module shall also provide reporting functionalities to the CPC workspace as necessary. Reports available per user type will be different.

	
	Database Integration

(Defined in sections 4.2, 4.3)

	System shall be integrated with the Government Interoperability Platform (GIP) and enable data extraction for autofill functionality of forms wherever possible.
Mapping to databases which are necessary to be directly connected to the declarations system if not a part of GIP

	
	Public portal and API

(Defined in section 5.5, 6.12.2)

	Public portal, API and data export: Easy to use, navigate, and search public website where unclassified information regarding declarations and declarants will be published manually by CPC staff. This is done by manually providing a temporary storage of public information from offline database in a buffer zone prior to uploading it to the public database. 
- The public website should be indexed and search engine optimized which will make finding information by search engines easier.
- External stakeholders should be able perform keyword based searches, to export search results from website in well-known formats such as xlsx, csv, xml, json.
- Sorting and filtering of search results should be possible
- Public API shall be continuously updated to provide more enhanced functionality

	
	
	Public API which will be used by civil society and other external stakeholders to extract data independent from the public website view. This is to enable them perform further analysis using their own facilities. This shall be compliant with well-known standards such as World Bank Open Data standards, Open Data Standards Directory.

	
	
	Integrated Guides & Reference Resources which will serve as guidelines how to effectively use the public website functionality and API documentation shall be considered. This includes video tutorials, tooltips, and guides.

	Security
	Database

(Defined in section 4)

	GDPR Compliant offline database and data ingestion engine enabling secure data storage which will be collected by the declarants and other sources (e.g. state registries, external registries, social networks, websites, blogs, etc.). Source of the information which is stored in the database shall also be saved as metadata attached to that information.

	
	Authorization / User management

(Defined in sections 3, 5.4.6)

	Role based access controls shall be implemented which will allow access control to data and functionality based on the user roles and clearance levels. This includes identification of assets (functions and data) to which the classification levels shall be applied.

	
	Logs

(Defined in sections 5.4.3, 5.4.7.2, 6.1.2, 6.8)

	User interaction logs, System internal interactions, System interaction with external resources, Infrastructure logs (cluster related) all shall be retained for further reference and analysis as necessary.

	
	Authentication

(Defined in sections 3.2. and 6)

	All users shall be able to login to the system using two factor authentication (OTP via SMS or email and strong password)



Phase 2: Methodology Based Analysis

	Methodology Based Analysis: This phase is aimed to enable enhanced data analytics capabilities for the CPC based on a flexible methodology. Meanwhile the user experience also is improved due to capability for filling more data in declaration forms automatically as a result of increased access to external databases

	Component Category
	Component
	Description

	Universal functionality
	Public portal and API

(Defined in section 5.5, 6.12.2)

	Automated publication of unclassified information (secure mechanism for separate storage of public and classified data shall be implemented) 
Machine readable declaration forms should be made available for download, and those shall be automatically generated and updated based on corresponding electronic ones.
More advanced search functionality shall be developed to assist enhanced analytics capabilities (support for complex queries)

	
	
	Public API shall be updated to support the implemented new features

	
	
	Integrated Guides & Reference Resources shall be updated accordingly

	
	Secure portal for submission of declarations (PO, family, nominee, ad-hoc)

(Defined in section 3.2.1)

	Necessary state databases to be connected to electronic system which are not a part of GIP should be identified, data quality assessed and connected to CPC`s electronic system, which in turn will enable more advanced autofill and analysis functionality.
Transliteration function should be implemented helping declarants pronounce words and names in foreign languages

	
	CPC Workspace

(Defined in sections 5.4 and 5.6)

	Advanced data visualization and report generation capabilities based on custom queries such as OLAP shall be be implemented (e.g. tableau like functionality)
It should be possible to scan machine readable forms and store the data in databases in the same structure as the data submitted using the online portal
Cross checking information with external registries will be implemented.
CPC users should be able to customize dashboards based on their preferences. 
Ability to view the full details of each individual submission along with all other related ones including family members, those residing with the declarant, and related ad-hoc declarations
Ability to search the submission database by specific criteria, search terms or custom queries with complex structure.
Capability to compare selected declarations
Comment thread feature enabling comment threads to be added as needed to process and sub-routines throughout the asset declaration analysis and integrity review system in order to facilitate collaboration, deliberation, consensus and decision-making. The threads that result will be captured, indexed and stored.

	
	Administrator workspace

(Defined in section 5.4.3)

	Assignment of confidentiality levels to information assets, and managing access levels, and added functionality for configuring system wide parameters corresponding to new features added.

	
	Focal Points

(Defined in section 4.4.1)

	Autocomplete/validation of inserted information based on previously entered data and interconnected databases to minimize possible human errors and data incorrectness
To reduce the need for manual intervention, system shall be capable of identifying overlapping data (data extracted from database which was modified before submitting the information) and asking for manual verification of CPC only for such records

	
	Notification Engine

(Defined in section 5.4.4.15)

	System shall be capable of supporting custom configurable (event triggers) and customizable message content based on delivery method and event. Whenever the delivery method cannot guarantee secure delivery (does not use a secure channel) then sensitive information shall not be included in the notification.
System shall be able to send notifications sent to user`s personal dashboards and notify them via SMS

	
	Helpdesk

(Defined in section 5.4.4.18)

	Helpdesk chatbot shall be implemented to provide automated response based on decision tree constructed according to the structured data available on the website.

	
	Whistleblower

(Defined in section 5.4.4.18)

	This feature should allow filling a formal notification (whistleblower) either anonymously or by providing the details of the notifier. The whistleblower service shall be integrated with government`s corresponding platform (azdararir.am), and reported issues, shall be linked corresponding user records in the system. The service shall also be integrated with notification engine, enabling each reported case to trigger a notification event based on notification rules defined.

	
	Data visualization, reporting and BI engine / Universal User-Defined Output & Report Utility 

(Defined in section 5.4.4.5, 5.4.4.4)

	System shall be capable of analyzing data extracted from all retained repositories and generated data, and present actionable information which would help CPC Commissioners and other internal officials make informed operational decisions. An example of such commercially available tool for reference is Tableau. Capability to generate predefined, or custom reports on the fly shall be enabled
This capability shall be supported by a set of sophisticated controls and visualization capabilities providing full control over customization of parameters, data sources to draw upon, processing tasks, report structures and design.

	
	Database Integration

(Defined in sections 4.2, 4.3)

	Mapping of data points (databases required to be interconnected which are not a part of GIP) and data quality evaluation should be performed, and based on the results, adapters (APIs) for one way integration with state databases which are not part of the GIP should be developed.

	
	Universal Metadata Citation Service

(Defined in section 5.4.4.9)

	This functionality will ensure that embedded metadata in text contained in data mined from various sources can be viewed at any time and that metadata remains embedded whenever any information is cited or copied in any field in the system, or when data is exported from it.

	
	Data Extraction / Universal data capture interface

(Defined in section 5.4.4.17)

	System shall support the entry of information in multiple modes and formats from free-from text with embedded links and native files to recording of audio or video files, telephone calls, interviews, dictated notes with transcription support for the automated production of transcripts. This will allow the designation of information by source or kind as confidential and support various levels of sensitivity and secrecy classification and corresponding access control. It will support the tagging and categorization of information by various forms of tagging and full metadata support from the universal metadata service described below. This functionality will eventually support the Substantive Fact & Evidence Extraction required for integrity review system.

	
	Legacy data import (backward compatibility)

(Defined in section 5.4.7.5)

	Possibility of migrating old data to the new system shall be assessed, and implemented if feasible. Old data should be restructured in correspondence to new data structures and be imported to the new system making it possible to use the old information in the analysis in the same way which the new data is used.

	
	Formal check process

(Defined in section 5.1)

	System shall be able to validate fields in declaration forms prior to final submission based on advanced data validation algorithms which also use the data made available by all other databases connected to the system by now. Also, a mechanism to process issues which are incorrectly identified as invalid values should be implemented.

	
	Media monitoring and analysis / Internet & Social Media Crawler & Scraper Service

(Defined in section 5.4.4.10)

	Adding, modifying, removing keywords, data sources (e.g. websites to monitor), scheduling monitoring timeframes, crawlers and scrapers for extracting data from social media

	
	[bookmark: _Hlk50328965]Tickler Service

(Defined in section 5.4.4.14)

	Notification engine and schedulers will be utilized and functionality shall be added to enable effective management of integrity review business process; This shall enable CPC to create pre-built and user-defined alerts for upcoming tasks. Based on the defined business process which the operations follow.

	
	Analytics Engine & Modeling Service

(Defined in section 5.4.4.2)

	System`s overall analysis capabilities shall be enhanced to support integrity review functionality. It will equip the CPC’s in-house data analytics experts with a general-purpose set of tools to build all kinds of critical algorithm-driven functional and analytical applications for risk management modeling, sophisticated report generation, dynamic analytical modeling, data mining, and other purposes such as to support its risk assessment methodology and the system that will flag declarations for manual audit. The module will have a built-in model-building language (such as the one in plausibility check section) analogous to a more sophisticated version of the languages built into Excel and Access that can be customized for CPC.

	Asset Declaration System
	Submission compliance check

(Defined in section 5.2.3.1)

	Running compliance checks automatically based on predefined periods, which will result in updating the overall number of submissions and outstanding declarations.
Performing checks automatically whenever a record is changed/addeemed in roaster of declarants (database of declarants)
Triggering  corresponding events for notification engine
Generating a list of compliant/non-compliant POs an corresponding family members
Automatic notification to CPC, the focal points, and the enforcement agency of instances of non-compliance. (utilizing the notification engine)

	
	Plausibility check

(Defined in section 5.2.3.2)

	Risk models shall be developed and integrated in the system, and simplified analysis algorithm (rule based risk models, without relying on extremal data points such as social network, news websites, etc.) shall be implemented to support identification of red flags.

	
	Full audit

(Defined in section 5.2.3.3)

	Corresponding case management dashboard shall be developed which will cover the whole case management cycle (covering full cycle and storing evidence in a secure storage to be provided later to law enforcement and forensics experts if necessary). Developed analysis capability will be utilized to support decision making process which will also include corresponding metadata and individual risk portfolio.

	Integrity Review System
	Integrity Review Evaluation Engine

(Defined in section 5.4.5.1)

	And expert system which will provide the toolset that the CPC will utilize to perform the discretionary evaluation of facts and evidence that is at the heart of integrity review. A wide set of data sources and corresponding machine learning ad AI algorithms will be implemented to form an expert system providing qualitative and quantitative evaluation capabilities, to help achieve the ultimate conclusion.

	
	Data Extraction / Universal data capture interface / Secondary Fact Generator Service

(Defined in section 5.4.4.17, 5.4.5.2)

	Data extraction regarding real world events about the person undergoing integrity review (Substantive Fact & Evidence Extraction) from all the data points accessible by the system.

	
	Primary Fact & Secondary Fact Pattern Recognition & Compiler Service

(Defined in section 5.4.5.3)

	System will be able to generate a biographical profile of the nominee System will also utilize pattern recognition and analysis algorithms to spot patterns of conduct or other relevant patterns in the facts from which useful inference may be drawn or to suggest questions ought to be asked or investigatory avenues that ought to be pursued. System will also be capable of flagging what kind of information is missing or present that one would expect see or not given the context and also identify and compile all deprecatory information observed.

	
	Substantive Fact & Evidence Verification Service

(Defined in section 5.4.5.4)

	System will be capable of verifying/cross referencing biographical profile (primary facts) by checking them against other relevant primary or secondary facts or sources of facts and flag instances where facts are controverted or disproved. This will verify information received from nominees against information obtained from queries of government and private databases and other sources

	
	4.8 Interest, Conflict & Incompatibility Analysis Service

(Defined in section 5.4.5.6)

	System shall be able to identify potential conflicts and incompatibilities and flag them for further review and action. Quantitative analytic capabilities of the existing. To achieve this system shall compare relevant parts of evidence received from nominees with third party/state registry information and detailed information about the positions for which nominees are being considered.

	
	4.9 Investigatory Process Monitor Service

(Defined in section 5.4.5.7)

	System shall record, index, embed with metadata and store all activity undertaken during the course of the integrity review process at all stages from start to finish, and all activities taking place in the CPC workspace to further secure the integrity of the process. This basically means all the user and system activity logs shall be stored and linked to the case being investigated to assure proper audit trails and traceability.

	Security
	Database

(Defined in section 4)

	At this point the GDPR database shall be securely connected to the pubic portal enabling automatic data extraction of public information without requiring any manual intervention

	
	Authorization / User management

(Defined in section 3, 5.4.6)

	All assets requiring access controls to be applied on shall be identified, effective and efficient controls shall be designed and implemented supporting corresponding business processes 

	
	Logs

(Defined in sections 5.4.3, 5.4.7.2, 6.1.2, 6.8)

	Universal fact, evidence & process metadata engine shall be implemented which  will capture, generate, embed and store metadata relating to all information captured from outside sources, and generated by the system internal sources and processes.  This data will include information such as date and source from which obtained, reliability of information and source, and any deficiencies in the evidence that can be ascertained from factual sources or by measuring against specified criteria.

	
	Authentication

(Defined in sections 3.2. and 6)

	Authentication using mobile ID and Electronic ID shall be implemented and additional OTP channels should be implemented such as authentication apps such as Google Authenticator, Microsoft Authenticator, etc. or automated voice call to the registered phone number.



Phase 3: External Data Use

	External Data Use: The core aim is to enable further functionality by utilizing all the data which can be made available from external, third party sources. This will further enhance analysis capabilities and user experience.

	Component Category
	Component
	Description

	Universal functionality
	Notification Engine

(Defined in section 5.4.4.15)

	System shall now be capable of sending notifications through messaging apps (e.g. WhatsApp, Viber, Telegram, Signal, Facebook Messenger) and deliver those via automated audio calls using provided phone number

	
	Data visualization, reporting and BI engine / Universal User-Defined Output & Report Utility 

(Defined in sections 5.4.4.5, 5.4.4.4)

	Capability to design new reports templates, or modify existing ones shall be added which will also utilize the new data sources

	
	Database Integration

(Defined in sections 4.2, 4.3)

	Mapping of third party data points (sources external to GIP and other state registries) necessary for the overall advanced functionality of the system shall be identified, and capability to manage those (add, edit, remove) should be integrated. Such data sources include 3rd party private and public databases.

	
	Formal check process

(Defined in section 5.1)

	Complex and advanced validation of input values shall now be possible as all external data sources are now available to the system.

	Asset Declaration System
	Plausibility check

(Defined in section 5.2.3.2)

	Capability to flexibly define, modify and implement risk models and apply them on different user categories. To further enhance analysis capabilities which will be based on data made available from external (third party) source and media monitoring capabilities, the system shall now be able to perform:
Market condition analysis
Advanced analysis algorithm (rule based risk models, which also consider extracted information from external data points such as social network, news websites, etc.)
Identification of risk levels based on business categories
Define risk portfolio per individual declarant and related persons
Configurable scheduler (event and time based) for running checks)

	
	Full audit

(Defined in section 5.2.3.3)

	System shall now be capable of utilizing the full analysis potential made available for visualizing all information in the full audit cycle.

	Integrity Review System
	Case management

(Defined in section 5.4.4.13)

	This is basically the full audit dashboard for the integrity review system which is customized to the integrity check cycle enabling its overall review and management

	
	Analytics Engine & Modeling Service

(Defined in section 5.4.4.2)

	Risk management modeling, design and implementation of a general purpose set of dynamic analytical modeling tools and data mining shall be enabled for integrity review functionality. This will also be integrated with the reporting engine to enable general purpose set of report generation tools




Phase 4։ ML-AI and Other Auxiliary Services

	ML-AI and other auxiliary services: To further push the analysis capabilities, a set of data extraction capabilities and analytics logic shall be implemented utilizing the full potential of AI/ML technologies

	Component Category
	Component
	Description

	Universal functionality
	Monitoring video transcriptions

(Defined in section 5.4.4.10)


 
	Capability to provide transcriptions from videos, which will enable using them in corresponding analytics

	
	AI/ML Engine

(Defined in section 5.4.4.12)

	Support for asset declaration and integrity review risk analysis engine by providing advanced neural network-based pattern identification risk analysis capability 

	
	Mobile Application

(Defined in section 5.4.7.1)

	Other than responsive website, mobile applications for iOS, Android, Windows Mobile and iPad OS shall be developed

	
	Media monitoring and analysis / Internet & Social Media Crawler & Scraper Service

(Defined in section 5.4.4.10)

	Adding, modifying, removing keywords, data sources (e.g. websites to monitor), scheduling monitoring timeframes, crawlers and scrapers for extracting data from social media, monitoring video transcriptions, scheduling monitoring timeframes, generating reports based on monitoring results (by utilizing the reporting component).

	
	Optical Character Recognition (OCR) & Image Processing 

(Defined in section 5.4.4.16)

	To enable processing of data stored in image formats and OCR capability shall be deployed which will convert the images into searchable data storing it into corresponding databases.

	
	Maintenance and monitoring

(Defined in section 5.4.7.2, 6.1.8, )

	System shall provide a centralized way o review the overall application health, and reviewing errors. Search functionality should be implemented and it should be possible to apply filters as necessary. This will ultimately serve as the log analysis engine, and its integration with notification engine will enable with the possibility of defining rules for notifications.
It should also be possible to generate report regarding overall health of the system (error rates, types, etc.), storage, CPU and memory loads, error rates per API call, etc.)

	
	Communications module /  E-mail, Messaging & Communication Capture Service

(Defined in section 5.4.4.11)

	Storing and linking VoIP calls, SMS messages, and emails. This shall also support speech to text conversion and application of confidentiality rules based on the authorization mechanism.

	Security
	Authentication

(Defined in section 3.2. and 6)

	Integration of inherent factors (biometric)



Infrastructure:

	Infrastructure and continuous improvement strategy: Infrastructure shall be provided to enable the processing power and storage capabilities for enabling the proper functionality of the software. Continuous monitoring and improvement strategies shall also be developed and implemented to ensure secure operation and acceptable performance

	Component Category
	Component
	Description

	Infrastructure
	Processing hardware

(Defined in sections 6.2, 6.13)



	Scalable physical servers, and data storages (SAN) and corresponding storage devices (fast access storages such as SSDs for live data, Hard disks for data which is used les soften and tape backups for archived data). Creation of a scalable pool of virtualized server resources, which will allow scaling the power as the system load increases. This will allow acquisition of resources necessary to support actual system functionality, without paying extra for the resources which will be utilized in the future phases when more functionality will be added. This should save costs by making infrastructure re-design unnecessary in future.

	
	Software

(Defined in sections 6.13.1, 6.13.2, 6.13.3)
	Operating systems and virtualization solutions

	
	Server room physical security

(Defined in section 6.13.5)

	Secure physical location for the server (server room) with an access control system (e.g. heavy duty doors with electronic locks and biometric access control to log the entrance/exit), security cameras (CCTV), an appropriate fire extinguishing mechanism, and smoke, heat, humidity, water and seismic sensors.

	
	Network connectivity

(Defined in section 6)

	Internet and data channels (main and auxiliary)

	
	Network security

(Defined in section 6)

	Intrusion detection/prevention systems (IPS/IDS), firewalls, hardened routers, and switches, with corresponding cabling and configurations based on Supplier recommendations and well known practices.

	
	Disaster recovery site

(Defined in sections 6.1.2, 6.8, 6.13.5)

	Hardware and software capabilities required for DR site and construction work. This also includes all the components mentioned above based on the CPCs risk appetite.

	
	Disaster recovery site construction

(Defined in sections 6.1.2, 6.8, 6.13.5)

	Construction work necessary for DR site. A disaster recovery site shall be considered, which will be built and infrastructure provided, based on the CPC`s disaster recovery plan. In the best case, the disaster recovery site should correspond to the main server room by means of security, storage and performance level. It should be housed in a location which will not be affected by the same natural/geopolitical factors as the main site (e.g. 100km - straight line distance from the main site).

	
	Disaster recovery plans and tests

(Defined in sections 6.1.2, 6.8, 6.13.5)

	Internal procedures, policies and plans shall be developed and tested on regular basis

	
	Server room availability

(Defined in sections 6.1.2, 6.8, 6.13.5)

	Main and alternative power line, uninterruptable power supplies (UPS), a standalone power generator, main and alternative data and internet connections, a cooling system

	
	Storage

(Defined in section 6.8)

	Creation of a Storage Area Network (SAN), with an acceptable redundancy level (e.g. RAID 6), consisting of various types of storages including: SSD for live data, disk drives for data accessed less often, and tapes for storing archives. This will, again, allow scaling the storage infrastructure as required in the future, to support the system`s growing needs, without need for redesigning the architecture.

	Continuous monitoring improvement
	Information systems audit

(Defined in section 6.1.2)
	The CPC shall undergo ISO 27001 certification audit in regular basis, and a overall strategy for continuous improvement shall be developed which will include penetration tests, audit of information systems to assess the effectiveness and efficiency of design and implementation of controls in place.



[bookmark: _Toc44266150][bookmark: _Toc57651427]6.16. Project management

Efficient resource planning, allocation, and progress control during each phase, as well as quality control and monitoring and evaluation of the deliverables shall be considered throughout the project life cycle. To achieve this, the establishment of a project management office will be necessary, where all stakeholders will be represented and which will be considered as having ultimate responsibility (with the CPC) for archiving project goals. The Supplier will be responsible for project management, as well as for execution of activities and a related work plan, mutually agreed with the CPC. The jointly agreed work plan will include the necessary activities and deliverables’ review and coordination process, within an agreed timeframe.

The Supplier will be required to follow a well-known project management framework (e.g., PMI PMBOK, PRINCE2, etc.) throughout the project’s lifecycle, which will ensure timely project implementation.

A project manager, assigned by the Supplier, shall have the authority and responsibility to coordinate and implement the project so that the objectives are met in accordance with the requirements defined in this document, and the timeline mutually agreed in the work plan. S/He should ensure effective communication with all stakeholders, through progress reports (and other forms of communication, as specified by the CPC), in frequencies defined by the CPC. The Supplier shall ensure timely resolution of identified issues in any phase of the project and provide a proposal describing the issue and mechanisms suggested for its escalation/resolution.


[bookmark: _Toc57651428]E. List and Descriptions of Annexes
1. Declaration forms (attached as separate files)
2. Forms to Be Filled by the Banks and Focal Points (attached as separate files)
3. CPC Risk Management Model - Draft
4. Data points linked to CPC`s current system
5. List of Databases which are Part of Government Interoperability Platform (GIP)
6. Catalogue of State Registers (CATIS - attached as separate file)
7. System components diagram
8. Model Integrity Review Questionnaire (attached as separate file)
9. Minimum Requirements Concerning Data Structure

[bookmark: _Toc57651429]1. Declaration forms
Declaration forms are provided as separate files which shall be considered as inseparable part of this document. List of such forms include:
1. Annual Declaration Form - Assets, Income, and Interests - PO and Family Members.docx
2. Annual Declaration Form - Assets and Income - PO and Family Members - Discretionary Positions.docx
3. Declaration Upon Entering or Leaving the Office - Assets, Income, and Interests - PO and Family Members
4. Declaration Upon Entering or Leaving the Office - Assets, Income, and Interests - PO and Family Members - Discretionary Positions
5. Situational Declaration Form.docx
6. Integrity Questionnaire.pdf
[bookmark: _Toc57651430]2. Forms to Be Filled by the Banks and Focal Points 
Information which will be required to collect from the banks and focal points through dedicated dashboards (as defined in the document) are presented in:
1. Form for Banks.xlsx
2. Form for Focal Points.xlsx
[bookmark: _Toc57651431]3. CPC Risk Management Model - Draft
	Financial/numerical analysis

	Red flag identifier
	Description
	Calculation
	Weight in risk rating

	F1
	Pure financial mismatch between the incomes and expenditures
	Total incoming cash flow +  reduction in savings + received loans < total expenditures on purchased assets + provided loans + daily expenditure rate
	3

	F2
	Information mismatch with state database*

*The number of family members will not be compared given the civil registry provides electronic database since Y 2012 only.
	Each section is compared individually (number of declared real estate mismatch with the number available in real estate database, number of vehicles mismatch with police database, number of securities mismatch with state registry, number of income sources mismatch with tax database)
	3

	Judgmental due diligence

	J1
	High savings
	Total amount of cash and non-cash savings higher than AMD X MLN (all currencies to be converted to AMD)
	1

	J2
	Savings increased
	Total amount of savings increased for more than AMD X MLN since the last declaration (all currencies to be converted to AMD)
	1

	J3
	Excessive real estate
	Number of declared real estate’s higher than X
	1

	J4
	Excessive vehicles
	Number of vehicles higher than X
	1

	J5
	Excessive luxury assets
	Acquisition of luxury assets totaling more than X% of annual incomes
	1

	J6
	Unusual/excessive loans/donations
	Provided loans/donations totaling more than X% of annual income
	1

	J7
	Total net worth
	The aggregate sum of all assets (real estate + vehicles + luxury items + securities + provided loans + savings) is higher than AMD X MLN
	1

	J8
	Transactions with members of family
	
	

	J9
	Significant gifts/donations received
	Donations received exceeding
	

	J10
	Incomes from “other” sources
	At least 1 source of income is mentioned as “Other”
	1

	J11
	Non profitable savings
	Savings declared higher than X MLN, however no interest income is declared
	1

	J12
	Unjustified employment
	Sources of income other than salary >= X* salary
	1

	J13
	“Godsend” wins
	Any declared wins of gambling (lottery, betting, etc.)
	1

	J14
	Foreign activity
	Companies, assets, bank accounts registered abroad
	1



Please consider that all components, specified above, will need to have ranges that will be applied with different weightings, just as with the integrity checking rating system.
[bookmark: _Toc57651432]4. Data points linked to CPC`s current system

	#
	Database Name
	Linked Data

	1
	State Committee of Real Estate Cadaster
	· Real estate property electronic identification number
· Real estate property address
· Real estate property purpose
· Real estate property ownership type
· Real estate property area
· Real estate property ownership date

	2
	Police database
	· Vehicle brand, series
· Vehicle type
· Vehicle production year
· Vehicle registration number
· Vehicle ownership date
· Vehicle VIN code

	3
	State registry of legal entities
	· Legal entity name
· Legal entity registration number
· Legal entity TIN
· Legal entity participation date
· Position held
· Legal entity status

	4
	Passport and visa department
	· Family members registered since Y 2012
· Family members' personal identification data

	5
	Tax service
	· Income source 
· Yearly salary amount



[bookmark: _Toc57651433]5. List of Databases which are Part of Government Interoperability Platform (GIP)

	State Entity
	Delivery Dates
	State Register

	Police
	2019, March
	Population register

	
	2019, March
	Traffic violations register

	
	2019, March
	Driving licenses register

	
	2019, June
	Convicted persons’ database

	
	2019, March
	Vehicle register

	
	2019, December
	Register of weapons and arms under disposal of citizens

	
	2019, June
	Database of persons and cars under search warrant

	Ministry of Justice

	2019, March
	Legal entities’ register

	
	2019, March
	Register of civil status records

	
	2019, March
	Register of Sole Proprietors

	
	2019, December
	Register of Compulsory enforcement service 

	Cadaster Committee
	2019, June
	Register of property

	
	2019, December
	Register of land,

	
	2020  August
	Register of addresses

	
	2019, December
	Register of geographical names

	Central Bank
	2019, December
	Register of Armenian credit reporting agency

	Ministry of Labor And Social Affairs
	2019, June
	One time and periodic social payments register

	
	2019, December
	Pensioner register

	Ministry of Economy
	2020, August
	Electronic register of trademarks

	State Revenue Committee
	2019, June
	Register of income payments

	
	2020, August
	Register of paid taxes and tax arrays

	National Security Service
	2020, August
	Border crossing register

	Standalone Registries
	2019, June
	Register of licenses issued by Government entities

	
	2020, August
	Register of civil servants



[bookmark: _Toc57651434]6. Catalogue of State Registers (CATIS) 
The catalogue of overall state registries is a comprehensive list which is continuously updated by EKENG. The current version of the catalogue is provided as a separate Excel file, CATIS.xlsx.
[bookmark: _Toc57651435]7. System components diagram (next page)
Page | 112



[image: ]
[bookmark: _Toc57651436]9. Minimum Requirements Concerning Data Structure 
This annex provides concepts that are recommended to adhere to, while designing the overall data structures and storage architecture. The data structures used within the system shall enable big data storage and processing and support complex business intelligence and analysis functionality, with high performance and efficient processing resource utilization. Meanwhile it is also necessary to provide:
· Concurrency: Multiple users should safely read and edit database entries simultaneously.

· Reliability: Concepts of “tidy” data shall be enforced, to enable easy manipulation, modeling and visualization.

· Scalability: Very large tables can be read, searched, and merged quickly. To address further flexibility and scalability, it shall be possible to create new columns (fields) in existing tables and completely new tables, without requiring major modification of overall database design.

· Designated table per each group of related data: Separate tables for each group of related data should be created (decomposed) , and a unique identifier (primary key) per each row should be defined. Considering the current structure of declarations and information to be included, the data should be broken into logical pieces, which will be capable of supporting the structure of data collection forms as necessary, supported by additional auxiliary tables. 
Sections 1, 2, 3, 4 …
Supporting tables












· Storage of duplicate, redundant, data in a non-uniform format (stating the same meaning but stored in different ways) shall be avoided. User input shall be performed in a standardized way, with predefined data input groups wherever possible. This shall be addressed by providing capability to provide standardized values to fields wherever user input is required. Such methods can include dropdown lists (numeric and text based) populated by databases themselves and multiple-choice questions. Simply said free form text inputs shall be avoided whenever possible. Whenever it will not be possible to utilize such standardized input mechanisms, then a standard separator, such as comma, or semicolon should be used as a separator, which will enable the dividing of data into meaningful chunks, and in turn support more effective analytics to be performed.
· Considering the dynamics of legal environment, and constant evolution of laws and regulations, it is critical that the overall database architecture and data structures provide the necessary flexibility to effectively support potential, necessary changes (e.g. logical dependencies, acceptable levels of decomposition) without considerable effect on database and overall system performance. 
· Automated, systematic database backup solutions shall be designed and implemented based on the Recovery Point Objective (RPO) and Recovery Time Objective (RTO) defined by the CPC, which shall be justified through a proper risk assessment and mitigation plan. This shall be addressed in comprehensive business continuity and disaster recovery plans, which should be tested on a regular basis, results recorded, evaluated, and identified issues shall be properly addressed.
· [bookmark: _Hlk44463605]Industry well-known standards and best practices for security/privacy protection should be followed and implemented, as most of the data stored is highly sensitive. Considered data structures and database architecture shall enable storage of private/sensitive data in a separate database which can exist on a more hardened/secured designated server, other than the machine which will host the non-sensitive data. Interconnection between sensitive and non-sensitive data should be done in a mechanism which would support impersonalization, as necessary, and a well-known, secure encryption algorithm (e.g. AES 256 or similar) shall be used to encrypt all the sensitive data. As data encryption/decryption is resource intensive process, it is essential for the system`s performance, that data classification be done based on a proper risk analysis and in compliance with RA laws and regulations. Risk of data breach shall be reduced by utilizing a structure, where breach of one database will not result in exposing meaningful data of any type or nature (if one of the databases is breached the data residing there will be virtually meaningless without the data in the other database).
· The platform should enable users with corresponding roles/permissions to use statistical data visualized via dashboards, charts, etc.  (example screenshot below).

[image: ][image: ]
· There should be the possibility to extract/export “raw data” for further analyses. It is preferable to have the extraction in any of the following formats: MS Excel format (.xlsx), xml, or csv. The data export process shall support application of various filters such as time period for specific type of users, etc.
[bookmark: _Toc57651437]8. Model Integrity Review Questionnaire
A model integrity review questionnaire is provided as a separate file, which however shall be considered as indispensably linked to this document.



Plausibility check failure	Total number of full audit checks conducted in a year	45	Random selection of declarations 	Total number of full audit checks conducted in a year	10	Notifications received from other public bodies and general public	Total number of full audit checks conducted in a year	20	Notifications from media / ex officio notifications on press articles	Total number of full audit checks conducted in a year	20	Failure to submit declarations	Total number of full audit checks conducted in a year	5	
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